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FOREVWORD

One of the highest priorities wwthin the Ofice of the
| nspector General, DoD, is to promote the effective use of
DoD audit resources. Cooperation and coordination anpng and
between the various DoD oversight activities are necessary in
achieving our goals to elimnate duplication of review effort
and to increase sharing of techniques and results. The
uniformty of audit policy and certain operating procedures
ensures comon understanding of our audit m ssions and provides
the framework to ensure effective acconplishnent of internal
audits in the Departnent of Defense.

The purpose of the Manual is to establish uniform policies
and procedures to be followed in conducting Internal audits
of DoD operations, systens, prograns, and functions. It Is
designed to assist DoD auditors and internal audit, internal
review, and nonaﬁpropriated fund audit organizations in
complying with the auditing standards, policies, and procedures
promul gated by the Congress, Conptroller General of the United
States, Ofice of Managenment and Budget, President’s Council on
Integrity and Efficiency, and the Departnent of Defense.

This Manual is reissued under the authority of DoD
Directive 7600.7, “DoD Internal Audit Standards, Policies, and
Procedures,” Cctober 31, 1983. itreplaces the June 1986
version of the DoD Internal Audit Mnual, as changed. The
earlier edition of the Manual has been a significant tool in
| mproving the way we conduct audits and nmanage an audit staff.
The Manual wll continue to be the criteria against which to
measure audit performance and conpliance wth applicable
audi ting standards.

The Manual sections are effective when published unless
otherw se noted. The provisions herein are gf licable to
the internal audit organizations within the | ce of the
Secretary of Defense (osp); the MIlitary Departnents; the
Chai rman, Joint Chiefs of Staff (Joint Staff); the Unified
and Specified Commands; and the Defense Agencies (hereafter
referred to collectively as “DoD Conponents”)



Gui dance contained in interimaudit policy menoranda
| ssued by this office will be incorporated in the Manual in
succeeding revisions. Please forward recommended changes to

t he Manual to:

Ofice of the Assistant |nspector General
for Audit Policy and Oversi ght, 01G, DoD

400 Army Navy Drive, Room 1076

Arlington, VA 22202-2884

The DoD Conponents may obtain copies of this Manual through
their own publication channels. Qher Federal Agencies and the
public may obtain copies fromthe U S. Departnent of Conmerce,
Nat i onal Technical Information Service, 5285 Port Royal Road,

Springfield, Virginia 22161
et

<£;22§%ilk.t//<fééléﬁj,

Susan J. Crawfor
| nspect or Cener al
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DoD 7600.7-M

CHAPTER 1

A. PURPOSE

This Manual provides general guidance on the standards and policies to be
foll owed by baD internal auditors in the performance of their audit mssion, and
prescribes procedures, where applicable, to ensure uniformty of inplenent ati on.

B. APPLICABILITY

1. This Manual applies to all Dob internal audit and internal review
organi zations, including nonappropriated f@ audit orgam zations (hereafter
referred to coIIectlver as “internal audit organizations” ).

2. Provisions of certain chapters of this Manual do not apply to internal.
review and nonappropriated fund audit organizations. Each chapter willindicate

the applicability of the provisions of that chapter to the specific audit
or gani zat i ons.

C. BACKGROUND

1. The Inspector General Act of 1978, as amended, (reference (a)) and the
Off 1ce of Management and Budget (B) Circular A-73 (reference (b)) require the
| nspect or CGeneral, Department of Defense (I, D@, to provide policy direction
for audits of the programs and operations of the Department of Defense. In
carrying out these policy formulation responsibilities, the 16, DoD, also is
required to ensure that poD audits comply W th standards established by the
Camptroller Ceneral. of the United States (reference (c)).

2. DaD Directive 7600.7 (reference (d)) authorizes the 1G, baD, t0 (a)
devel op uniform standards, policies, and procedures to inprove the efficiency and
ef f activeness of bobinternal audit activities, and (b) provide a consistent basi s
for nmeasuring the quality and ef festiveness of internal audit operations. As part
of these functions, the 1G, bab, i S responsible for devel opi ng, publishing, and
mai ntai ning a DaD I nt er nal Audlt Manual setting forth the uniform standards ,
policies, and procedures. In addition, the Directive requires the baD internal

audlt| organi zations to develop detailed procedures to inplenment the Internal Audit
Manual .

D. EFFECTIVE DATE

1. Unless a specific inplenentation date is prescribed, objectives are to be
met fully and mandatory provisions inplenented fully within 1 year of final
publication. Additions to this Manual may, at tines, require major changes in the
existing policies and procedures of the DoD internal audit organizations. In such
cases, the individual organizations Wil be allowed sufficient tine to nmake
approprlate revisions in their inplementing guidance.

2. All deviations f rom the standards in the Manual nust be approved by the

Assistant |nspector General for Audit Policy and Oversight, Of ice of the
| nspector Ceneral, Departnent of Defense (AIG-APO, 0IG, DoD) .

1-1



E. OBJECTIVE

The objective of the DoD Internal Audit Munual is to provide guidance that

w |l help ensure that quality audit service is provided systematically to all DoD
organi zations, prograns, activities, and functions. Normally, the audit policies
associated wth each chapter are stated near the beginning, followed by suggested
procedures. \hen specific procedures are not prescribed, the Do internal audit
organi zations are allowed to use alternative procedures so |ong as the basic audit
policy objectives are net. However, when. a high de?ree of uniformty iIs needed,
mandatory procedures will Dbe prescribed specifically; and alternate procedures may
not be used wthout advance approval by the AIG-APO, O G DaD.

F.  REPORTI NG PROVISIONS

Attention is directed to the requirement in Chapter 16, subsection C. 3, of
this Manual for internal audit organizations to submit annually to the |G Do,
a report of their expenditure and distribution of audit time for the preceding
fiscal year. The report nust be forwarded by November 15th each year.

1-2
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CHAPTER 2

DOD_INTERNAL AUDI T| NG STANDARDS

A.  PURPCSE

The purpose of this cha]oter is to prescribe the auditing standards that shall
be followed by pab internal audit organizations and auditors in the managenent and

performance of auditina_activities. Qher chanters of the Manual. expand upon the
standards herei n and prescribe applicabl e policies and gui dance for carrying out

audit responsibilities imposed by these standards.
B. APPLICABILITY

- The orovisions of this charter are mandatorv for all DoD internal audit and
internal” review organizations , including nonappropriated fund audit organizations
(hereafter referred to collectively as “internal audit organizations”).

C. BACKGROUND

1. The level of acceptance and confidence in audit work by management and
external bodies is largely dependent upon the qualitg and reliability of such
work. Properly developed Standards provide criteria by which the quality and
efficiency of an audit organization may be eval uated and measured. The existence
and use of standards by audit organizations distinguish these organizations f ran
other DaD review and oversight activities. The Inspector General Act of 1978,
as amended (reference (aJ) , requires all pod Internal audit organizations to
adhere to auditing standards issued by the Camptroller General of the United
States (reference (c) ). These standards relate to the scope and quality of audit
efforts and to the characteristics of professional and neaningful audit reports.
The statenments on auditing standards and other pronouncenents i1ssued by the
American Institute of Certified Public Accountants (AICPA) are incorporated into
reference (a) unless specif ically excluded by a formal announcenment f rom the
Ceneral Accounting Of ice (GV.

2. The Institute of Internal Auditors (HA) and the President’s Counci |l
on Integrity and Efficiency (pCIE) al SO have pramulgated standards (references
(e) and (f) ) applicable to audit activities. The 1IA and PCIE standards are

tible with those |1 ssued by the Comptroller General Of the United States
(reference (c) ). Wile reference (c) deals primarily with the performnce of
Individual audit projects, references (e) and (f) provide guidelines for the
managenent of both audit projects and audit organi zations.

3. Of ice of Management and Budget (o) Circular A-73 (reference (b)) also
provi des guidance applicable to boointernal audit organizations. Reference (b)
concentrates on the areas of organization and staffing of audit activities,
determnation of audit priorities, fornulation of audit plans, and coordi nation
of audit work.

4. The Single audit Act of 1984 (31 u.s .C. 7501-7507) (reference (g)); OB
Circulars A-128 (reference (h) ) , and a-133 (reference (1); and the AICPA have set
forth standards for audits of state and |ocal governnments, institutions of higher
education, hospitals, and other nonprofit organizations receiving Federal funds.
These standards should pe considered by the cognizant DoD 1 nternal audit el ement

when nonitoring or review ng the audits conducted under provisions of this Act.
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D.  DCGD_AUDI TI NG STANDARDS

The auditing standards to be followed by DoD internal audit organizations and
auditors are a compilation of auditing standards issued by the M8, Camptroller
Ceneral, IIA and PCIE (references (b). .(c). (e), and (f) . The DoD auditing
standards are comprised of 7 general standards (Nos. 100, 200, etc. ) and 36

specific standards, as follow  (An overview of the auditing standards is
contained in the enclosure to this chapter. )

100 |_NDEPENDENCE - The internal audit organization and the individual auditors
must be free f ran personal, external, or organizational inpairments and
consistently shall maintain an independent attitude and appearance.

110 Personal Inpsirments - |In sane circunstances, auditors cannot be
inpartial because of their views or personal situation. Wile these
| npai rments apply to individual auditors, they also may apply to the
internal audit organization. These circunstances include, but are not
limted to, the following:

1. Of icial, professional, personal, or financial relationships, or
conflicts of interest that may cause the auditor to [imt the extent
of the inquiry, to limt disclosure, or to weaken audit findings in
any way .

2. Preconceived ideas about individuals, groups, organizations, or
objectives of a particular programthat could bias the audit.

3. Previous involvenent in a decision-making Or nmnagenent capacity
that woul d affect current operations of the entity or program being
audited.

4. Biases, including those induced by political or social convictions,

that result f ran enmploynent in, or loyalty to, a particular group,
organi zation, or level of Governnent.

5. Subsequent performance of an audit by the sane individual who, for
exanmpl e, previously had approved invoices, payrolls, clains, and
ot her proposed paynents.

6. Subsequent performance of an awdit by the same individual who
mai ntained the off icial accounting records.

7. Direct or substantial indirect financial interests in the audited
entity or program.

120 External Inpsirments - Factors external to the internal audit
organi zation can restrict the audit or interfere with the auditor’s
ability to formindependent and objective opinions and conclusions.
When external factors such as those listed bel ow are or appear to be
evident, an awdit may be affected adversely and the auditor may not
have complete f reedam t0 nmake an independent and objective judgment:

1. Undue interference in the recruitment, assignnent, and pranotion of
audit personnel.
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130

2. Undue restrictions on funds or other resources dedicated to the

internal audit organi zation that could prevent the auditors f run
performng essential. work.

3. Authority to overrule or to unduly influence the auditor’s judgment

as to selection of what is to be audited, determnation of the scope
and timng of work or approach to be used, content of any resulting
report, or resolution of awdit findings.

4, Influences that jeopardize the auditor’s continued enpl oyment for
reasons other than competency or the need for audit services.

5. Perceptions about the auditor or the auditor’s situation that m ght
| ead others to question the auditor's i ndependence.

6. Interference with access to all records, reports, audits, reviews,
docunents, papers, recomendations, or other material needed to

carry out the audit or denial of opportunity t o obtain explanations
f ran officials and employees.

7. Political pressures that affect the selection of areas for audit,
the perfornmance of those audits, and the reporting of conclusions
objectively wthout fear of censure.

Scope | mpairments - \Wien factors external to the internal audit

organi zation and the auditor restrict the audit or interfere wth the
auditor’s ability to form objective opinions and conclusions, the
audi tor shall atten'%)t to remove the limtation, or failing t hat,
appropriately qualify the resulting audit report

140 Organi zational. Placement - The paD central internal audit organizations

shal | report to the heads of their Conponents. Qher audit organiza-
tions shall report to the head or deputy head of a command Or activity
and shall be organizationally |ocated outside the staff or |ine manage-
nment function of the activities or functions under audit. However,

pl acement of installation-level internal review staffs under the Chief
of Staff is acceptable provided that independence is not compromised and
the auditors have access, if needed, to the bead/deputy head of the
activity.

150 Qojectivity - Auditors shall be objective in performng audits.

1. Qojectivity is an independent nental attitude which auditors shall
maintain in performng audits. Auditors are not to subordinate
their judgment on audit matters to that of others.

2. The auditor’s objectivity is not adversely affected when the auditor
reconmends St andards of control for systems or reviews procedures
before they are inplenented. However, designing, installing, and
operating systems are not audit functions. Nor is the drafting of
procedures for systems an audit function. Performng such
activities is presumed to inpair audit objectivity.
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200 PROFESSI ONAL PROFICIENCY - Professional proficiency is the responsibility

of the internal audit organization and each auditor. The internal audit
organi zation shall assign to each audit those persons who collectively
possess the necessary know edge, skills, and disciplines to conduct the
audit properly.

210 Due Professional Care - Due professional care is to be used in

conducting the audit and in preparing the related reports.

l.

The internal audit organization and the auditor are responsible
for enploying professional standards in auditing governnent
organi zations, programs, activities, and functions.

Due professional care calls for the application of the care and
skill expected of a reasonably prudent and competent auditor in the
same or simlar circunstances. Professional care should, therefore,
be appropriate to the complexities of the audit being perfornEd

In exercising due professional care, auditors shall be alert to
the possibility of intentional mmongd0|ng, errors and om ssions,
inefficiency, waste, inef f activeness, and conflicts of i nterest .
They al so shall be alert to those conditions and activities where
irregularities are nost likely to occur. In addition, they shall

| dentify inadequate controls and recommend | Nnprovenments to promote
campliance W th acceptable procedures and practices.

Due care inplies reasonable care and competence, not infallibility
or extraordinary performance. Due care requires the auditor to
conduct exam nations and verification to a reasonable extent, but
does not require detailed audits of all transactions. Amcordlngly,
the auditor cannot give absolute assurance that nonconpliance or
irregularities do not exist. Nevertheless, the possibility of
material irregularities or nonconpliance shall be considered
whenever the auditor undertakes an auditing assignnent.

Wen an auditor suspects fraud or other illegal acts, the
appropriate DoD crimnal investigative organization shall be

| nf or med.

Exercising due professional care neans using good judgnent in
choosing tests and procedures and in preparing reports. To this
end, the awditor shall consider the follow ng:

a. Extent of audit work needed to achieve audit objectives.

b. Relative materiality or significance of matters to which audit
procedures are applied.

c. Adequacy and ef f activeness of internal controls.
d. Cost of auditing in relation to potential benefits.

e. Adjustment Of scope as deemed necessary to conply with reporting
tineframes that nust be net.
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220 Auditor Qualifications - Auditors shall possess the know edge, skills,

230

240

and disciplines essential to the performance of audits. Each auditor
shal | possess certain knowledge and skills as follows:

1. Proficiency in applying internal auditing standards, procedures, and
techniques is required in performng audits. Proficiency means the
abi ity to apply know edge to situations |ikely to be encountered
and to deal wth them w thout extensive recourse to technical
research and assistance. -

2. Proficiency in accounting principles and techniques is required for
auditors who work extensively with financial records and reports.

3. An understanding of managenent principles is required to recognize
and evaluate the materiality and significance of deviations fran
good business practices. An understanding means the ability to
apply broad know edge to situations likely to be encountered, to
recogni ze significant deviations, and to be able to carry out the
research necessary to arrive at reasonable solutions.

4. An appreciation is required of the fundamentals of such subjects as
accounting, economics, quantitative methods, and canputerized
i nformation systens.

5. A know edge of directives and other issuances f ran GAO, OMB, DoD,
the Congress, or other authoritative bodies.

6. Aworking famliarity wth the organizations, prograns, activities,
and f unct ions of each major DoD Camponent Subject to audit, in
sufficient depth to know edgeably assess that Canponent’s m ssion
accomplishment and to identify problens to the degree required for a
particular task or set of duties.

7. A know edge of Government policies, requirenents, and guidelines
related to a particular task.

8. Managerial skills for supervisors and team | eaders.

Hunman Rel ati ons and Communications - Auditors shall be skilled in

deal ing wth people and I n communicating ef fectively.

1. Auditors shall understand hunman relations and maintain satisfactory
rel ationships with auditees.

2. Auditors shall be skilled in oral and witten commmications SO
that they can convey clearly and effectively such matters as audit
obj ectives, evaluations, conclusions, and recanmendations.

Continuing Education - Auditors shall maintain their technical

campetence t hrough continuing education. Auditors are responsible for
cent inuing their education to maintain their proficiency. They shoul d
keep informed about inprovenents and current devel opments in auditing
standards, procedures, and techniques. Continuing education may be

obt ai ned through membership and participation in professional societies;
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250

attendance at semnars, college courses, and Federal and in-house
training prograns; and participation in research projects. (See
Chapter 4, “Achieving and Mintaining Professional Proficiency, " for
detailed guidance. )

Campliance Wi th Standards of Conduct - Auditors shall comply with

professional standards of conduct. Auditors shal|l maintain high
standards of honesty, objectivity, diligence, and integrity in the
performance of their work.

300 sCcopE OF AUDI T WORK - The scope of each financial audit shall include an

eval uation of the adequacy and ef f activeness of the organization's internal
control system (i.e., policies and procedures) , and of the quality of
performance in carry| ng out assigned responsibilities. For perfornance
audi ts, an assessnent s hould be made of applicable internal controls when
necessary to satisfy the audit obj ectives.

310

Reliability and Integrity of Information - Auditors shall review the

320

rel[TabiTity and integrity of financial operating information and the
nmeans used to identify, measure, classify, and report such information.
| nformation system provide data for decision-making, control, and
compliance Wi th external requirenments. Therefore, auditors shall

exam ne information systens and, as appropriate, ascertain whether:

1. Financial and operating records and reports contain accurate,
reliable, tinmely, complete, and useful information.

2. Controls over recordkeeping and reporting are adequate and
effective.

Compliance W th Policies, Plans, Procedures, Laws, and ReQulations -

330

Auditors shall review the systems established to ensure campliance W th
those policies, plans, procedures, |aws, and regul ations that could have
a significant |rrpact on operations and reports, and should determ ne
whet her the organization i s In conpliance.

1. Mnagenent is responsible for establishing the systens designed
to ensure compliance Wi th such requirements as policies, plans,
procedures, and applicable [aw and regul ations. Auditors are
responsi bl e for determning whether the systems are adequate and
effective and whether the activities audited are complying W th the
appropriate requirenents.

2. \Wen conducting financial audits, the auditor shall determ ne
whet her the f inancial statements of an awdit entity fairly present
the financial position and the resultsof financial operations in
accordance with accounting principles and standards prescribed by
the Conptroller General.

Safequarding 0f Assets - Auditors shall review the neans of safeguard-

Ing assets and, as appropriate, verify the existence of such assets.

1. Auditors shall review the means used to safeguard assets f ran
various types of |osses, such as those resulting from theft, fire,
improper Or 1llegal activities, and exposure to the el enents.
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2. Auditors, when verifying the existence of assets, shall use
appropriate audit procedures.

340 Economical and Efficient Use of Resources - Auditors shall appraise the
economy and efficiency wth which resources are nanaged.

1. Management i S responsible for setting operating standards to neasure
an entlt%’s economical and efficient use of resources. Auditors are
responsible for determning the following:

a. \Wether operating standards have been established for nmeasuring
econamy and efficiency.

b. Wether established operating standards are understood and are
bei ng net.

c. Wether deviations f ran operating standards are identified,
analyzed, and comunicated t0 those responsible for corrective
action.

d. Wether corrective action has been taken.

7. Audits related to the econmical and efficient use of resources
shall identify the follow ng:

a. Underutilized facilities.

b. Nonproductive work.

c. Procedures that are not cost-effective.

d. Qverstaffing and understaffing.

e. Unneeded or costly procurenents.

f. Causes of inefficiencies or uneconomical practices.

350 Accomplishment of Established Objectives and Goals for Qperations and
Programs - Auditors shall review operations and prograns to ascertain
whet her results are consistent with established objectives and goal s and
whet her the operations or prograns are being carried out as planned.
Managenent is responsible for establishing operating or program
obj ectives and goals, developing and inplenmenting control procedures,
and accomplishing desired operating or programresults. The auditor
shal | determne whether the desired results or benefits are being
achieved effectively and whether the entity has considered alternatives

that mght yield desired results at a lower cost.

400 PERFORMANCE OF AUDIT WORK - The auditor is responsible for planning and
conducting the audit assignnment, subject to supervisory review and approval.

410 Planning the Audit - Auditors shal| plan each audit. Planning shall be
docunent ed and include the fol | ow ng:

1. Establishment of audit objectives and scope of work.

2. Consideration of audit requirenents at all levels of Governnent, to
the extent they are known.

2-1



10.

11.

Background information about the activities to be audited.

On site surveys to become famliar wth the activities and controls
to be audited, to identify areas for audit enphasis and to invite
auditee comments and suggestions.

Camunication W th all who need to know about the audit.

Resources necessary to perf orm the audit.

Consideration of materiality or significance and audit risk relative
to audit objectives and scope of work.

Determ nation of how when, and to whan auwdit results wll be
conmuni cat ed.

Approval of the audit work plan.

Coordination wth other Government auditors, when appropriate,

I ncluding work already done and other work that may be intended
in the future.

Reliance to the extent possible on the work of other audit,
| nSpection, or oversight {eans.

420 Audit Program- A witten audit Progran1is essential to conducting

audi ts efficiently and effective

y and shal| be prepared for each audit.

The aud it program shall, when appropriate, be designed to eval uate
campliance Wth |aws and regul ations, and shall be designed to provide
reasonabl e assurance of detecting abuse or illegal acts that could
significantly affect the audit objectives. The audit program generally
shall include the follow ng information:

1.
2.
3.

_(X)

I ntroduction and background.

Purpose and scope of audit.

Cbj ectives of the audit.

Definition of terns.

Special instructions.

Audit procedures and nethods to be used to gather and anal yze dat a.
Information on the general format (if not included in the audit
organi zation policies and procedures) to be followed in the audit
report and the type of information to be included.

Appropriate cross-references to the supporting audit working papers.
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430 Supervision - The internal audit organization shall ensure that audits

“are supervised properly. Supervision shall be exercised at each |evel

of the internal audit organization to provide quality control over audit
assi gnnents.

1.

Supervision is a continuing process, beginning wth planning and
ending wth the preparation of the final audit report.

Supervision includes the fol |l ow ng:

a. Providing suitable instructions to subordinates at the beginning
of the audit and approving the audit program

b. Seeing that the approved audit programis carried out, unless
deviations are both justified and authorized.

c. Ensuring that the audit is performed in conformance wth
prof essi onal auditing standards.

d. Determning that audit working papers are prepared and retained
In accordance with prescribed procedures and adequately support
the audit anal yses, findings, conclusions, and reports.

e. Ensuring that audit reports are accurate, objective, clear,
conci se, constructive, and tinely.

f. Providing that the work assignnents are commensurate W th the
abilities of the assigned staff.

9« Determning that audit objectives are being net.

Supervision includes sufficient interimchecks of audit work, to
determ ne whether audit projects are on schedul e and are being

executed in accordance wth plans, so that necessary adjustnents
can be made.

Appropriate evidence of supervision shall be docunented and
retai ned.

The extent of supervision required wll depend on the proficiency of
the auditors and the dif f iculty of the audit assignnment.

Al auditing assi_gnments, whether perforned by or for the audit
organization, remain t he responsibility of the head of the internal
audit organization.

440 Exam ning and Eval uating Information - Auditors shall collect, analyze,

interpret, and docunent information to support the audit results.

1.

Information, including its materiality or significance and audit
risk, shall be collected on all matters related to the audit
obj ectives and scope of work.
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3.

5.

Information shall be sufficient, competent, and relevant, to provide
a sound basis for audit findings and recomendations. "Suff icient”
information is factual, adequate, and convincing so that a prudent,
informed person would reach the same conclusions as the auditor.
"Campetent” information 1S reliable and the best attainable through
the use of appropriate audit techniques. “Relevant” information
supports audit findings and r ecommendations and i s consistent wth
the objectives for the audit.

Audit procedures, including-the testing and sanpling techniques
enpl oyed, shall be selected | N advance, when practicable, and

expanded or altered if circunstances warrant.

The process of oollecting, anal yzing, interpreting, and docunmenting
Information shal|l be supervised, to provide reasonable assurance
that the auditor’s objectivity is maintained and that audit goals
are met.

Working papers that document the audit shall be prepared by the
auditor and reviewed by audit supervisory personnel. These worKking
papers shall record the information obtained and the anal yses nade,
and shal | support the basis for the results, findings, and recom
nmendations to be reported. The working papers shall be complete,
accurate, clear, understandable, legible, and neat. They shall
contain relevant information and adequate indexing and cross-
referencing to schedul es and summaries.

The working papers shoul d serve to support audit planning,
execution, and reporting. The working papers shall, at a mninm
document t he fol |l ow ng:

a. Planning.

b. The examnation and evaluation of the adequacy of internal
controls.

c. Auditing procedures perf ormed, the Information obtained, and the
concl usi ons reached.

d. Supervision review of the working papers and disposition of
Ievl ew camments.

e. Reporting of all audit results, including the modif ication or
deletion of all proposed findings and recommendations.

f. Followup.
Auditors may rely on the work of others to the extent feasible

once they satisfy thenselves of the quality of the others work by
appropriate tests or by other acceptable nethods (reference (c)) .
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450 Internal Controls ~ Wien necessary to satisfy the audit objectives, a
study and eval uation including a vulnerability or risk assessment shall
be made of the internal control system (i.e., policies and procedures)

applicable to the organization, program, activity, or function under
audit.

460 Reliability of Computer-Processed Dat a

1. For performance audits, when cunputer-processed data are an
important or intearal uart of the audit and the data’'s reliability
I s” crucial to accomplishing the audit objectives, auditors need to
satisfy themselves that the data are relevant and reliable. To
determne reliability of the data, the auditor may either:

a. Conduct a review of the general and application controls in the
computer-based system, i ncl uding additional tests as warranted.

b. Conduct other tests and procedures such as confirmng computer-
processed data W th independent sources, camparing the data with
source docunents, and review ng agency test procedures and
results.

2. The degree of testing needed to determne data reliability generally
increases to the extent that the general or application controls
were determned to be unreliable or were not reviewed. Wien the
reliability of a computer-based systemis the primary objective of
the audit, the auditors should conduct a review of the systenis
general and applications controls. When computer-processed data are
used by the auditor, or included in the report, for background or
I nformational purposes and are not significant to the audit results ,
citing the source of the data in the report will usually satisfy
reporting standards. Refer to Chapter 9 of this Mnual for
addi tional explanation of this standard.

470 Fraud, Abuse and Illegal ActsS - Audit steps and procedures shoul d be
designed to provide reasonable assurance of detecting material errors,
irreqularities, and illegal acts and to identify the effect on the
entity’s financial statements, operations, or programs. Auditors shall
be alert to situations or transactions that could be indicative of
f raud, abuse, and illegal expenditures and acts; and if such evidence
exi sts, auditors shall coordinate their examnations with applicable
| nvestigative agenci es when suspicions of fraud or illegal acts exist.

480 Audit Followup - Auditors shall follow up on a selective basis to
ascertain that appropriate corrective action was taken on agreed-upon
recammendations i N DoD and GAO audit reports.

500 REPORTING - Auditors shall report the results of their awdit work in witing.

510 Form- Witten reports are necessary to (a) communicate the results of
audits to officials at all levels of Government, (b) nake the findings
andr ecommendations | ess susceptible to m sunderstanding, (c) nake the
findings available for public inspection, and (d) facilitate f ollowup
to determne whether appropriate corrective nmeasures have been taken.
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520

Distribution - Witten audit reports are to be subinitted to the appro-

530

540

priate off icials of the organization audited and to the appropriate

of f icials of the organizations requiring or arranging for the audits ,
unless legal restrictions or ethical considerations prevent it. Copies
of the reports al so shall be sent to other officials who may be respon-
sible for taking action on audit findings and recommendations and to
others authorized to receive such reports. Unless restricted by |aw or
regul ation, copies shall be nade available for public inspection.

Ti mel iness - Reports shall be issued promptly to make the information

aval lable for timely use by managenent and |egislative officials and
to permt prampt initiation of followup action. If applicable, reports
are to be issued on or before the date specified by regulation or other
speci al arrangement.

Regret Contents - The awdit report shall include the follow ng:

1. A description of the scope and objectives of the audit and back-
ground information. The scope should reflect the extent of reliance
and magnitude of any work of others used as a basis for conclusions
relative to audit results and objectives. Any inpairnments to audit
scope, as well as the effect inpairments may have had on the audit
conclusions, shall be clearly identified in the report.

2. A description of when the audit was performed and the period covered
by the audit.

3. A statenent that the ad it was made in accordance with generally
accepted governnent auditing standards.

4, For financial audits, a statement on the internal controls struc-
ture, assessnent of control risk, and a description of material
weaknesses found in evaluating the internal control system For
performance audits, a statement on the significant internal controls
that were assessed, the scope of the auditor’s assessment, and the
significant weaknesses found.

5. A specific conclusion on each of the stated audit objectives,
including the materiality or significance and audit risk associ ated
with each area if necessary for a proper understanding of the
audi tor’s concl usions.

6. A copy of those financial statements reviewed on which an opinion is
bei ng expressed, the auditor’s opinion on the financial. statenents,
and, when appropriate, a statenent on any informative disclosures
included in the financial statenents (applies to financial
statenents and financial related audits as defined by the
Camptroller General of the United States)

/. Photos, charts, graphs, attachments, and exhibits when they
contribute to the clarity of the audit report,.
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10.

11.

12.

13.

14 .

15.

Statements on tests of conpliance relative to applicable |aws

and regulations when required by the audit objectives. However,

the report shall include a statenent that identifies significant

I nstances of nonconpliance and instances or indications of f raud,
abuse, or illegal acts found during, or in connection with, the
audit. Moreover, fraud or illegal acts shall be revered in a
separate witten report if this would facilitate the tinely issuance
of an overall report on other aspects of the audit.

Audit findings that contain each of the follow ng elenents:

a. Criteria - The standards, neasures, or expectations used in
making the evaluation or verification (what should be)

b. Condition - The factual evidence that the auditor found in the
course of the examnation (what is) .

c. Cause - The reason for the difference between the expected and
actual conditions (why it happened) . If the case(s) cannot be
determned, this fact should be so stated in the report and
an explanation given. [f the stated audit objectives do not

rFqU|re an identification of cause(s) , that fact should be nade
clear.

d. Effect - The risk or exposure of managenment because the
condition is not the same as the criteria (the inpact of the
difference). In determning materiality and significance of
audit risk, the auditor may consider factors set forth in the
U. S. Camptroller General’s panmphlet (reference (c))

Specific and realistic recommendat ions for actions to inprove
probl emareas noted in the audit and to inprove operations.

| nformation on the potential montary benefits associated with the
audi t reccnunendations.

Pertinent views of responsible managenment officials concerning the
auditors’ findings, conclusions, and recannendations. Their views
shall be obtained in witing. Management’s witten comments may be
I ncl uded as an appendix to the report or presented in the body of
the report.

If the auditors disagree wth management’s views on the audit
reccrmunendations, the audit report shall state both positions and
the reasons for disagreenent.

A descr ipt ion of noteworthy accompl |shnents, particularly when
management inprovenents in one area may be applicabl e el sewhere.

An eval uation of any corrective actions taken by managenent in

response to recommendations in prior audits when audit objectives
are simlar to objectives of the prior audit.
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16. A listing of any issues and questions needing further study and
consi deration.

17. A statenent as to whether any pertinent information has been omitted
because It IS deened £r|V|Ieged or confidential. The nature of such
| nformation shall scribed, and the |aw or other basis under
which it is mﬁthheld shall be stated. If a separat e report was

| ssued containing this information, it shall be indicated in the
report.

18. A listing of the reports distribution.

550 Report Presentation - The aud it report shall conformto the follow ng
gui del I nes:

1. Present complete and factual data accurately and fairly. Include
only information, findings, and conclusions that are supported
adequately by sufficient ‘evidence in the auditors wor Ki ng papers.

2. Present findings and conclusions in a convincing nmanner,
di stinguishing clearly between facts and concl usions.

3. Be objective, unbiased, and free f ran distortion.

4. Be witten in [anguage as clear and sinple as the subject matter
permts.

5. Be concise but, at the same time, clear enough to be understood by
users.

6. Place primary enphasis on inprovenent rather than on criticism
of the-past. - Critical coaments shal| be presented in a bal anced

perspective, considering any unusual difficulties or circunstances
faced by the operating officials concerned.

600 MANAGEMENT oF | NTERNAL AUDI T ORGANI ZATION - The head of the internal audit

organi zation 1s responsible for properly managing the organization so that
audit work fulfills the general purposes and responsibilities set forth in

| aw or approved by the head ordeputy head of the agency; resources of the
Internal audit organization are employed efficiently and effectively; and the
audit work conforns to baDb auditing standards, policies, and procedures.

610 Organi zation - The head of the internal audit organization is
responsible for properly organizing the office to help ensure that the
resources of the internal audit organization are deployed ef f iciently

and effectively to f ulf ill the organization's general purposes and
responsibilities.

1. The organizational structure shall foster coordinated, balanced, and
I ntegrat ed accomplistment of the organization's mssion, goals, and
obj ecti ves.
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Recruiting, staff ing, and training shall support the m ssion and
organi zational structure; the organization should not be structural
around available skills. Full advantage shall be taken of those
skills that are available.

The internal audit O(I\ﬁani zation shall reflect the unique audit need
of its own agency. ether this is done by function, by parallel
structure, or by sane combination of both, the way in which each

off ice is organized should sinmplify, and not canplicate, the ability
of audit personnel to review agency progranms and operations.

620 Policies and Procedures - The head of the internal auwdit organization

630

shal | provide witten policies and procedures to guide the audit staff.

1.

The formand content of witten policies and procedures shall

be appropriate to the size and structure of the internal audit

organi zation and the conplexity of its work. Formal admnistrative
and technical audit manuals nmay not be needed by all internal audit
organi zations. A small internal audit organization may be mnaged
informally. In a large internal audit organization, nore formal and
comprehensive policies and procedures are essential to guide the
audit staff in the consistent compliance Wth the organization’'s
standards of performance.

A system shal | be established and maintained for receiving,
controlling, screening, and assuring appropriate disposition of
al l egations involving waste, msmnagenment, fraud, and abuse,
whether f ran internal or external sources.

Procedures shall be established for safeguarding the identity of

confidential sources, and for protecting privileged and confidential
| nformation.

Policies shall be established for documentation of audit perform

ance, including instructions for the tyFes of audit working paper
files to be maintained, and procedures for indexing.

scope of Responsibility - Each internal audit organization shall nain-

640

tain records of Its audit universe that identify the organizations,
programs, activities, functions, and systens subject to audit.

Determ nation of Audit Priorities - Each internal audit organization

shall review periodically Its audit universe and determne the coverage ,
frequency, and priority of audit required for each. The review shal
i nclude consideration of the followng factors:

1
2.

Statutory and regulatory requirenents.

Adequacy of internal control systems as indicated by vulnerability
assessnents and internal control reviews.

Newness, changed conditions ,orsensitivity of the organization,
programactivity, or function.
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10.

11.

Current and potential dollar magnitude.

Susceptibility of programs to fraud, waste, abuse, or potential for
| mproperly diverting assets for personal gain.

Extent of Federal participation, in ternms of resources or regulatory
authority.

Management needs to be net, -including key nanagement decision dates,
as developed in consultation with the responsible programofficials
and senior managenent.

Prior audit experience.

Timeliness, reliability, and scope of audits performed by others.

Results of other evaluations, such as inspections, programreviews,
etc.

Avai labil ity of audit resources.

650 Planning - Each internal audit organization shall establish plans to

carry out

1.

|t S responsibilities.
The planning process shall include the f ollowing:
a. Establishment of goals and objectives.

b. Fornulation of audit plans, including mai ntenance of an audit
universe file and establishment of audit cycles for each area
Wi thin the audit universe.

c. Assessnent of accompl | Sshnents.

Long- and short-term goals and objectives should be established for

the internal audit organization. The goals and objectives should

be achievable, included in witten operating plans and budgets, and

accunpani ed by measurenent criteria and target dates for accamplish-
ment .

The internal audit organization shall prepare an annual audit plan.
The plan shall be flexible and adjusted, as necessary, to provide
for audit coverage of unforeseen priorities. The head or deputy
head of the agency shall review the plan upon completion. At a
mninum such plans shall identify the programs and operations
selected for audit and define the followng for each:

a. Specific reasons for the selection.

b. Overal | audit objective.

c. Locations to be audited.

d. Oganization that wll performthe audit.

e. Staff days and ot her resources needed to performthe audit.
f. Anticipated benefits to be obtained fran the audit.
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L,

5.

| n developing annual audit pl ans, suggestions shall be obtained f ran
ext er nal nana?enent and f ran nenbers of the audit organi zation, and
f eedback shall be provided regarding the disposition of audit
results.

The internal audit organization shall assess its results and
accanpl i shments.  To conduct such evaluations, the internal audit
or gani zat i on shal | develop and maintain a data base that includes,
at a minimum, the f ollowing: a history of past efforts and resul ts
to show prior performance, a planning process to show expected
performance, and a nanagement informtion systemto show act ual
performance and results. The data base shall be devel oped in
accordance with the policies of Db Directive 7750.5, ‘Mnagenment
and Control of Information Requirenments” (reference (j)). The audit
organi zations shoul d assess realistically the information in the
data base to identify shortf ails in Ferfornance | nprove operations
In the future, determne whether goals and objectives are

reasonabl e, and affi x accountability for results.

660 Coordination - The internal audit organization shall coordinate its

activities internally, and with other components of CGovernnent and
| ndependent outside auditors it nmay encounter, to ensure effective use
of available resources.

1.

4.

| anning work to be performed, the internal audit organization
sha | coordinate with agency management to ensure management needs
are considered appropriately.

The internal audit organization shall mnimze unnecessary
duplication of audit work by coordinating the nature and scope of
their audits and reviews with other DOD audit, I nvestigation, and
| nspection groups, the GAQ, and independent outside auditors.

. auwdit plans shall be exchanged anong DaD internal audit organiza-

tions. The internal audit organization shall also neet with the
aPpropriate GAO of f icials to exchange and discuss tentative audit
plans for the next fiscal year. Central DaD audit activities are
encouraged to commnicate regularly and frequently with the GAO to
di scuss planned audits so as to mnimze duplication and overl ap.

| f overlapping or duplicative coverage is indicated, every effort
shall be made to resolve it.

Upon beginning an audit, the audit staff shall seek information

concerning other audits and reviews that have been perf ommed of
that activity or program

The audit staff shall be alert to situations where problens are
identified that may affect other DoD Components, Federal Agencies,
and independent outside aud itors. \Wen such situations arise, the
internal audit organization shall coordinate with others involved so
that, where appropriate, one audit may be perforned to f wlf ill the
reqU|renents of all.
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670

Internal Audit Organization Qualifications - The internal audit

680

organi zation shall possess or obtain the knowledge, skills, and
disciplines needed to carry out its audit responsibilities.

1. The internal awdit organization shall assess the skills of staff
on bard, determne the extent to which these skills match

reqU|renents and develop a plan to address the skills that are
deficient.

2. The audit staff collectively must possess the know edge, skill,
discipline, and experience essential to the practice of the auditing
profession. These attributes include proficiency in applying
audi ting standards, procedures, and techniques.

3. The internal audit organization shall have enployees or use outside
experts who are qualified in the disciplines needed to neet audit
responsibilities. The disciplines include accounting, budgeting,
statistics, camputer systems, engineering, nedicine, law, etc. Each
nmenber of the internal audit organization, however, need not be
qualified in all of these disciplines.

Personnel Managenent and Devel opment - The internal audit organization

shal | establish a program for selecting and developing _its human
resources. The program shal | provide for the f ollowing:

1. Selection of qualified and competent individuals.

2. Training and continuing educational opportunities for each staff
menber.

3. Appraisal. of each auditor’s performance at |east annually.

4, Retention and pramotion of highly skilled personnel to senior
nmanagenent positions.

5. Counseling of auditors on their performnce and professional
devel opnent .

700 QuALITY ASSURANCE - Each internal audit organization shall establish and

mantain a quality assurance programto ensure that work perforned adheres to
appl i cabl e awditing standards, policies, and procedures; conforns to interna
regulations; and IS carried out econon1ca||y, eff|C|entIy, and ef f ectively.

1

A qual ity assurance programshall include the following el enents:

a. Supervision.

b. Internal quality control reviews.

c. External quality control reviews.

Supervision of the work of auditors shall be carried out continually to

ensure conformance W th auditing standards, organization policies and
procedures, and audit prograns.
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Internal quality control reviews shall be performed periodically by
nmenbers of the audit staff to apBrai se the 3uality of the audit work
perforned. These reviews shall be performead in the same manner as any
other internal audit.

External quality control reviews shall be performed to appraise the
quality of the internal audit organization's operations. These reviews
shal | be performed usi ng gui delines published by the 01G, bab. Such
reviews shall be conducted at |east once every 3 years. Unless other-
wi se directed, the OFf ice of the Assistant InsRector Ceneral for Audit
Policy and Oversight (oarG-apo) shall conduct the reviews of the DoD
central internal audit agencies and the audit agencies, in turn, shall
conduct reviews of their Canponents’ internal review or nonappropriated
fund audit organi zations. On completion of the review, a formal witten
report shall be issued. The report shall express an opinion as to the
organi zation’s compliance W th applicable auditing standards and, as
appropriate, shall include recommendations for inprovenent.
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DOD 7600. 744

CHAPTER 3

AUDI T CONCEPTS

A PURPOSE
This chapter outlines basic concepts pobauditors shall use in planning and

performng audits of DaD organizations, activities, programs, systems, and
functions.

B. APPLICABILITY

The provisions of this chapter are nmandatory requirenments for all DaD

internal audit activities and shall be used as guides by all internal review and
mlitary exchange audit activities.

C. GENERAL

1. The primary mssion of the Department of Def ense is to provide a defense
capability and deterrent adequate to successfully reﬁel or discourage any entity
that would attenpt to harmor seize any portion of the United States of Anerica,
Its citizens, Its possessions, or any entity entitled to simlar protection by
treaty or agreement. Priorities for use of audit resources shall be established
consistent with this primary mssion and giving recognition to the need for audit
coverage of entities that have important support mssions. Once an entity is
selected for audit, enphasis normally shall be placed on determ ning whether
adequate mssion capability or performance is being achieved and whether it
Is likely to continue. Although evaluating mssion performance or capability
normal |y has a higher priority, economy of operations and vulnerability to fraud
or other illegal acts shall also be considered. Inefficient operations, f raud,
waste, and abuse are most significant when they inpact on mssion capability or
perfornance.

2. Current DoD policy as contained in poD Directive 7600.2 (reference (k))
requires adequate audit coverage to be an integral part of the managenment system
of all Dob organizations, programs, activities, and functions. The overall
objective of internal audit is to help pboomanagers attain their goals by
furnishing information, analyses, appraisals, and recommendations perti nent
to the managers’ duties and objectives. To achieve this objective, auditors
| ndependent |y and objectively eval uate procedures and controls used by orga-
nizations and activities in carrying out assigned prograns and functions.
Auditors shall conduct their reviews and present conditions, conclusions, and
recanmendations constructively in their audit reports so as to stinulate
corrective action.

3. Audit types are categorized into financial and performance audits bK
the Comptroller General of the United States in the July 1988 revision of the

Governnent Auditing Standards (reference (c)) . Financial audits include f inan-
cial statement audits and financial related audits. Performance audits include
economy and efficiency audits and programaudits. The audit objectives and the
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required auditing standards vary for the types of audits. Audits may have a

conbi nation of objectives or may have objectives |imted to some aspect of one
of the audit types. As required by Chapter 2 of this Minual, the scope of each
audit shal | nornally I nclude an eval uation of the adequacy and effectiveness of

the organization's system of internal control and the quality of performance in
carrying out assigned responsibilities.

D. PQOLICY

1. All audits within the Department of Defense shall be conducted in
accordance with the Governnent Auditing Standards (reference (c) ), as further
| mpl enented by the |G Dob, in Chapter 2.

2. Audits within the Departnment of Defense shall be performed with a view
toward causing significant inprovement in the major mssions or programs of
the auditee that need to be continued, and ensuring that internal controls are
adequate to foster good performance, mnimze unnecessary costs, and reduce the
potential for fraud or illegal acts.

3. Normally, audits shall address mssion-related prograns of the auditee
usi ng an audit-by-objectives approach. Except for mandatory or requested audits
with restricted scope, performance audits normally shall evaluate the need for an
activity or program.

4, The poD internal audit activities shall plan and conduct audits using a
functional area expert concept. Under this concept, the internal audit activity
shal | designate an audit manager as a functional area expert for each of the
functional areas identif ied in Chapter 16 of this Munual. A functional area
expert may be assigned more than one functional area. The desi gnee shall be the
primary individual the audit organization |ooks to for advice, information,
techni cal assistance on audit plans, audit approaches, tnaﬂs,and the | at est
devel opnents in that functional area.

5. Auditors shall maintain their independence When doing audits, but shall
establish a professional working relationship with managenment to facilitate
agreement on pertinent observations, facts, and concl usions; encourage prompt
corrective action on major deficiencies; and, in general, f ost er positive
solutions to problens and better ways to nmanage.

6. Auditors shall report situations that require immediate managenent action
to prevent, correct, or reduce a serious condition. If normal reporting methods
cannot provide tinely information to managenent, auditors shall issue a quick
reaction report explaining the problem and the urgency for corrective action.

E. M SSION-ORIENTED AUDI TS

1. The pob audit activity shall plan audits that assess an activity’'s
ability to performits mssion effectively and at a reasonable cost. Auditors
shal | carefully consider the effect of recommendations for cost reductions or
| nprovements, naking sure they do not result in [owering perfornmance or
capability below an acceptable |evel.
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2. Normally, the audit resources of the DoD internal audit activity shall be
devoted to mssion-related programs or to those support activities or functions
that inpact on nmjor missions or programs. Further, audits in support areas
shoul d concentrate on issues that inpact on mssion-related programs, or be

performed as part of multilocation audits that evaluate specific support activi-
ties across-the-board within an agency or mlitary department, or throughout the
Depart ment of Defense.

3. As a general rule, auditors should evaluate the economy and ef fective-
ness of operations and the related internal controls in each area selected for

audit, provide a basis for determning whether inprovenents are needed, identify
the causes of substandard performance or excessive costs, and make realistic
recommendations t0 sol ve current problens and inprove future o-rations.

4. Evaluations of managenent decisions shall be made using the information
existing at the time of the decision and shall include an evaluation of whether
adequat e management actions were taken as conditions changed.

5. Auditors shall determne and report the effect of adverse conditions.
Normal |y, work should be limted to the extent needed to show the significance
of the adverse condition and the nature of the risk of continuing the defective
policy, ]pr ocedure, or control. In those instances when audit findings have
a significant nonetary inpact, sufficient work shall be perfornmed to nake
reasonabl e estimates of the potential. nonetary benefits. Al estimtes of
potential monetary benefits shall be coordinated with the audi tee. Unless the
auditee can provide a nore accurate or precise estimte, the auditor's estinate

shal | be used. Additional guidance on conputing potential nonetary benefits is
contained in Chapter 8.

F.  AUDIT-BY-OBJECTIVES APPROACH

Audit-by-objectives | S an audit managenent technique that requires auditors
to focus on audit objectives throughout the entire audit cycle f ran devel opnent
of the initial audit idea through witing the final audit report. This approach
shall be used on all audits, whether multilocation or single location. However,
the process should be nore formalized for larger audits, such as complex multilo-
cation audits, than for smaller audits. Basic elenents of the approach include:

1. Establishing specific audit objectives and, if appropriate, a general
audit objective for every audit.

2. Refining the audit objectives during the planning and survey phases of
the audit based on information gathered during each phase.

3. Making a formal decision to either continue or curtail the audit at
the.ﬁnd of the planning phase and the survey phase before begimng field
verification.

4. Devel oping an audit plan to achieve the established audit objectives
and produce potential findings and recanmendations.

5. Structuring the audit approach to determ ne whether a major problem

exists, the extent of the problem the basic cause of the problem and to
formul ate workabl e sol utions.
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6. Reevaluating the audit approach during the early stages of verification.

7. Effectively controlling the audit with a series of go or no-go decision
poi nts before beginning each audit phase. Hgh level audit nmanagenent shall be

I nvol ved at the decision points at the start of the audit, at the end of the
survey phase, and at the end of the field verification.

8. Summarizing audit results in the formof conclusions about the general
objective, if there is one, and about each specific objective.

G. FUNCTI ONAL AREA EXPERTS

Most audits in the Departnent of Defense concern complex i ssues that require
the auditor to possess an in-depth know edge of the audit area or to have the
capability to quickly gain access to that expertise. To ensure that such in-
depth know edge exists within the audit organization, the ped internal audit
organi zations shall use the functional area expert concept. Functional area
experts, normally, shall be responsible for:

1. Maintaining close |iaison with key managers responsible for the func-
tional areas in the MIitary_Departnments, Defense Agencies, or the 08D, and being
aware of significant developments in the- assigned areas.

2. Disseminating appropriate information about the functional area to others
I n the audit organization who are involved in planning and conducting audits of
the area.

3. Preparing long range and annual plans for the functional area that ensure
the area receives adequate audit coverage.

4. Quickly responding to requests for information about the functional area
fran auditors at an audit site.

5. Directing major audits and ensuring uniformty of approach for all audits
of the functional area.

6. Discussing findings and recommendations wth top-level nanagers
responsible for the functional area and arranging for responses to findings,
draft reports, and final audit reports,

/. Developing and submtting, to nanagenment, trend or advisory reports that
summari ze audit results and provide advice on needed nanagenent inprovenents.
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DoD 7600. 7-M
(Encl 2)

TRAINING PROFILES

The first government auditor training profile was devel oped in 1979 by the
Federal Auditor Executive Council to provide an overall e nression of the trees
of training for developing and naintaining the skills of a government auditor.
The profile was intentionally designed to be broad and flexible to allow each

governnental audit organization to use it as a guideline in developing a profile
to neet its specific needs.

The passage of the Inspector CGeneral Act and the trenendous technol ogi cal
changes in recent years have placed increased demands on the skills required of
government auditors. The original profile no |onger covers some of these skil
needs; therefore, the PCIE Training Committee adopted a project under its Audit
Subconm ttee to expand and update the government auditor profile.

The new profile (enclosure 3) is in the sane format as the original one;
however, the auditing disciplines have been revised and expanded to include the
additional skills required of today’ s governnent auditors.

The new profile also retains the flexibility of the old one and anticipates

t hat government audit organizations will use it as a guide to develop their own
profiles.

Standard training profiles” do not exist for senior executives. However,
the Ofice of Personnel Management has published an e xcellent guide titled
“Devel opi ng Executive and Management Tal ent,” dated August 1980, that can be
used for SES career devel opnent planning. This publication e stablishes an

outline for the senior manager to follow in addressing both the technical and
executive competencies required for his/her position end the courses, Federal

fellowships, and devel opnental assignnents available to meet the required
training needs.
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DoD 7600. 7-M
(Encl 3)

GOVERNMENT AUDI TOR TRAI NI NG PROFI LE

Listing of Disciplines

LEVELS OF TRAINING!
BAS| C INTERMEDIATE ADVANCED EXECUTI VE

1.0 NEW EMPLOYEE ORI ENTATI ON

Departnental Admnistrative Hatters Al | - -

Responsibilities of the Federal
Enpl oyee/ Standards of Conduct Al.2 - -

overvi ew of Governnent Regula-
tions/Inspector Ceneral Act/

O fice of Managenent and

Budget G rculars Al. 3

Departnental Organi zation, Mission,
Prograns and Responsibilities Al.4 -

O fice of Inspector Ceneral
Organi zation, Policies and Procedures Al.5 - -

LEVELS OF TRAI NI NG
BASI C | NTERMVEDI ATE ADVANCED EXECUTI VE

2.0 AUDI TI NG PRI NCI PLES AND

PROCEDURES

General 1ly Accepted Governnent

Audi ting Standards A2.1 B2.1 - - -
Types and Phases of Governnent al

Audi t s A2. 2 B2. 2 .- ..
Evident ia 1 flatters A2. 3 B2.3 -- i
Workpaper Design e nd Preparation A2.4 B2.4 - - _ -
El enents of Audit Findings A2.5 B2.5 - - - -
Conduct img Audit Surveys A2.6 B2. 6 - - _ -

‘Descriptions of the various training levels (basic, internediate, etc) are
shown in enclosure &
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DoD 7600. 7-M

Li sting of Disciplines (continued)

LEVELS OF TRAI NI NG
BASI C | NTERVEDI ATE_ADVANCED EXECUTI VE

Devel opi ng Audit Prograns A2. 7 B2.7 - - --
Audit Reporting Requirements A2. 8 B2. 8 - - "
Audit Followup Requirenents A2.9 B2.9 - -

3.0 AUDI T APPLI CATI ONS AND

EVALUATI ON

Flowcharting A3.1 -- -— --
Quantitative Mechods A3.2 B3. 2 C3.2 --
Internal Control Assessnents o B3. 3 C3.3 --
Fi nanci al Anal ysis - B3.4 C3.4 --
Manpower Anal ysis -- B3.5 C3.5 --
Plant and Equi pnent Anal ysis A3.6 B3. 6 . -~
| nventory Anal ysis A3.7 B3.7 - --
Forecasti ng T B3. 8 C3.8 -~
Accounting Systens Reviews -- B3.9 C3.9 --
4.0 WRI TTEN COMMUNICATIONS

Witing Audit Findings AL .1 B4.1 - - --
Witing Audit Reports - B4.2 C&4.2 - -
Editing and Review ng Audit Reports T B4. 3 C4.3 - -

LEVELS OF TRAINING
BASI C | NTERVEDI ATE_ADVANCED EXECUTI VE

5.0 NONWRI TTEN COMMUNICATIONS

I ntervi ew ng/ Entrance and Exit
Conf erences AS.1

BS.1 - - - -
Li st eni ng/ Readi ng | npr ovement AS.2 B5.2 - -
| nt er per sonal Cosmuaication " BS5. 3 C5.3 - -
Oral Presentations T C5.4 D5.4
Conducting Meetings C5.5 D5. 5
6.0 AUDI T MANAGEMENT AND

PROFESSI ONAL DEVEL OPMVENT

Audi t Supervi sion -- 36.1 C6.1 - -
Wor kl oad Pl anni ng - B6. 2 C6. 2 D6.2
Resources Management . . 6. 3 D6. 3
Organi zati onal Development C6. 4 D6.4
Executive Skills e nd Concepts C6. 5 D6.5
Audit Productivity - o C6.6 D6.6
Quality Control T B6. 7 C6. 7 D6. 7

4-3-2



Listing of Disciplines (continued)

7.0 | NVESTI GATI ON ORI ENTATI ON

Fraud Awareness e nd Reporting

LEVELS OF TRAI NI NG
BASI C | NTERMEDI ATE ADVANCED EXECUTI VE

A7.1 B7.1 -- --
Basi c Investigative Techniques A7.2 B7. 2 - --
Elements Of Fraud A7.3 B7. 3 C7.3 --
Procurenment Fraud A7.4 B7. 4 C7.4 --
Comput er Fraud A7.5 B7.5 C7.5 --
8. 0 AUTOMATED DATA PROCESSI NG
Skill Level | A8. 1 -- -- --
Skill Level 11 -- BS. 2 8. 2 --
Skill Level 111 - - C8.3 DS. 3
Auditing M croconmputer Networks B8. 4 C8. 4 --
9. 0 MICROCOMPUTERS
Basic Skills A9.1 B9. 1} C9.1 D9.1
Advanced Skills A9. 2 B9.2 " o
Software Applications A9. 3 B9. 3 -
10. 0 CONTRACT AUDI TI NG

LEVELS OF TRAI NI NG
BAS| C | NTERVEDI ATE ADVANCED EXECUTI VE

I ntroduction to Federal Contract
Audi ti ng A1O 1 - - - - -
Federal Procurement Process Regulations A1O 2 B10O. 2 - -
Cost Accounting Standards A10. 3 B10O. 3 - -
Contract Cost Principles A10.4 B10.4 - -
Cent ract Pricing Requirements A10. 5 B10O. 5 - -
Modi f | cat ions and Asendments - - B10O. 6 - -
11.0 GRANT AUDI Tl NG
| ntroduction to Federal G ant
Processes/ Regul ati ons All.1 - - - - -
Cost Principles for Gants All.2 - - - - -—
Single Audit e nd Block Gant Concepts  -- B11.3 C11.3 --
FEDERAL FUNCTIONAL/PROGRAM TRAI NI NG
12.0 Financi al Management/Federal
Budget Process Al2 -- -- -
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DoD 7600.7-M

Li sting of Disciplines (continued)

LEVELS OF TRAI NI NG
BAS| C | NTERMEDI ATE ADVANCED EXECUTI VE

13.0 Federal Procurenent and
Contract Managenent Al3 “

14.0 Property and Supply
Managenent Als

15.0 Mai ntenance and Repair Mnagenent AlS

16.0 Personne 1/ Manpower Management Al6
17.0 Transportati on Management Al7
18.0 Communications Management Al8

19.0 Major Systens/Progranms Managenent Al9
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pab 7600. 7-M
(Encl 4)

Description of Training Levels

A. Basic. Al beginning auditors should receive basic |evel training.
This level of training consists of several categories and individual disci-
plines t0 o SSiSt in the developmeat and adaptation of audit organizations wth
differing mssions. The individual training disciplines woul d depend on the
Oission and responsibilities of the audit organization. Disciplines can be
provi ded as individual courses or as training modules in an entry-level course.
Substantial progress should be made in providing formal training in essenti al
skills during the first year of enploynment. New enpl oyee orientation, auditing
principles and procedures, witten comunications, nonwitten communicatioas,
and introductory training uanique to the audit [Oission should be acconpli shed.
These should be followed by basic training in audit applications and eval uation,
i nvestigation orientation, autonmated data processing and, where necessary, con
tract and/or grant auditing. Basic-level training should be essentially com

plete within 2 years of enployment. Total investment in basic-level training
may include from6 to 8 weeks of formal cl assroom and sel f-study tine.

B. Internediate. | nternmedi ate level assunmes substantial conpletion of
basic-level training. Courses at this level represent increases in the com-
plexity of disciplines provided at the basic level and introduce new or renedi al
training for devel oping auditor effectiveness and/or specialization. Depending
upon the audit mssion and the need for specialization, an additional 8 to 10
weeks of internediate |evel training may be required. The mpjority of inter-

medi ate and all planned basic level training should be acconplished wthin four
years of initial enploynent.

c. Advanced. Advanced-level training is designed forsenior auditors

and supervisory-|level personnel. [t assunes auditors have achi eved nid-1|evel
responsi bilities and have fulfilled basic and internediate requirenents.

Training at this level is expected to develop in-depth know edge and skills
needed to manage an audit from i nception to issuance of an audit report and

to provide for techmical specialists in support of uniquelission requirenents.
Heavy @ nphasis on audit nmanagenent and professional devel opnent shoul d coincide
w th advanced witten and nonwritten communication skills. Selected enphasis in
automated data processing e nd other specialized technical areas are needed to
maintain and inprove organi zation capabilities and proficiencies. |nvestnent
in advanced training shoul d include approximately 3 weeks a year over an
estimated 3 to 5 years to achi eve minimum proficiency for e xecutive-|evel

consideration. In addition, individual devel opment may include a graduate
education program and success on professional certification exans.

D. Executive. Executive level training enhances upper-level managenent
know edge and skills thatere related to government audit organization operati ons.

It is not intended to replacee Xxecutive devel opnment prograns established for
seni or executives by the opPM but ..complementthose prograns that advance
i nternal audit operations and professionalismin the auditing comunity.
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Description of Trai ni ng Categories

1.0 New Enpl oyee Orientation. This category, intended for all new audit

enpl oyees, provides the auditor with the basic know edge needed as a federal
0IG/audit agency enployee. A course ® nconpassing this category gives the new
enpl oyee an overview of laws, regulations, directives, policies, procedures,

m ssion, progranms, and responsibilities. This course should be given as soon
as possible after the auditor begins work aand should not |ast nore than 2 days.

2.0 Auditing Principles and Procedures. The auditor needs to |learn the basic
auditing principles and procedures to acconplish the audit function. At the

basic | evel, the disciplines covered may be incorporated into a single, conpre-
hensi ve 2 week course that enables the auditor to function effectively as a

junior menber of an audit team This course should be conpleted as soon as
possible, and certainly within the first year of enpl oynment.

The internedi ate-level disciplines may also be incorporated into a 2 week
course. At this level, new disciplines are added and conplexity is increased.
Rei nforcenent is also a major goal for sone disciplines. At the e nd of the
intermediate level, the auditor should have sufficient know edge and skills to

begin to assune responsibilities as an audit senior, |ead auditor or auditor-
| n-char ge.

3.13 Audit Applications and Evaluation. This category is designed to teach
auditors how to use inportant techniques and tools. At the basic |evel, the
disciplines are conbined into an overview course. Auditors will not devel op

operating expertise but will be able to recognize needs and where to go to get

the need filled. The basic-level course can be given at any tinme during the
first 30 nonths of enploynent.

The internmediate | evel strives to develop sufficient skills so the auditor
can use the technique or tool in job situations. Statistical sanpling and cost

benefit analysis are types of courses that might be covered at this level in the
quantitative nethods discipline.

At the advanced | evel

skills would be devel oped to a high degree--such 3s
t he organi zational expert.

Al'l auditors need to take the basic-level courses. However, at the inter-
medi ate and advanced |evels, auditors should be assigned on the basis of indi-
vi dual aptitude and organizationmal needs.

4.0 Witten Communications. The courses at all |evels should takeabout 1
week. The ability to write clearly and concisely and touse the proper.style
and format are of utmost inportance to euditors. At the basic level, the

course introduces the new enpl oyee to government style. The subjects would

include formats, the use of audit terns, and howto wite working paper
summaries and findings.

At the internmediate |evel, new disciplines are added,
i ncreased, and the techniques |earned during the basic-level course are rein-

forced. At this level, nore ® nphasis is placed on report witing and on the
| nportance of presenting material in an unbiased reaner.

the conplexity is
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Courses at the advanced level will concentrate on witing whole reports
and on editing and review ng the work of others.

5.0 Nonwitten Communications. The disciplines in this category are designed to
help the auditor deal wth auditees and others by tel ephone, interview, neetings,

briefings, and so forth. Only two disciplines in this-category should be requirec
of all auditors--interview ng/entrance and exit conferences at the basic-level
whi ch should be givenwithinthe first year of training, and oral presentations

at the internediate level. Qher disciplines will be given if needed.

6.0 Audit Managenent and professional Developnent. This subject teaches :he
tools and concepts audit supervisors need In order to use the resources entrusted
to themand to carry out their audit responsibilities in a professional manner.
The internmedi ate-l evel courses are designed to prepare the lead auditor/auditor-
in-charge for these responsibilities. No basic |evel courses are given. This
training is required for all enployees advancing to the m ddl e-nmanagenent level.

The courses provide an understanding of the role of the supervisor, the stvles
of | eadership, notivation, and workload planning.

New courses are added at both the advanced and executive |levels to broaden
perspectives and to deal with organizational conplexity. I ncluded in the upper

| evel are courses in resource nmnagement, organizational devel opment, and
productivity.

7.0 Investigation Oientation.” This category is not designed to form auditors
into investigators, only to make them aware of investigative activities and the
types Oof activities investigated and to foster cooperation and teamwork.

At the basic level, the disciplines can be incorporated into a brief
overview of investigative activities and techniques. At the internediate
| evel, a nore in-depth 1 week course should be given that enphasizes the
el ements of fraud, investigative techniques, and the responsibiiities of the
auditor in reporting suspicious activities to investigators and in collecting
and preserving evidence. At the advanced level, the discipline calls for
review, to sharpen the auditor’s sense of awareness and cooperation,

8.0 Autonnted Data Processing (ADP) . The first level of conputer audit skills
is required for each auditor. The skills makeauditors aware of conputer system
areas. At the second level of skill, an auditor shoul d be able to recognize

evi dence of common conputer-fraud schenes and to evaluate internal controls,

i dentify weaknesses in the controls, and use and adapt generalized audit soft-
ware packages to test identified weaknesses.

Conputer auditors at the third skill level should have wi de experience in
ADP systens and shoul d be capabl e ofdesigning and inplenenting audit software
routines. Level Illconputer auditors should al so have sone understandi ng of

operating systens, software security, data-base nanagenment systens and data
conmuni cat i ons.

The know edge and technical capabilities required at the respective skill
| evel s are summarized in e nclosure 6.
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9.0 Microcomputers. This category provides auditors with the know edge and
skills necessary to use mcroconputers in the performance of audits. The basic
| evel course introduces the auditor to m croconputer technology e nd provides

mninumskills for the operation of mcroconputers. Al auditors should
recei ve basic-Ievel training.

The advanced course devel ops the auditors’

technical capabilities of mcroconputers and of nainfrane conputers as an audit
tool . The auditors should also be trained in the use of nicroconputer software
packages selected for audit use by the audit organization.

proficiency in using the advanced

10.0 Contract Auditing. The introductory course at the basic |evel
to give auditors an overview of contract auditing. The other disciplines in
this category are optional, unless the auditor is expected to have contract

audit responsibilities. The disciplines include the federal procurenent
process, regulations, standards, principles, and requirenents.

I s desi gned

At the internediate level, auditors are expected to devel op contract audit
expertise. (No courses are given above this level.)

11.0 Grant Auditing. The basic-level disciplines indoctrinate the auditor on

t he purposes of federal grants, grant agreenment regulations, audit responsibil -

ities, and the use of principles and methodol ogies to e valuate grant activi-
ties .

At the internediate level, which is optional unless the auditor has grant
auditing responsibilities, single audit and block grant concepts are taught.

12.0 Federal Functional / Program Trai ning. There are other categories of unique
audit applications that are not common to all audit organizations and do not
require mandatory training for all auditors. \Wile the profile only shows
training at the basic level, training can be offered to internediate, advanced
and e xecutive-level personnel if it is required by individual or agency needs.
Exanpl es of unique audit applications include: Federal Procurenent and

Contract Management (GSA}; Major \\eapon Systens/Prograns Management ( DoD);
Transportation Minagenent (DoT); Property Mnagenent (HUD).
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AUTOVATI C_DATA PROCESSI NG

Skill Levels
CATEGORY LEVEL | LEVEL II
Types All trai nee and Sel ect ed auditor-

j our neyman- | evel
auditors

grades 7 to 12.

Responsi bilities Participate in
audits of
controls in com

put er - based

systens under the

supervision Of
skill-level 11

Nunber s All auditédrs.

| nt er nal

i n-charge or
supervi sory
field auditors
grades 12 to 13.

Pl an and supervise
audits of com

put er - based
systens using

ADP audit

t echni ques.

Two to 3 per
| ocat i on.
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LEVEL |11

Sel ected headquarters
| evel auditors,
supervi sors,

grades 12 to 15.

Pl an and supervise
audi ts of computer-
based systens and
advi se and assi st
skill-level 11
auditors in using

hi gh technol ogy ADP
audit techniques.

Two to 20 per agency.



KNOW_EDGE

Conput er Systens

File Processing
Syst ens

Syst ens
Docunent ati on

Conputer Security

ADP Gener al
Controls

ADP Application
Controls

Operating System
Sof t war e

Dat a Base Manage-
ment Systens
Communications

Net wor ki ng

Systems Desi gn

DoD 7600.7-M

AUTOVATI C DATA PROCESSI NG

LEVEL |

Familiarity
Fam liarity
Fam liarity
Fam liarity
Fam liarity
Fam liarity

( Not

required)

( Not
required)

( Not
required)

( Not
required)

( Not
required)
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LEVEL |1 LEVEL |1

Basi c | n-dept h
Under st andi ng know edge

Basi ¢ | n-dept h
under st andi ng know edge

Basi c | n-depth
under st andi ng know edge

Basi ¢ | n-dept h
under st andi ng know edge

Basi c | n-dept h
under st andi ng know edge

Basi c . In-depth
under st andi ng knowl edge

Fam liarity Basi c
under st andi ng

Fam liarity Basi c
under st andi ng

Fam liarity Basi c
under st andi ng

Fam liarity Basi ¢
under st andi ng

Fam liarity Basic
under st andi ng



SKILLS *

General i zed Audit
Sof t war e

Custom zed Audit

Uility Prograns

Ti me- Shari ng
Servi ces

Flowcharting and
| dent i fying
Internal Controls

H gh O der
Programming
Languages

Job Control
Language

Loggi ng

Program Logi c
Revi ews

Accounting Data
Anal ysi s

Test Data

Test Dat a
Generators

Dat a Base Query
Facilities

AUTOMATIC DATA PROCESSI NG

LEVEL I

Ability to
use

Ability to
use wth
assi st ance

Ability to
use with
assi stance

Ability to
use wth
assi st ance

Performwth

assi st ance

Ability té
use

( Not
required)

( Not
required)

( Not
required)

( Not
Requi r ed)

( Not
required)

( Not
required)

( Not
required)

LEVEL 11

Ability to use
and nodify

Ability to use
and modify

Ability to use
with ease

Ability te use
with ease

Perform wth
ease

Ability to
modi fy

Ability to
wite with
assi st ance

Use wth ease

Perform wth
ease

Perform wth
v SE

Use with
mnim 1
assi st ance
Use with

m ni mal
assi st ance
Use with

m ni mal
assi st ance
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LEVEL 111

Ability to design

Ability to design

Ability to use
with ease

Ability to use
with ease

Perform with
ease

Ability to wite

Ability to wite
W th ease

Use with ease
Perform with

ease

Perform wth
v aSE

Use with «ase

Use with ease

Use with ease
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AUTOMATIC DATA PROCESSI NG

SKILLS * LEVEL I LEVEL 11 LEVEL 111

Si mul ation ( Not (Noc required) Ability to use
required)

Audit Nodul es ( Not (Not required) Ability to use
required)

| ntegrated Test ( Not (Not required) Ability to use

Facilities required)

Taggi ng Sel ect ed ( Not (Not required) Ability to use

Records required)

Traci ng ( Not (Not required) Ability to use

Sof t war e Requi r ed)

Ext ended Records ( Not (Not required) Ability to use
required)

Program Conpari son ( Not (Not required) Ability to use

Sof t war e requi r ed)

*Some of these skills can or may be acquired from prior experience
or on-the-job training.
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COURSE

New Enpl oyees
Orientation

I ntroduction to
Government  Audi ting
| nt eragency Auditor
Trai ning Program

Statistical Sanpling
American Institute of
Certified Public
Account ant s

Basic Witten
Communi cations

Basi ¢ ADP Concepts

Fl owchart ing

| nt eragency Auditor
Trai ning Program

Contract Auditing
Preventi on and

Det ecti on of Fraud,
Wast e, and Abuse

Cost Benefit
Anal ysi s

Witing Audit Reports

Proj ect Management

LI ST OF TRAINING COURSES TAKEN

(JOHN SMITH JONES, SSN 222-22-2222)

DoD 7600.

(Encl 7)

NON-

NO. DUTY DUTY COURSE TRAVEL
CODE DATE DAYS HOURS HOURS $ $
A. 1-5 Jul 78 2 16 50 --
A2, 1-9 Sep 78 10 80 125 450
Ad. 1
AS.1-2
A3. 2 Jan 79 0 40 50 -
Ad. 1-2 Mar 79 5 40 225 -
A8.1 Aug 79 5 40 250 450
A3.1 Nov 79. 2 16 200 --
A9.1 Jan 80 0 40 325 --
A7. 1-3 Apr 80 2 16 150 --
A3.6 at 80 3 24 -- -
B4.2-4 Jan 81 5 40 250 -
B3.4-8 Jul 81 10 64 16 350 -—-
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TRAI NI NG PROFI LE
(JOHN SMITH JONES, SSN. 222-22-2222)

SUFFICIENT
TRAI NI NG TRAI NI NG
__TAKEN. TAKEN

1.0 NEW EMPLOYEE ORI ENTATI ON

Departnmental Administrative Mtters
Responsi bilities of the Federal
Enpl oyee/ Standards O Conduct X
Overview of Government Regul ations/
| nspector Ceneral Act/Ofice of
Managenent and Budget Directives
Departnmental Organization, M ssion,
Prograns and Responsibilities
O fice of Inspector GCeneral
Organi zation, Policies, and Procedures X

2.0 AUDI TI NG PRI NCI PLES AND PROCEDURES

Ceneral |y Accepted Governnment
Audi ting Standards
Types of Governnent Audits’
Phases of Governnent Audits
Evidential Hatters
Wor ki ng Paper Design and Preparation
El ements of Audit Findings
Conducting Audit Surveys
Devel opi ng Audit Prograns
Audit Reporting Requirenents
Audit Followup Requirenents

X X X X X X X X X X
X X X X X X X X X X

3.0 AUDI T APPLI CATI ONS AND EVALUATI ON

Flowcharting

Quantitative HMethods
Internal Control Assessnents
Fi nancial Analysis

Maapower Anal ysi s

Plant and Equi pment Anal ysis
| nventory Anal ysis
Forecasting |,

Accounting Systens Reviews

X X X X X X X X X
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4.0 WRITTEN COMMUNICATIONS

Witing Audit Fi ndings
Witing Audit Reports
Editing and Reviewi ng Audit Reports

5.0 NONWRITTEN COVMUNI CATI ONS

6.0

7.0

8.0

[nterviewing/Entrance and Exit
Conf er ences
Li st eni ng/ Readi ng | npr ovenent

| nt er per sonal Communication
Oral Presentations

Conducti ng Meetings

AUDIT MANAGEMENT AND PROFESSIONAL
DEVELOPMENT

Audi t Supervision

Wor kl oad Pl anni ng

Resour ces Managenent

Organi zational Devel opnent

Executive Skills and Concepts
Audit Productivity

Quality Control

| NVESTI GATI ON ORI ENTATI ON
Fraud Awareness and Reporting
Basi ¢ Investigative Techniques
El enents of Fraud

Procurenent Fraud

Conput er Fraud

AUTCOHATED DATA PROCESSI NG

ADP Concepts and Facilities
ADP Auditing
Audi t Software

File Organization and Accessing Methods

Dat a Communications
Systenms Anal ysis and Desi gn

4-8-2

TRAI NI NG
TAKEN
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SUFFICIENT
TRAI NI NG
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9.0

10.0

11.0

MICROCOMPUTERS
Basic Skills
Advanced Skills

Software Applications

CONTRACT AUDI Tl NG

I ntroduction to Federal Contract Auditing
Federal Procurenment Process/Regul ations
Cost Accounting Standards

Contract Cost Principles

Contract Pricing Requirenents
Codi fi cati ons and Amendnents

GRANT AUDITING

I ntroduction to Federal Gant Processing/
Regul ati ons

Cost Principles for Gants

Single Audit and Block Gant Concepts

DEGREES - TYPE/ DI SCI PLI NE/ YEAR

BBA -

Accounting - 1975

MA - Business Admnistration - 1977

PROFESSI ONAL CERTI FI CATI ONS - TYPE/STATE/NUMBER/YEAR

CPA - Mirginia - #2222 - 1976
GRADE
GS-511-12
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CHAPTER 5
PLANNI NG

PART | - GENERAL

H storically, the Db audit organizations have experienced a shortfall of
resources to fully cover all DaD operations and programs. Accordingly, it is
essential that available audit resources be allocated and used so as to provide
maxi num benefit to DoD management in terms of inproving ef f activeness, redw ng
pro?ram costs, and assuring the adequacy of internal controls in areas vul nerable
to T rawd, waste, abuse, or m smanagement.

Part |l of this chapter covers the establishnment, maintenance, and use of
an inventory of auditable entities. Part Ill deals with the developer-k and
staffing of an annual audit plan. The audit-planning process covered in this
chapter is a multi-phased process designed to provide a systematic and rational
basis for the allocation of resources. In brief, the process involves identify-
ing and assigning priorities to auditable entities and devel oping an annual audit
pl an. Cuidance on the preparation of plans for individual audit projects (as
di stinguished fran an audit organization's annual, audit workload) is covered in
Chapter 8 of this Manual, “Performng Audits. " The overal|l concepts to be used
(i:g establishing priorities and audit objectives are covered in Chapter 3, "Audit

ncepts. ’
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PART II — INVENTORY OF AUDITABLE ENTITIES

A. PURPCSE

This part covers the establishment, mai ntenance, and use of an inventory of
audi table entities. The inventory, in turn, comprises the potential workload of
an audit organi zation.

B. APPLICABILITY

Al'l the policies, standards, and other provisions contained in Part |l of
this chapter shall be followed by the Db central internal audit organizations
In developing their inventory of auditable entities. Sections D and E, which
outline audit policies and standards, also apply to the DaD internal review and
nonappropriated fund awdit organi zations. The remaining sections, wth the
exception of section H may be used as quidelines by those organizations in
structuring their audit workl oad.

C. BACKGROUND

Office of Management and Budget Grcular A-73 (reference (b)) requires that
each Governnent audit organization develop an audit universe and maintain records
of its universe that identify the organizations, programs, activities, and f unc-
tions subject to audit., Each audit organi zation is al so required to periodically
review its audit universe and to determne the coverage, frequency, and priority
of audit required for each identified component. Developing and maintaining
a canprehensive and prioritized audit universe promotes better use of audit
resources, provides a basis for selecting audit candidates, and serves as support
for personnel staffing requirenents.

D. POLICY

1. Each pop audit organi zation shall establish, maintain, and use an
Inventory of auditable entities for: [ong-term planning; devel opi ng the annual
audit plan; allocating resources; evaluating audit planning, performance, and
staff ing levels; and answering inquiries f ran external sources concerning past,
current, and pIanned audi t oover age.

2. Te inventory shall be maintained consistent wth the manner in which the
audit organization intends to conduct its audit activities.

3. Wiile the inventory of auditable entities may vary in formand content
between the various audit organizations, the organization nust maintain records
that can be used to show for its Component:

a. What entities are subject to audit.

b. Wiy specific activities/functions/prograns/systens have not received
recent audit coverage.

c. Relative priorities for audit coverage.
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E. STANDARDS

Chapter 2 of this Manual. contains the DaD i nternal auditing standards. The
standards most closely related to the establishnent, maintenance, and use of an
Inventory of auditable entities are as follows:

a. 610- Organization

b. 630- scopeof Responsibility

c. 640- Determnation of Audit Priorities
d. 650 - Planning

F.  AUDI T _PLANNI NG CONCEPTS

A sound planning process is essential for the effective managenent of an
audi t organization and the proper allocation and control of audit resources.
This process IS as complex and inportant as performng audits. |f audit
resources are applied to areas wth little return or benefit to management,
the performance of excellent audit work will be of |ittle value. Therefore, a
systematic and rational basis is needed to ensure that the most inportant areas
are selected for audit coverage. (This matter is discussed in greater detail in
Chapter 3, “ Audit Concepts.”) The internal audit activity should be able to
justify to third parties why certain areas were Sel ected for audit, why ot hers
were not, what has been audited in the past, what is scheduled for audit, and
what has neither been audited nor schedul ed for awdit. The audit planning
process should include the follow ng el enents:

1. ldentifying organizations, programs, systems, and other nmjor areas
subject to audit.

2. Recording this information-as well as the priority for each audit area—
in an inventory of auditable entities (also referred to as an audit universe
file) .

3. Using the data in the inventory for long-termaudit planning and to
devel op the annual audit plan.

4. Recording information in the inventory on prior awdit coverage.

5. Coordinating, as necessary, Wth audit followmp officials to determne
status infornmation on prior auditfindings and recommendations.

G. ESTABLISHING THE INVENTORY

Each internal audit activity shall establish an i NVentory of audi table
entities. This inventory represents the awdit organi zation’s potential audi t
workl oad.  The inventory of audi table entities shall identify each organization,
program system, and function for which the audit activity has prinmary cogni-
zance. This will vary for an organization such as the Ofice of the Assistant
| nspector Ceneral for Auditing (CRIG-AUD) , OIG, DaD. The CAIG-AUD has prinary
cogni zance for audits of the Office of the Secretary of Defense, Unified

5-3



Commands, and Def ense Agencies, and nust maintain adequate records to identify
entities subject to audit coverage in those organizations. It Is not required
to mintain an inventory of each organization in the Mlitary Departments. The
CAIG-AUD | nventory of auditable entities should focus on activities, prograns,

systens, and functions that |end thenselves to interservice audits. The OAIG-AUD
IS encouraged to make use of auditable entity files used by the other central

Internal audit agencies to the extent possible, and to coordinate its coverage
wth the OFf ice of the Assistant Inspector General for Inspections, OG Do,
The contents of the file are discussed in more detail in the following
subsect i ons:

1. Types of Audi table Entities

a. Name of Organization, Activity, or Unit. Include the nane of the
unit and its unit 1dentification code, as applicable. Use various sources such
as unit identification code |istings, the Approved Def ense Program organiza-
tional charts, telephone directories, and other simlar sources to identify
organi zations, activities, or units to be included in the inventory. Exercise
j udgnent when determning what constitutes an organization, activity, or unit
for purposes of the inventory. For exanple, within the Arny a division may
constitute an organization for the purpose of the inventory even though the
division i s comprised of many smaller units. However, exercise care t0 ensure
that the inventory includes all smaller units that are not part of larger units
al ready included in the inventory. Retain appropriate documentation to support
the inventory of auditable entities. As a minimum, show the elenents that make
up each organi zation, activity, or unit.

b. Programs. Show each programfor which the audit activity has
responsibility. A programis a group of related policies, procedures, systens,
and areas, including appropriate resources (funds, personnel, etc. ) , designed
t 0 accomplish predeterm ned and specific organizational goals or 0bjecti ves.
Exanpl es of prograns include: depot maintenance program health care program
acquisition program for F-1 aircraft, famly housing program construction
program cash management program industrial preparedness program civilian
personnel program, mlitary personnel program, unit training program traffic
nmanagenent program civilian pay program and mlitary pay program

C. S_yvstems. Asystem is a series of manual Or automated steps or
processes by which transactions are recogni zed, authorized, classified, recorded,
sumarized, and reported. Each systemfor which an activity has a responsibility
shal | be recorded in the inventory. Some of the types of systems which shoul d
be identified are accounting systens, weapons and combat support systens, njor
components under proj ect manager control, budget and program ng systens, dis-
bursing systens, payroll systens, resource nmanagenent systems, automated data
processi ng systens, communications Systens, supply systens, and personnel
managenent systens .

d. Qher Audit Areas. Structure the inventory in the same manner
In which audits are expected to he perforned. If audits are performed of
activities, s?;stens, or (sa_rograms, no further devel opnent of audit areas may be
needed. If, however, audits are structured in sane other way, recognize this in

the inventory. For exanple, audits might be performed on a functional basis
using the 34 functional categories or elements of these categories specified

5-4



in Chapter 16 of this Manual. If this is the case, record these audit areas
inthe inventory. In building the auditable entity files initially, identify
and include audit areas covered during the past 2 years. Then-and even nore

| nportant-as new audits are prograned and performed, categorize and record them
in the inventory of auditable entities, showing not only the units, programs, or
systems Wthin which the audit is planned or performed, but al so those units,
programs, and systems which contain simlar audit areas.

2. Priority of Audit. Assign a priority of audit to each audit area. In
assigning priorities, an average frequency of about 3 years is desirable for all
significant audit areas, but shorter or longer frequencies wll be appropriate
In many i1nstances. Determne the priority by weighing the importance of various
factors and assigning a numerical rating for each of the factors included in the
ranking matrix. At a minimum, consi der the following factors in the ranking
matrix:

a. Risk. The adequacy of internal control systems and the vulnerability
of an area to fraud, waste, abuse, or mismanagement are the mmjor considerations
In this area. Also, the newness of, or nmmjor changes in, prograns and systens
coul d increase the risks.

b. Sensitivity. The sensitivity of a programor systemto the m ssion
of an organization and the inportance of that mssion to the overall mssion
of its parent organization are important considerations. O her considerations
i nclude whether an area is of high interest to the head of the Departnent
or organization or whether poor performance in an area coul d cause severe
enbarrassment to the Department or Agency or adversely inpact its relations
w th Congress.

Cc. Audit Experience. Gve a higher rating to an awdit area that has a
history of major deficiencies than to an area that has experienced only mnor
deficiencies in the past. Be sure to consider the results of other eval uations
such as inspections, investigations, and programreviews, along with the results
of the nost recent reviews by the awdit activity, other pab audit organizations,
the U S. General Accounting OFf ice (@0) 3), and comercial firnms performng audit
work on a contractual basis.

_ d. Financial Inpsct. ldentify the current or potential dollars involved
in the prograns, system or f unction. This can be neasured in various ways such
as val ue of assets or amomt of f Wng.

e. Time Since Last Audit. Consider the date of the |ast audit or
canprehensi ve 1nspection and assign higher ratings to those with |onger clasped
tines since the [ast review

f. Managenent Request. Assign additional rating points when managenent
requests audit of the area.

3. Audit Coverage. Include information in the inventory by audit area about
prior audits performed by the organization itself, other bominternal audit
activities, the GAO and commercial firns on a contractual basi s that shows when
each audit was performed and its magnitude. The long termgoal is to maintain
historical data for at |east 5 years.

5-9



H  COORDI NATI NG W TH INTERNAL REVIEW ACTIVITIES

Periodically, coordinate the inventory maintained by the internal audit
activity with the appropriate internal review activities (or other activities
conducting audits at local |evels). This inventory should be used by the inter-
nal review activities for long-term planning and devel opment of their annual
internal review program Nomally, the internal audit organizations would devote
primary enphasis to audits of programs or systens, while internal review organi-

zations woul d be concerned primarily with smaller segnents of the organization
to which they are assigned.

1.  ANNUAL REVIEW OF INVENTORY

Review the inventory of audi table entities each year for reasonabl eness
and currency of the information prior to devel opment of the annual audit plan.
Adj ust frequency cycles and priorities based on actual audit experience.
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PART I1I - ANNUAL AUDIT PLAN

A. PURPCSE

This part covers the development and staffing of annual audit plans.
B. APPLICABILITY

Al'l the policies, standards, and ot her provisions contained in Part |Il shall
be followed by the Dab central internal audit organi zations in devel oping and
staffing their annual auwdit plans. Sections C, D, and J, also apply to the Do
Internal review and unappropriated fund audit organlzatl ons. The renaining
sections may be used as guidelines by those organizations in developing their
annual audit plans.

C. POLICY

1. Each pad internal audit organization shall prepare formal guidance on the
policies and procedures to be followed in devel oping its annual audit plan.

2. Based on the established guidance, the DoD internal audit organizations
shal | prepare an annual audit plan containing the audits schedul ed to be

perlfornfed during a specific fiscal year. The plan shall be consistent wth the
goals o

a. Meeting all statutory or regulatory requirenents.
_ b. Providing audit coverage of all significant audit areas on an overal |l
audit cycle that averages 3 to 5 years. For those mjor programs or functions

determned to have a high vulnerability, a 3-year cycle of coverage is nore
desirabl e.

c. Achieving potential monetary benefits equal to or greater than the
cost of the audit operations.

d. Meeting the needs of managenent and the organization s m ssion.

e. Responding to the concerns of the Congress for oversight of key
progr arns.

f.  Providing balanced and representative audit coverage of all
substantive DoD operations and prograns.

g. makiimzing the use of all available awdit resources and devel oping
t he capabilities of assigned audit staff.

h. Providing audit coverage to those prograns or activities that have a
high susceptibility to f raud, waste, abuse, or m smanagenent.

3. During the devel opment of the annual aud it plan, the pod i nternal audit
organi zations shall:
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_ a. (btain suggestions for audits f ran both management and nenbers of the
audit organi zation and furnish feedback on the disposition of each suggestion.

b. Review the existing inventory of audi table entities for acceptability
Brior to developing the annual audit plan. The inventory may be particularly
eneficial in suppl ementing multilocation, Service-w de, or DaD-wide audit
coverage Wi th sub jects that have not received audit coverage in recent years.

c. Discuss and review the annual plan with the head or deputy head of
the activity having operational control over the audit organization. Di scuss
pertinent portions of the plan wth the head, deputy head, or designee of the
organi zations for which the auwdit activity has cogni zance.

D. STANDARDS

Chapter 2 of this Manual contains the pointernal auditing standards. The
standards nost related to the devel opment and staffing of an annual audit plan
are as follows:

a. 610- Organization

b. 640 - Determination of Audit Priorities
c. 650 - Planning

d. 660- Coordination

E.  GUIDANCE ON ANNUAL PLANNI NG PROCESS

In preparing the formal guidance to be f ollowed during the devel opment of
t he annual auwdit plan, at a minimm, the following areas should be covered:

1. Responsibilities. Identify the specific responsibilities of the various
elements of the internal audit activity in the devel opment of the annual plan.
Provide for functional area audit experts to be an integral part of the planning
process and to play a key role in formulating the annual awdit plan. The f unc-
tional area expert is the individual wthin an audit organization responsible
for conducting audits within a specific functional area. These experts shall
maintain close liaison wth key managenent officials in their assigned functional
areas and shall provide technical guidance and support directly to the audit
teams on matters within their functional area of responsibility.

2. Mlestone Dates. Establish mlestone dates for the conpletion of
critical elenents in the devel opnent of each annual audit plan. Generally,
agenci es shoul d accomplish pl anning actions by the f ollowing dates, if not
earlier, to permt effective coordination of annual plans wth the other DoD
Internal audit activities and the General Accounting-Of f ice:

a. Decenber 15 - Issue annual audit planning call.
b. February 15 - (otain suggestions f ran managenent.

c. June 30 - Develop tentative audit plan.
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d. September 1 - Review plan with head or deputy head of the Depart ment
or Agency to which the audit organization is assigned.

e. Septenber 15- Issue final audit plan.

For internal review activities that develop audit plans on a cal endar year basis
to take into account the plans of other audit organizations, a conpression of the

above tinmeframes may be necessary in order to issue the final plan by the start
of each cal endar year.

3. Planning Factors. Describe the process to be followed in the devel opment

of the annual audit plan and include the factors to be considered in the specific

areas for audit. Sane of the major factors to consider in the selection process
shal | 1ncl ude:

a. Ranking or priority of areas contained in auditable entity file.
b. Current high-level interest in a particular programor function.

- C. Mnagenent and followup officials’ requests for awdit coverage in
specific areas.

d. Awount of tine since last audit coverage of the subject.

e. Target_al | ocations of auditor days for the various functional areas
maki ng up DoD operations. (See Chapter 16 for functional area groupings.)

f. Achieving an acceptable mx of multilocation vs. single |ocation
audit coverage that wll| best use audit staff resources.

g. Adeguacy and status of nmnagenent actions on prior audit
recommendations.

h. Awdits schedul ed or planned by other audit organizations.

- I. Results of evaluations conducted by managenent or other oversight
or gani zat i ons.

4, Contents of Annual. Awdit Plan. In developing the annual plan, certain
basic information shall be provided for the audits proposed. The follow ng
minimum information is required for each audit project or assignnent, either as
part of the published plan or as backup docunentation:

- a. Specific reason for selecting the area for audit, as well as
anticipated benefits, both monetary and nonmonetary, f ran the audit.

b. The audit objective(s) to be acconpli shed.

_ ~c. The activities and locations to be included or considered for
Inclusion in the awdit.

d. The estimted auditor-days required to performthe audit.

e. The planned dates for starting and finishing the audit.
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¢ f. An estimate of the costs to performthe audit, including travel
COSLS.

(Wi le sane of the information reqwred by the above paragraphs is for internal

use by the audit activity. the copies of each Agency's amnual audit plan that
are distributed t 0 management should, at a minimum, i nfor m interested officials
of the audits schedul ed-and when they will take place. )

F. ANNUAL CALL FOR AUDIT PLAN

Before beginning work on each year’s audit plan, the head of the audit
activity shall provide guidance on the special factors to be considered in the
devel opment of the audit plan. This guidance should cover (but mot necessarily
be limted to) factors such as: auditor days available during the fiscal year;
areas to be enphasized or deemphasized; availability of travel funds; and allo-
cation of available tinme to the prescribed functional areas and najor categories
of audit, e.g., mandator y, multilocation, Single location, etc. Such guidance
may need to be revised once or twce during the planning cycle as conditions
change and it becames cl earer where audit resources should be focused.

G OBTAINING SUGGESTIONS FOR AUDITS

Internal audit activities shall ask both managers and auditors to submit
suggestions for audits. This aspect of program devel opnent shoul d be enphasi zed,
since the quality of the annual plan iS, to a great extent, affected by the
quality of the audit suggestions

1. Suggestions f ran Managenent. Establish procedures for requesting audit
suggestions T ran all [evels of nanagenent. As a m ni num

a. Send a letter (preferably f ran the head of the audit activity) to top
of f icials of the organizations for which they have audit cognizance. Request
suggestions f ran all levels of management and allow adequate tine, such as
60 days, for nanagers to prepare their response.

b. Develop and use a standard format for audit suggestions to ensure
that all the information needed to evaluate themis collected.

~Cc. Notify management, in witing, about the disposition of its audit
suggestion. This can be preceded by oral discussions.

d. Develop net hods to publicize the audit suggestion process. Here are
same successful nethods:

(1) Emphasize the audit suggestion process in day-to-day contact
W th management personnel and in correspondence with counterparts.

(2) Ask top nmanagers in the MIlitary Departments or OSD to bri ef
audit executives/functional area experts on their respective programs. These
brief ings often identify areas managers think are critical, highlight the results
of internal control reviews, and informaudit personnel of significant program
changes and corrective action in progress or planned.
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e. Direct particular attention toward soliciting audit suggestions f ran
the headquarters of the mlitarEv) | nspectors CGeneral and crimnal investigation
activities. These activities, by nature of their own reviews, should be in an
excel l ent position to recommend Subjects conducive to audit.

2. Suggestions from Wthin the Audit Activity. Establish procedures for
obtaining audit suggestions fram key staff nenbers throughout the entire audit
organi zation. For the nost effective results, the audit organization shoul d have
a procedure to encourage continuous input f ran its own auditors throughout the
year, as well as setting aside a specific period for audit suggestion devel opnent
and subm ssion early in the annual planning cycle. Procedures should allow
adequate time, perhaps 60 days, for preparation of audit suggestions. Develop
and use a standard format for audit suggestions to ensure that all the inforna-
tion needed to evaluate themis collected.

3. Suggestions fram Foilowup Officials. Establish procedures for obtaining
suggestions f ran f ollowup off icials both on vulnerabilities that nerit additional
audit effort and areas of prior audit coverage where assistance is needed from
audi t organizations to assess the ef f activeness of managenent actiuns.

H  DEVELGPING A TENTATIVE ANNUAL PLAN

Each DoD internal audit organi zation shall complete a tentative annual plan
show ng the workload of the audit activity, including participation in DoD-wide
audits, by June 30th of each year. The follow ng techniques-or reasonable
vari ations-have been successtully used by DoD audit organizations to fornulate
good tentative audit plans:

1. Establish a single control point in the audit activity headquarters to
record, control, and distribute audit suggestions to the appropriate f unctional
area expert.

2. Conduct appropriate audit research of suggestions to evaluate their nerit
and determne the nost appropriate tine for scheduling the audit.

3. Hold formal neetings with management t0 update functional area knowledge
and to discuss related audit suggestions.

~ 4. Maintain close coordination between the aﬁpropri ate audit operations
directorate and field elements while developing the tentative plan, so that
current devel opments are fully considered.

5. Convene a high-level conference of audit managers and functional area
experts to discuss the audit suggestions, suggest changes, and refine the
tentative audit plan. Concentrate on the more i mportant nultilocation audit

proposals.

6. Closely coordinate the proposed annual audit plan with the GAO and ot her

appl i cabl e poD audit organi zations. As specified in Chapter 6 of this Mnual,
coordination of audit plans is a continuous process.

7. Reserve a reasonable amount of time in the annual plan for nandatory

audits and for audits which cannot be specifically identified far enough in
advance to be included in the annual audit plan.
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|, 1 SSU NG THE FI NAL APPROVED PLAN

Campleteand di stribute the annual audit plan by Septenber 15, or about 2
weeks |prio_r to the start of the year covered by the plan if other than a fiscal
year planning cycle is used. Retain complete supporting documentation in the
planning files. In addition to normal distribution, send at |east one copy of
the annual audit plan to the other pob internal. audit activities and to the GAQO
Al'so, send two copies of the annual planandany subsequent changes to the Ofice
of the Assistant |nspector General for Audit Policy and Oversight, OIG, DoD.

J. DI SCUSSING THE PLAN

Review the completed annual plan with the head or the deputy head of the
poo activity that has operational control over the oo audit organi zation.
Di scuss pertinent_portions wth the head, deputy_head, or designee of the
agencies/organizations for whi ch the internal audit organization has cogni zance.
The Secr et ar¥ of Defense or the Deputy Secretary of Defense will be briefed at
| east annually on audit plans for the Departnent of Defense as a whole.

K. UPDATING THE PLAN

The annual pl an shoul d be used as a planni n% and scheduling tool and as a
notice to management Oof the audits planned in their areas of responsibility.
The plan shoul d be revised and updated during the year to keep it current and
to apprise management officials of audit scheduling changes affecting their
or gani zations.
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DoD /600. 7-M

CHAPTER 6

COORDINATING AUDI T ACTIVITIES

A.  PURPQSE

~This chapter prescribes policy and suggests procedures for coordinating audit
activities and exchanging audit results.

B. APPLICABILITY

1. The standards and policies prescribed in sections C and D which follow
are mandatory for all pab internal audit, internal review, and nonappropri ated
fund audit activities (hereafter referred to collectively as “DoD internal audit
organi zations. " ) The provisions of sections E through Mare not mandatory steps,
but are suggested guidelines for acconplishing coordination policies. Certain
procedures described in this chapter may not be applicable to every audit
organi zation, but efforts still should be made to comply with the intent of the
princi ples and objectives contained in this chapter.

2. Procedures for coordinating audit efforts wth investigative agencies
when fraud or illegal acts are suspected are contained in Chapter 15 of this
manual.

C. DOD INTERMAL AUDI Tl NG STANDARDS

The poointernal auditing standard (Chapter 2) concerning coordination iS:

660 Coordination - The internal awdit organization shall coordinate its
activities Internally and wth other components of the Government and
independent out si de auditors it may encounter to ensure effective use
of available resources.

D. POLICY

1. The Inspector Ceneral. Act of 1978, as anmended (reference (a) ), directs
the IG, DaD, to give particular regard to the activities of the internal audit,
| nspection, and investigative units of the MIlitary Departments with a view
toward avoi di ng duplication and ensuring effective coordination and cooperati on.

2. Of ice of Minagenent and Budget Grcular No. A-73 (reference (b)) states
that ®. . . audit ef f activeness is enhanced by audit coordination.” Under the
provisions of reference (b) , Federal audit organizations are required to
coordinate and cooloerate w th each other in developing and carrying out their
respective auwdit plans. Effective coordination requires continuwous |1 aison; the
exchange, when appropriate, of audit techniques, objectives, plans, morkpapers
and audit results; and the development of audit Sschedules to mnimze the anpunt
of audit effort required.

3. The provisions of reference (b) have been inplenented in Do Directive
7600.2 (reference (k) ). The DCD internal audit organizations shall coordinate
and cooperate with each other and with other pob audit, investigative,
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| nspection, and managenent review groups to ensure effective use of audit
resources, preclude unnecessary duplication or overlap of review efforts, and
permt efficient oversight of DoD programs and operations. The DoD internal
audi t organi zations al so shall coordinate and cooperate with the GAO and ot her
Federal and non-Federal audit organizations where there is a common i nterest in
the prograns subject to audit.

4. Coordination shall be a continuing proactive effort and not nerely
reaction to a potential scheduling problem. The degree of formal coordination
depends, in part, on the relative size of the audit organization and its
PI acement within a DoD Camponent. Al though coordination is most inmportant for

arge scal e, multilocation audits because of the significant amunt of planning,
resources, and tinme they require, coordination of all review efforts shall be
the general rule rather than the exception.

5. Coordination shall begin as early in the audit planning process as
practical because coordination, especially during the audit planning phase,
can save val uable time and effort. Coordination includes sharing techni cal
information about audit approaches and techniques, exchanging audit results,
and cooperating in joint training efforts.

6. \When overl appi nP or duplicative coverage is indicated, the DD i nternal
audi t organi zations shall nake every effort to resolve conflicts.

E. RESPONSI BI LI TI ES

1. Every organizational |level within the pob internal audit organizations
shoul d coordinate review efforts and exchange information. Specif ically,
coordi nation and cooperation should be exercised between the f ollowing:

a. The bab Internal Audit Activities and the Gao. The GAO frequently
uses published audit reports during surveys to either direct their efforts to
areas not previously covered by pab audit organizations, or to rely on published
findings instead of performng review work of their own.

b. The MIlitary Department Audit Agencies and the Office of the
Assi st ant Inspector Ceneral for Auditing (QAIGAUD), O G DoD. Coordination in
the early planning stages of each audit 1s especially Inportant since both
activities conduct audits within the same DoD Component.

c. The MIlitary Department Audit Agencies Concerned and Other Mlitary
Department Audit Agencies. Coordination IS important because audits in one
MTitary Service may disclose renditions that could be affecting operations

adversely in other Components.

d. The MIlitary Department Audit Agencies and the |nternal Review
El ements within Thelr Respective DaD Canponent. Internal review activities often
provide an audit [raison service for thelr organizations, in addition to their
principal mssion of serving commanding of fi cers in ensuring that sound
managenent practices and procedures are observed within their organization.

Consequently, this |level of coordination is essential to effective audit work by
the various internal and external audit staffs.
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e. The Mlitary Department Audit Agenties and the Mlitary Department
Inspectol (eneral O-ganizations. Wth the increasing use of systemc Inspection
techniques, the headquarters levels of MIlitary Department | nspector general

organi zations are undertaking broader, nore indepth reviews simlar to the
multilocation audits of the internal awdit activities.

f. The MIitary Department Audit Agenties and the MIlitary Department
Crimnal Investigative Agencies. Starting or continuing an audit In an area
where there may be an ongoing Investigation could |eopardize the investigation
and requires coordination and consultation between the respective organizations
before proceeding.

g. The QAIG-AUD, O G Dob, and the O fices of the Assistant |nspectors
(eneral for | nspections, | nvestigations, and Audit Followup. Care | S needed In
coordinating the respective reviews of these offices so that the OG D, acts
In a uwiform manner and gives the appearance of functioning as one entity.

h. Resident Auditors, |nspectors, Internal Reviewers, and Investigators
at Major Command Levels, as well as those at I nstallation Level. Although
procedures for coordinating in areas of mutual Interest nmay be |less formal than
coordination procedures used at the central headquarters of the major review
actilvitlie?, clooperation and effective working relationships are equally inportant
at local levels.

i . The DaD Internal Awdit O ganizations and the Defense Contract Audit
Agency (DCAA). When performng reviews of the procurenent function, Internal
audi t organizations may require the assistance of DCAA to evaluate contractlng
and contract administration activities.

j. The DoD Internal Audit Organizations and Dob Followp OFf icials.
Starting an audit In an area wnere there I's ongoing followsp on corrective action
pertaining to agreed-upon recommendations in prior audit reports could lead to
duplication of effort.

2. Coordination extends beyond merely exchangi ng audit schedules wth other
review groups and providing audit reports upon request. Coordination also
I nvol ves establishing close |iaison and@ good working rel ationships with other Do
revi ew groups, external review groups, and DoD nmanagers. To promote t he nost
efficient use of resources anong the menbers of the IG commmnity and to ensure
that the efforts of each review group camplement rather than dU|oI | cate each
other’s work, each poointernal audit organization should establish prograns to
accamplish the fol | ow ng:

a. Meet with counterparts on a regularly schedul ed basis.

b. Exchange audit plans and schedul es.

c. Exchange information on technical matters, including audit prograns.
d. Cbtain input on suggested areas for audit.

- e. Ensure management's needs are considered in establishing audit
priorities.
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f. Suggest areas for inspection or investigation.

g» Provide access to internal audit and, With command approval, internal
review reports.

h. Distribute copies of audit announcements, when appli cabl e.

| . Exchange information on prior awdit coverage and review results.

j. Request audit assistance fram other review groups, as necessary.
_ k. Be alert to problems that may affect other agencies and, when such
situations arise, coordinate with others involved to see if a single review can
satisfy all requirenents.

F.  RESOLUTION COF POTENTIAL CONFLICTS

1. The pob internal audit organizations should establish fornmal procedures
t 0 accamplish the follow ng:

a. ldentify the review efforts of other pob and Federal review groups.

~b. Ascertain whether the possibility of a scheduling conflict or
duplication of effort exists.

C. Resolve any issues raised during the coordination process.

d. Respond, in a positive manner, to the coordination efforts of other
review groups. As an exanple, when a poD internal audit organization receives
a schedule or specific announcenent of a review f ran another review group (for
exanpl e, GAO, QAIG-AUD, Inspection, etc.), they should send the document to the
appropriate off ices wthin their organization. The offices should be required to
review the information and report back to a central point (possibly the planning
off ice) that either (1) no potential duplication exists, or (2) if a problem was
noted, action was taken to resolve the problem

2. The DOD internal audit organizations should resolve problenms promptly
when coordination indicates the follow ng:

| a. Potential conflict exists with respect to a scheduled or ongoing
audit review.

b. The scheduling of an audit may be inappropriate or untinely.

~C. The results of a previous review could be used to satisfy the audit
requi renent or reduce the scope of an audit.

Resol ution may include (1) agreeing to meet and coordinate the review efforts,
etc; (2) rescheduling the review of either organization by nutual consent; (3)
providing audit information to the other party that could reduce or nodify the
scope of audit coverage;, (4) docunenting the need for overlapping audit effort;
or (5) elevating the problem to a higher |evel when agreement cannot be reached.
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3. The degree of coordination exercised by internal review and
unappropriated fund audit organizations to identify and resolve conflicts may
vary with the size of the organization and wth the degree of centralization or
decentralization of operations. However, snaller audit organizations are stil
res\;pnsible for avoiding duplication and for notifying other groups when their
reviews may duplicate or overlap other reviews. nternal review activities that
provide liaison wth auditors or other reviewers are in a unique position to
Identify conflicting efforts and to hel p promote coordination.

G. COORDINATION PROCEDURES AND PRACTICES

1. During the coordination process, the followng information on audit
subj ects normally shoul d be provided in sufficient detail to clearly identify the
area to be audited:

a. Title of the audit review and the project number.
b. Purpose and objectives.

c. Scope of the review

d. Timng of the review.

e. Locations, organizations, and prograns to be reviewed.

f. Contact point for further information.

2. On small audits it may not be feasible to coordinate routinely
descriptive information, but the DaD audit organizations should make this
Information available upon request. In sane instances, it may not be possible or
practical to identify the specific audit locations and timng during the initial
coordination process; however, this information should be identif ied and
coordi nated before beginning the audit application (verification) phase. \Wen an
audit i s canceled or an audit survey indicates further auwdit work woul d be
unproductive, the DD audit organizations should notify management in a tinely
manner. Qther participants in the original coordination process may be notified
through publication of a revised audit schedule periodically.

3. Wen overlapping audit and inspection efforts are identified during the
initial coordination process, they should be clearly defined and an effort be
made t0 elimnate duplications. In those cases where it is necessary for
organi zations involved to continue their review efforts, the DaD audit
organi zations should arrange to exchange information on the results of the review
W th the other review organizations before releasing the report. This wll|
ensure that differences in scope and objectives are clearly reported.

4, The DoD audit organi zation should establish procedures for referring
problems nore effectively handled by MIlitary Departnent inspector general
activities to the appropriate inspection organization. Certain problens, by
their nature, are handl ed nore appropriately by inspectors, while others are
addressed nore appropriately by auditors. Theref ore, the exchange of information
andr ecanmendat i ons about audits and inspections is mutually beneficial for both
types of organizations and their respective Canponents.
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5. The MIlitary Departnent audit organi zations shoul d establish procedures
for referring audit suggestions to the OAIG-AUD, O G Do, if the audit subject
applies to more than one b Component and can be addressed nore appropriately
by a DoD-wide audit. Conversely, the QAIGAUD should have procedures for

referring audit suggestions to the appropriate Mlitary Departnent audit
organi zation when an audit problemhas |imted DoD-wide applicability.

H  RELATIONSHIPS W TH MANAGEMENT

1. Before beginning an audit, the pob audit organizations should furnish the

audi t scope and objectives to appropriate nanagers in the activity under audit.
Auditors shoul d provide sufficient advance notice of the audit and observe the
establ i shed chain of command during the coordination process.

2. Managers at local installations and internediate comand | evel s
f requently conduct studies and anal yses of internal operations. During the
initial coordination process, auditors shoul d determ ne whether any studies or
anal yses are planned by managenment in the proposed audit area, and review these
pl ans and any studies that may have been completed recently. |f unable to review
management studies before beginning the audit, the auditor should contact
managenent or the auwdit |iaison office to obtain the studies upon arrival at the
audit site. To the extent possible, the pod audit organizations shoul d reduce
the scope of audit efforts based on the objectives, extent, and quality of the
nmanagement review.

3. Internal auditors should nake every effort to follow procedures
prescribed by the activity under audit to coordinate the audit, to ensure the
auditors’ needs for information are communicated to responsible officials, and to
ensure nanagement’s views are obtained as the audit progresses. Wen auditors
need to contact operating personnel directly to expedite a review, auditors
shoul d notify appropriate managenent officials and explain the purpose and
| nportance of the contact.

|, INTERNAL AUDI T RELATIONSHIPS W TH DCAA

1. DD Directive 7600.2 (reference (k)) stipulates that the DoD |nternal
audit organi zations shoul d coordinate all reviews involving contractor records
with DCAA and with the appropriate contract admnistration off ice to avoid
duplication of work. In addition, DoD audit organizations should request
services of DCRA whenever data must be obtained directly fran contractors or fram
wor ki ng papers naintai ned by DCAA.

2. Audit assignments requiring DCAA assistance should be coordinated with
DCAA during the initial planning process. At |east 60 days in advance of the
start of a schedul ed audit for which significant DCARA audit assistance is
required, the pcaA should be oontacted to finalize the extent of the audit
assistance to be provided. A request should be submitted in witing to the
cogni zant DCAA field office with a copy to the Policy Liaison Divislon,
Headquarters, DCAA, after audit scope and timng have been established. A
request shall be prepared in sufficient detail to avoid m sunderstandings as to
the objectives being pursued. Final agreements will include Field Activity
OFf ices af f ected, and the general timng and objectives of the required
assistance. The pa will normally confirma request for assistance in witing
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within 7 days after the request is received. When DCAA s unable to provide the
requested assistance, audit nanagers shall coordinate wth DCAA when naking
arrangenments to conduct the audit work themsel ves and to gain access to requested
records. More specific guidance on this subject is contained in Contract Audit
Policy Menorandum No. 1 ?reference (n)).

3. Tomaintain consistency throughout the Departnent of Defense when
auditing contractor records, internal audit organizations should, as a general
rul e, follow the guidance set forth in the ncaa Contract Audit Manual (reference
(@aaa) ) when performng audit work within the scope of DCAA authority. Unless
ot her w se arranged with the DCAA, defective pricing reviews performed by DaD
audit activities should include al|l elenents of cost in the oontract so as to
render an opinion of the overall contract and preclude the necessity of addi-
tional audit work by the DCAA. Wien potential defective pricing cases are
I dentified by audit organi zations, they should normally be referred to the DCAA
for appropriate action.

J. COORDI NATI NG AUDI T_INFORMATION W TH THE GENERAL ACCOUNTING OFFI CE (GAQ

1. DaD Internal Auditing Standard No. 660 requires that representatives f ran
internal audit organizations neet with their GAO counterparts to exchange audit
information. The Dab audit organizations are encouraged to maintain continuous
canmunications W th the @0 because of the changing nature of GO audit plans
(Congressional requests, etc. ) and the potential for duplication of effort.

Requl ar periodic meetings, particularly between the central. audit agencies and
the GAO, can facilitate audit planning and avoid wasted effort in scheduling
audits that may conflict with each other. During preparation of the annual audit
pl an, and before announcing major audit initiatives, internal audit organizations
should :

a. Review the @0 work plan.

b. Contact their GAO counterparts to confirm whether their work m ght
duplicate or overlap wth a planned or ongoing GAO eval uation effort.

2. \Whenever instances of potential overlap or duplication are identified,
audit personnel should attenpt to reach an agreement with the GAO directors to
elimnate the potential for overlap. |f nutually acceptable agreements can not
be reached, then the Audit Director should raise the issue for appropriate action

Wth the organization’s planning staff as well as the pob IG |iaison office
(QAIG/AFU-GAORA) .

K. LIAISON W TH OrHER REVI EW GROUPS

1. The pob internal audit organizations should recognize the conplenentary
nature of the various types of review efforts and establish procedures for
Identifying review efforts conpleted, in process, or planned by other audit,

I nvestigative, and inspection review groups. Each auditor should determne the
extent of work done by other review groups when planning audits. |f the analysis
of other work in the area indicates duplication or overlap, internal. auditors
shoul d reduce the scope of the planned audit, cancel or postpone the audit, or
build on the work already done in the area, as appropriate.
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2. To determne the scope of work covered by another review effort, internal
auditors may need to review audit working papers from anot her Agency. The b
internal audit organi zations shoul d provide access to other poD internal audit
organi zations in the interest of avoiding duplication.

3. \Whenever possible, auditors should neet with IG personnel to discuss
their inspections of the area, obtain suggestions for the audit, and review
Inspection reports. |f the audit is in an area that may be particularly
conducive to fraud or serious abuse, or where a prior investigation may have been
conducted, auditors should contact the local crimnal investigative element to
coordinate their work and exchange information about the sub ject of the audit.

L. SHARI NG TECHNIQUES AND PROGRAMS

To optimze the use of resources, the pob internal audit organizations should
take advantage of audit techniques devel oped by others. Sharing audit techniques
i ncl udes making maxi mum use of existing aud it prograns and gui des to reduce the
time and effort required to devel op new prograns for individual audit proj ects.
To hel p audit organizations share audit prograns, the OG Dob, periodically pub-
lishes a Directory of Internal Audit Prograns (reference (0)). The directory
provides information on audit programs by organization and functional area, and
provides directions for obtaining the prograns. Wwhen researching and planning an
audit, boD auditors should obtain copies of audit prograns and gui des covering
the audit area and consider using themto develop the detailed audit plan. The
DoD internal audit organizations also are strongly encouraged to interchange
| deas related to the use of computers or ot her advanced techniques for audit.

M TRAI NI NG COOPERATI ON

Audit training also should be coordinated. The DoD internal audit
organi zations should determne the availability of training f ran other audit
organi zations and, if possible, make arrangenents to have their staff attend
training courses sponsored by other audit agencies. Sharing training promotes
consistency in audits, fosters closer working relationships anong audit
organi zations, and keeps auditors inforned of developments in other audit
organi zations. Policies and guidelines relating to auditor training are covered
in Chapter 4 of this Mnual.
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DOD 7600.7-M

CHAPTER /

TYPES &F AUDI TS

A.  PURPCSE

This chapter defines and describes the various types of audits performed by
the pob audit organizations and relates these audits to other portions of this

Manual that provide greater detail on planning and performng awits and report-
ing audit results.

B. APPLICABILITY

~ The guidance in this chapter applies to the audits performed by all DoD
internal audit, internal review, and mlitary exchange awdit organizations
(hereafter referred to collectively as "pa internal awdit organizations”).
Certain termnol ogy, however, may not apply to every audit organization.

C. STANDARDS AND POLICIES

Each poD internal audit organization shall recognize the broad range of
audits which may be performed and use this information in devel oping a com
prehensive audit plan. Al audits shall be performed consistent with the
“Covernment Auditing Standards” issued by the troller General. of the United
States (reference (c) ); boD Internal Audit Standard Nunber 300 in Chapter 2 of

this Manual, "pod Internal Auditing Standards;” and Chapter 3 of this Manual ,
"adit Concepts .°

D.  CLASSI FI CATI ON oF AUDI ') %

Audits performed by poD internal awdit organizations can be classified
according to:

1. Types of audits set forth in the Goverment Auditing Standards
(reference (c) ).

2. How many DaD Components are | ncluded.

Where the basic requirement for the awdit originated.

3

4, How many |ocations are covered.
b.  \What type entity is covered.

6

Wiere the audit resources are obtai ned.

7. How the audited operations are funded.

8. \Wether the audit was specifically programed for a followup review.
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E.  TYPES ESTABLISHED | N THE GOVERWMENT AUDI Tl NG STANDARDS

“Chapter 2 of the Governnent Auditing Standards é.reference (c)) classifies
?uijits as being financial audits or performance audits and defines each type as
ol | ows:

1. Financial Auwdits. These audits i nclude financial statement and financi al
rel ated audits.

a. Financial. Statenent Audits. Financial statement audits determine
whet her the Tinancial statements of an audited entity present fairly the fin-
ancial position, results of operations, and cash f |&sor changes in financial
POS”'OU i n accordance with generally acceFt ed accounting principles, and whether

he entity has conplied with laws and regulations for those transactions and
events that may have a material effect on the financial statements.

o b. Financial Related Audits. Financial related audits include deter-
mning whether financial reports and related itenms such as el ements, accounts,

or funds are fairly presented; whether financial information i S presented in
accordance with established or stated criteria; and whether the entity has
adhered to specific financial compliance reqw renents. Financial related audits
may include audits of: segments of financial statements; financial infornation;
reports and schedul es on financial matters; contracts; grants; internal control
systems and structure over accounting, financial reporting, and transaction

processi ng; ter-based systens; financial systems; and fraudul ent activities
related to any of those areas.

2. Performance Audits. Performance audits include economy and efficiency
and program audits.

~a. Economy and Efficiency Audits. Economy and efficiency audits include
det erm ni ng whether the entify IS acquiring, protecting, and using its resources
(such as personnel, property, and space) economically and efficiently; the causes
of inefficiencies or uneconomical practices; and uhet her the entity has complied
with |aws and regulations concerning nmatters of economy and effimenc?/. Economy
and efficiency audits may, for exanple, consider whether the entity is followng
sound procurement practices; is acquiring the appropriate type, quality, and
amount Of resources when needed at the |owest cost; IS properly protecting and
maintaining 1ts resources; is avoiding duplication of effort by enployees and
work that serves little or no purpose;is avoi di n(_:L | dl eness and overstaffing; is
using efficient operating procedures; is using the mninumanount of resources in
producing or delivering the appropriate quantity and ﬂual|ty of goods or services
In a timely manner; is conplying with requirenents of |laws and re?ul ations that
could significantly affect the acquisition, protection, and use of the entity's
resources; and has an adequate system of neasuring and reporting perfornmance on
econamy and efficiency.

_ b. Program Audits. Program audits include deternininP the extent to
whi ch the desired resulfs or benefits established by the legislature or other
authorizing body are being achieved; the ef festiveness of organizations,
programs, activities, or functions; and whether the entity has complied Wth |aws
and regul ations applicable to the program Programaudits nmay, for exanple,
assess whether the objectives of a proposed, new, or ongoing programare proper ,
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suitable, or relevant; determne the extent to which a program achieves a desired
| evel of programresults; assess the ef f activeness of the program and/or of indi-
vidual program conmponents; identify factors inhibiting satisfactory performnce;
determne whet her management has considered alternatives for carrying out the
program that m ght ty| el d desired results more effectively or at a | ower cost;
determ ne whether the program complements, duplicates, overlaps, or conflicts

Wi th other related progranms; identify ways of making programs work better; assess
campliance W th | aws and regulations applicable to the program and assess the
adequacy of management’s systemfor measuring and reporting ef f activeness.

F. NuMBER OF DOD coMpoMENTS INCLUDED | N THE AUDI T

Audits are classified as to whether coverage is restricted to one DoD
Component O wWhet her several DaD Components are | nvol ved.

1. Single Service Audit. This type of audit is confined to a single
Mlitary Servioe (for purposes of this chapter defined as the Departments of
Defense, Arny, Navy, and Air Force) .

2. Interservice Audit. An interservice awdit iS an audit of DoD policies,
procedures, and operations that can best be accomplished b?/ a single audit team.
These audits are generally not [imted to the evaluation of a Mlitary Service’s
campliance W th an established ped policy, but evaluate whether such policy has
been properly devel 0|oed and i s appropriate to current circunmstances. Inter-
service audits may al so compare the inplementation of pod policy in the various
Mlitary Services to determne if one does it better than another. The audit
obj ectives shall be directed toward a DCD-w de eval uation and not be [imted to
an audit of a single MIlitary Service. Interservice audits also address areas
that cut across Mlitary Service lines that can best be evaluated by a single
adit team

3.DaD-Wide Audit. DoD-w de audits are defined as audits of major Do
prograns, systens, and functions performed jointly by the b central internal
audit organi zations. The principal difference between an interservice audit and
a DoD-wide audit is that the latter is conducted by nultiple teams under the
overal | guidance of a designated audit agency. A DOD-wide audit would normally
have as Its objective the evaluation of whether a stated pob policy is bei ng
effectively and efficiently followed. The DeD-wide audits are characterized b
a limted set of audit objectives. Coordination and timng are the critical
factors. The essential ingredients of a DoD-wide audit are preparation of a
general. set of audit objectives equal |y applicable to all Mlitary Services,
scheduling the audit for execution by the cognizant ped central. internal audit
organi zations around the sane tine, and sunmarization of results for paD and
MTlitary Services’ managenment. Policy dgui dance, procedures, and responsibility
for |;ol anning and performng DOD-w de audits are set forth in Chapter 18°of this
Manual , “DOD-Wde Awdit Process. ”

G Basic REQUI REMENT ror THE AUDI T

“An audit can be classified by identifying where the basic requirement for the
audit originated.
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1. Mandatory. Statutory and regulatory requirements prescribe that certain
audits be pertormed. These requirements nay emanate fran such sources as
Congress, Off ice of Management and Budget (aB) , U S. General Accounting Ofice
(GAOQ), Secretary of Defense, or the Secretaries of the Mlitary Departnents.

2. ldentified by the Audit Organization (Self-Initiated). Mst proposals
for audiT are developed by tThe audi T organizafions g|y|nP.conS|derat|on 0
factors such as adequacy of internal controls; susceptibility to fraud, waste,
or abuse; newness, changed conditions, or’ sensitivity; dollar magnitude; audits
by others; results of other evaluations; availabilit?{_ of audit resources; and
oEeratmnaI results. In devel opi n]q proposals for this type of audit, suggesuons
should be solicited f ran all [evels of management and personnel inside and out-
side the organization. Detailed policies and procedures for determini nP what
audits are to he performed are contained in Chapter 5 of this Mnual, “Planning.

3. Management or Congressional Requests. Audit work generat ed from requests
by managenent officials at all Tevels shall be accomodated to the greatest
extent possible after audit priorities and availability of audit resources are
ful |y considered. Criteria to be met are set forth in Chapter 8 of this Mnual .,
“Performng Audits. " Audits may also be generated to respond to congressional
requests for information.

4. Hotline Referrals. Audits may be initiated specif ically to exam ne
al | egations made through the eo, oo, or Mlitary Departnent hotlines.

H NUMBER OF LOCATIONS

Audits can be classified as to how many |ocations are included.

1. Multilocation Audit. an audit of an organization, program system or
other entity perforned at two or more |ocations under the centralized direction
of an audit control point.

2. single Location Audit. An awdit of an organization, program system or
other entity performed at a single |ocation.

. TYPE ¢ ENTITY

The entity selected for awdit may be an organization, program system or
other type of entity.

1. Oganizations. This type of audit covers an entire organization.

2. Programs. ThiS type of audit covers a group of related policies,

procedures, systems, and areas designed to accomplish predeterm ned and specific
organi zational goals. A Pro%r_am may be synonynous with one of the functions
listed in Chapter 16 of this Minual, "ReportingAudit Time "™ Exanples are
construction progranms, depot Maintenance programs, civilian pay programs, etc.

3. systens. This type of audit covers a series of manual or autanated
steps Of processes by which transactions are recognized, authorized, classified,
recorded, summarized, and reported. There are various types of systens, such as

accounting systems, dishursing systens, supply systens, etc.
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4, Qther Entities. In many cases, it is not aﬁpropr_iate to audit a complete
organi zation , program or system In these cases, the audit generally covers a
portion of an organization, program or system

Addi tional information relative to planning for these types of audits is
contained in Chapter 5 of this Mnual, “Planning. "

J. SOURCE OF AUDI T RESOURCES

An audit may be performed using audit resources that are either permanently
or tenporarily assigned to an audit site during the audit.

1. Residency Audit. This audit is staffed with audit personnel permanently
assigned to the audit site.

2. M\obile Audit. This audit i S staffed With audit personnel pernmanently
assigned to another location but tenporarily assigned to the audit site (or audit
sites for multilocation audits) during the audit.

K TYPE COF FUNDS

This classification differentiates between audits of entities financed wth
appropriated funds and those financed f ran other sources.

1. Appropriated Funds. Funds authorized by the Congress for specified
pur poses agarnst which obligations may be incurred and subsequent expenditures
made. These include operating funds, 1nvestnent funds, and research funds.

2. Nonappropriated Funds. Cash and other assets received by nonappropriated
fund instrunentalities f ram Sources other than congressional appropriations,
primarily from the sale of goods and services to poo mlitary, mlitary famly
menbers, and authorized civilians.

3. Rewolving Funds. Stock funds, industrial funds, etc., originally
aut hori zed by the Congress for specific purposes wth expenditures replenished
f ran appropriated funds, nonappropriated funds, other revolving funds, foreign
receivables, etc.

L. LEVEL OF EFFORT DEDI CATED TO FOLLOWIP

“An audit can be classified based on whether required followsp ON recommen-
dations in prior reports is performed as a routine part of an audit or whether an
audit’s sole objective is to follow up on prior recommendations. |n both cases,
auditors shall coordinate wth Canponent followup Officials to determne the
status of agreed-upon recommendations on prior audit reports as documented in
followup files.

1. Regular Audit. Insofar as it iS consistent W th the objectives of
the present audit, T ollowp IS to be performed to determne if appropriate
corrective action was taken on r ecommendations i n prior reports issued by DD
audit or inspection organizations and the GAOQ, and whether any of the conditions

cited in the prior reports still exist. This requirement is stated in Chapter 8
of this Mnual, “Performng Audits. ”
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2. Foilowup Audit. This type of audit is solely focused on deternining
whet her appropriate corrective action has been taken on recommendations in a
specific prior audit report and whether the previously reported condition has
been corrected.
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DoD 7600.7-M

CHAPTER 8

PERFORMING AUDI TS

A. PURPOSE

This chapter provides policy and guidance on the various stages of performng
an audit (planning, survey, verification, and reporting) . It also prescribes
policies wth respect to other activities associated with an audit, including:
audi t - by- obj ectives; supervision; access to records; relations wth nanagement;
internal controls; and measurement of potential benefits f rom audits.

B. APPLICABILITY

Unl ess otherw se specified, the provisions of this chapter are mandatory for
all poD internal audit and internal review organizations, including the audit
organi zations of the mlitary exchange systens (hereafter referred to collec-
tively as “DoD internal audit organizations”) .

C. sTANDARDS AND PCOLI Cl ES

Audits are made primarily to help managenent arrive at solutions to problens
and devise better ways to do business. If this objective is to be achieved,
audits nmust be planned and conducted in a |ogical and methodical way and nust
conformto auditing standards i ssued by the Conptroller General of the United
States, as inplenmented by the Inspector General, Departnent of Defense (16, DoD) .

1. Auditing Standards. Dob auditing standards 410, 420, 430, 440, 450, 460,
470, and 480 apply. These standards may be found in Chapter 2 of this Mnual,
and sone are anplified in this chapter.

2. Stages of Audit. Audits performed by the DoD internal audit organi -
zations generally dprogress through four separate stages—pl anning, survey,
verification/f ield work, and reporting. The anount of time spent on any one
phase will vary substantially based on the size and nature of the audit. How
ever, a formal, conscious decision must be made before going f rom the planning
phase to the survey phase, and f rom the survey phase to the verification/field
wor k phase.

3. Access to Records. In accordance with pob Directive 7600.2 (reference
(k) ) , auditors, if properly cleared, are entitled to all records needed to

accamplish an announced audit objective, and shall insist on quickly obtaining
requested records unless a formal denial is processed by the head of a Do

Component. For 0IG, DoD, auditors, that denial nust come from the Secretary of
Defense.

-4 Audit-by-Objectives. The audit-Dby-objectives approach shall be followed
in planning and performng each audit.

5. Planning and Supervision. Each audit shall be planned and supervised
ef fectively.
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6. Audit Program. A witten audit programshall be prepared based on the
results of survey work and shall be used for each audit.

7. Audit Results. Auditors shall collect, anal yze, interpret, and dccunment
Information to accomplish the audit ob jectives and to supporttheaudit results.

8. Internal Controls. A study and evaluation shall be made of the internal
control systemapplicable to the organization, program activity, or function to
plan the audit and to determne the nature, timng, and extent of tests to be
per f or ned.

9. Computer Based Systems. For performance audits, auditors shall conduct a
review of the systems’ general and application controls when the reliability of a
computer- based systemis the primary objective of the audit.

10. Legal and Regulatory Requirements. An assessment shal|l be made of
conpliance wth applicable requirements of |laws and inplementing regulations
when necessary to satisfy the audit objectives.

11. Fraud and Abuse. Auditors shall be alert to situations or transactions
that could be indicative of fraud, abuse, or illegal acts and expenditures and,
I f such evidence exists, extend audit procedures to identify the ef feet on an
entity's financial statements, operations , or programs. Mbre specific guidance

on preventing, detecti n?, and reporting fraud and illegal acts is contained in
Chapter 15 of this Manual.

12.  Followup. Due professional care includes followsp on known findings and
recommendations fran previous audits completed Wthin the past 5 years that coul d
have an effect on the current audit objectives to determ ne whether prompt and
appropriate corrective actions have been taken. Management of the audited entity
Is primarily responsible for directing and completing acti on on recommendati ons.
Al so, specific followup prograns and followup officials are designated for inter-
nal DoD and GAO audit reports. After coordination wth the cognizant followup
of f icials and use of the results of additional audit tests, the audit report
shoul d disclose the complete status of prior f indings and r ecommendations. The
report shoul d enphasize known but uncorrected significant or material findings
andr ecommendations from prior audits that affect the current audit objective.

13. Potential Benefits. Auditors shall estimate potential benefits, both
nmonet ary and nommonetary, associated with the conditions disclosed by audit and
the recommended corrective actions; report nonetary and nonnonetary benefits in
the audit report; and accumul ate and report statistical data on monetary benefits
I n accordance with appropriate instructions and directives.

D. PLANNING PHASE

The planning phase of an individual audit involves the selection of appro-
priate subjects for examnation and prelimnary research/review. During this
phase, audit objectives (i.e., what the audit is to accomplish, the specific
audit subject, and performance aspects) are determned. Preceding the planning
of individual audits is the devel opment of an overall audit plan.

1. Annual Audit Plan. Quidance on devel oping the annual audit planis
presented in Chapter 5, Part IIl, of this Munual.

8-2



2. Special Muriagement Requests. Cccasionally, managenent may request
auditing service from a DoD internal audit organization that is not normally
avai lable to themduring regularly schedul ed audits, and may also request only
limted distribution of the audit report and deviation f ran the normal followp
procedures. Such requests would generally be of an urgent or unusual nature and
coul d not be anticipated in the annual audit plan where other nanagenent requests
may be schedul ed. Special requests may recogni ze that awdit organi zations can
perform services other than audits as authorized by Governnment Auditing Standards
(reference (¢) ). The following subparagraphs describe the procedures to be
followed i n responding to special requests. The restrictions on the special
requests, huwever, do mot apply to suggestions f ran management used in devel oping
the annual audit plan and for which the audit reports are subject to nornal
distribution and followup.

a. Acceptance of Requests. The nature of requests for special audits
may preclude their itnclusion in the annual audit plan. Therefore, such requests
maY e accepted fram managenent by the Do internal audit organization if the
follomng criteria are net:

(1) Request is in witing, clearly defines the problem to be

adczrfessed, and expl ai ns why the problem cannot be resolved by the nmanager’s
starr .

(2) Request is for an audit that requires professional capability
and resources not available f ran the manager's staff or f ran other assistance or
| nvestigative groups responsible for providing special services to the manager.

(3) Requested audit does not duplicate an audit or a portion of an

audit already I n process or scheduled during the current fiscal year or in the
near future.

_ _ (4)  Request is not for audit work where f raud, crimnal conduct, or
violation of law is known or suspected.

85 Time spent on requests fram management for special audits does
not exceed 10 percent of the direct auditor days available to a DoD internal
audit organization in a fiscal year. This ceiling is considered appropriate for
coverage of unusual or urgent nanagenent requests. Normally, nost management
concerns would be included in the annual audit plan and completed on a schedul ed
basis, or otherw se satisfied using regular reporting procedures.

(6) Request audit is to obtain an independent opinion that otherw se
woul d not be available to the requesting activity.

b. Performance of Special Managenent Requests. Normal procedures shall
be used in performng the audit, except that the audit report usually wll be
Issued only to the requesting official. However, the head of the audit organiza-
tion shall reserve the right to issue an audit report requiring normal followup
and distribution if considered appropriate. Normal f ollowup and distribution
shoul d always be required if the head of the audit organization determnes that
recommendations are to be made to officials other than the requesting official.
Workpapers generated under the manager’s request programw || be retained by
the audit organization. |f fraud or illegal activity is identified, procedures
Identified in Chapter 15 of this Manual apply.
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c. Followr. Reports generated under the manager’'s request program wl|
not generally be subject to f ollowup under the nornmal DD audit followup process
and, for this reason, Wl not be reported in accordance with DaD Directive
7650.3 (reference (p) ). Because reports generated fram special requests shoul d
generally be held to a mninum wthin 1 year after issuance of a report contain-
Ing significant findings, the audit organization shall evaluate whether the audit
results have been utilized effectively by management. |f the head of the audit

organi zation determnes that it is nore appropriate to issue an audit report
requiring normal followup and distribution, then the provisions of reference (p)

appl y.
E.  SURVEY PHASE

1. Approach. The information needed for the survey varies wth the audit
objectives and the entity to be audited. Enphasis shall be given to identifying
the primary audit objectives and designing an audit approach that wi || maximize
audit ef f activeness. An effective survey normally includes:

a. Establishing or redefining audit objectives and scope of work,
including audit site selection, and determ ning nethodol ogy.

h. ldentifying criteria for assessing performance (where applicable).
c. @Gathering background information about the activities to be audited.
d. Determning resources necessary to performthe audit.

e. Considering skill and know edge of the personnel staff assigned and
the need for consultants, experts, and specialists.

f.  Commmnicating with all who need to know about the audit.

g. Addressing conpliance wth laws and regul ations and potential abuse
and illegal acts.

h. Visiting the audit site (s) to (1) become famliar with the activity’s
control procedures and operations, (2) identify areas for audit enphasis, and
(3) invite comments and suggestions f ran nmanagenent.

| . Assessing internal controls.

j. Evaluating materiality and/or significance and audit risk of
potential audit findings.

k. Determning how, when, and to whom audit results wll be
communicated.

1. Coordinating W th ot her audit, i nspection, and oversight groups, when
?pproErl?te, regarding work that has been perfornmed in the past or is anticipated
or the future.

m Coordinating wth appropriate f ollowp off icials regarding the status
of management’s corrective actions on prior audit findings and recomendations.
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n. ldentifying potentially significant findings to be developed further
during the audit verification phase.

2. Audit Approval. I nformation gathered during the survey shall be
sumarized and presented to audit nanagers so as to permt a decision on whether
to proceed into the verification phase. The responsibility for this approval
shal | be assigned to a senior managenent official within the audit organi zation
and may vary based on the size and type of audit. Large multilocation audits
shoul d require higher-level approval than small single |ocation audits. Suff i-
cient information must be presented to permt the approving official to make an
intelligent and informed decision.

3. Audit Program. Wen a decision is nade to proceed wth the audit, an
audit programshall be devel oped. The program shall generally include appro-
priate information on background, purpose, nethodol ogy, and scope of audit;
objectives of the audit; definition of terns; special i nstructions; suggested
audit steps; audit procedures; and format and general content of the report to
be issued. Devel opnent of an effective audit program provides a systematic
basis for assigning work to supervisors and staff, allows the audit work to be
segmented f or accomplishment by auditors at nore than one site, and ensures a
ct]:cmnon alpproach Is maintained that, in turn, wll permt effective consolidation
of results.

F. VERIFICATION/FIELD WORK PHASE

- 1. Examining and Evaluating Information. Auditors shall collect, analyze,
Interpret, and document such information as necessary to accamplish the audit
obj ectives and to support the audit results.

a. Information shall be sufficient, competent, and relevant to provide
a sound basis for audit findings and recamendations. “Sufficient” information
refers to the quantity of factual and convincing information needed for a
prudent, i nfornmed person to reach the same conclusions as the auditor.
"Competent” i nformation is reliable and the test attainable through the use of
appropriate audit techniques. “Relevant” information is information that

fsupporr]ts ag_dit findings and recommendations and i s consistent with the objectives
or the audit.

b. Audit procedures, including the testing and sanpling techniques to be
enpl oyed, shall be selected in advance, when practicable, and expanded or altered
i f circunstances warrant. Part |I, Chapter 11 of this Manual, “Statistical
Sampling ,* (1) generally requires the use of statistical sanpling whenever there
are vol um nous numbers of transactions to be examned and (2) provides policy and
gui dance for using statistical sanpling during DD internal audits.

c. Assist audit requests shall be used to obtain from ot her audit
| ocations the additional information needed to accomplish audit objectives.
Coo‘oeration shal | be pursued so that auditors may use other’s work and avoid
duplicate audit efforts.

_ d. The \orocess of collecting, analyzing, interpreting, and documenting
Information shall be supervised to provide reasonable assurance that audit
objectivity is maintained and audit goals are net.
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e. Arecord of the auditors’ work shall be retained in the form of
wor ki ng papers. Working papers docunent the audit and shall be prepared by the
auditor and reviewed by audit supervisory personnel. Chapter 18 of this Manual
provi des gui dance on the preparation, review, retention, and safeguarding of
wor ki ng papers.

2. Auditing Computer-Based Systens. The auditor shall do the following:

a. Review general controls in data processing systens, to determne
whet her (1) the controls have been designed according to management direction
and known |egal requirenents , and (2) the controls are operating effectively to
provide reliability of, and security over, the data being processed.

b. Review oontrols of installed data processing applications that the
auditor is relying on to assess their reliability in processing data in a tinely,
accurate, and complete manner. Further guidance on auditing computer-based
systenms Is contained in Chapter 9 of this Manual.

3. Detecting Fraud, Abuse, and Illegal Acts. Auditors shall be alert
to situations or transactions that coul d be indicative of fraud, abuse, and
illegal expenditures and acts; and if such evidence exists, extend audit steps
and procedures to identify the effect on the entity’'s financial statenents,
operations, or programs. Chapter 15 of this Manual establishes policy to be
followed in auditing areas susceptible to f raud and illegal acts, and for dealing
wth situations or transactions that indicate such acts may have occurred.

4, Audit Followm,.. EQL the.area being audited, auditors shall follow up on
known findings and recommendations f ran previous audits, usually completed within
the past 5 years, that could have an effect on the current audit objectives. One
purpose of the followup IS to determne whether prampt and appropriate corrective
actions have keen taken on agreed-upon r ecommendations in prior reports issued
by the auditors’ audit organization, other bDoD audit organizations, and the GaO.
Anot her reason is to determne whether the corrective actions were effective in
elimnating the adverse condition. Auditors shall coordinate wth appropriate
followup officials prior to commencing field work in order to revi ew documenta-
tion contained in f ollowsp files on managenments’ reported corrective action.
Results of audit followp shall be reported as required by DOD Directive 7650. 3
(reference (p) ) and subsection H 19, Chapter 12, of this Mnual.

5. Development of Findi ngs and Recommendations. Findings and recommenda-
tions shall be i1dentified as early as possible In the audit. Each finding shall
be sufficiently developed to show criteria, condition, cause, and ef feet, ‘and be
accampanied by appropri ate recommendations. Benefits fram the audit (monetary
and nonmonetary) are to be reported whenever the benefits are due directly to the
audit findings and recommendati ons. Chapter 12 of this Manual di scusses the
devel opnent of findings and reccxmendations. As the audit progresses, potential
findings and recommendations shall be discussed with officials 1n the activity
bei ng audited before being presented in witing.

6. Actions Taken by Minagenent. Managenent shall be given an opportunity
to correct adverse conditions during the audit. Corrective actions taken should
be recogni zed in the audit report and in the audit working paper docunentation
so that the auditors may take credit for corrective actions. Credit should also
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be given for the planned actions that will significantly inprove operations,

including any alternative actions initiated independent of the audit recommen-
dations.

7. Draft Reports. A draft report shall normally be prepared for every
assigmment. [n nost cases, draft reports shall be issued before the exit con-
ference and shall contain only information that has been previously comunicated
to management. The draft report shall be staffed with the officials addressed
I n the recommendations. The purpose of staffing a draft report is to surface
any points that require clarification. Mnagenent shall be asked to coment
specifically on any potential monetary savings or other benefits shown in the
draft report. As a result of the staffing process, appropriate changes shoul d
be made to the report to reflect agreenent on facts, c?%rlfy points that may
be msinterpreted, and renove any unnecessary irritants that woul d preclude
management's acceptance of the report.

8. Exit Conference. An exit conference shall be held with managenent unless
management declines. This is generally the last opportunity before issuing the
final report to ensure accuracy of the reported information and to resolve any
matters that are still in dispute. In those rare instances when an exit confer-
ence precedes the draft report, managenent shall be notified as to when the draft
report will be furnished and shall be infornmed that an additional meeting will be
held, if desired by managenent, upon review of the draft report.

9. Post-Audit Critique. A post-audit critique shall be prepared in those
I nstances where such a critique would be hel pful in planning and perform ng
future audits of the sane or simlar functions or activities. The critique
shal | include (a) suggestions for inproving survey and audit performance,
(b) suggestions for inproving audit approach, and (c) recommendations on the
time and resources needed to accomplish the overall audit objective.

G REPORTING PHASE

A witten audit report shall be prepared for each audit. A statenment shall
be included that the awdit was made in accordance with generally accepted
Government auditing standards or qualified when standards were not f ollowed.
Reporting procedures and policies covering form distribution, tineliness,
contents, and presentation are contained in Chapter 12 of this Mnual.

H  AUDIT-BY-(BJECTIVES

Audit-by-objectives i s an audit managenment technique that requires auditors
to focus on audit objectives throughout the entire audit cycle f rom develop-
ment of the initial idea through the final audit report. This approach shall
be followed on each audit performed by a pab internal audit organization.

Addi tional guidance on this concept is contained in Chapter 3, Section F., of
this Minual .

|. SUPERVISION

1. Need for Supervision. The DoD internal audit organization shall ensure
that audits are supervised properly. Supervision shall be exercised at each
level of the internal audit organization to provide quality control over audit
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assignments. Supervision is a continuing process and includes sufficient interim
checks at each stage of the audit to determne whether audit projects are on
schedul e and are being performed in accordance with plans, so that necessary
adj ustments can be made and the staff kept informed. Appropriate evidence of
suFerV|S|on shal | be documented and retained. The extent of supervision required
| depend on the proficiency and experience of the auditors and the difficulty
of the audit assignment. For audit assignments that have been contracted for
by a DoD Component under the provisions of DOD Directive 7600.9 (reference (q)),
techni cal guidance and periodic oversight reviewremain the responsibility of t he
head of the Dab internal audit organization. Chapter 14 of this Manual provides
policy and guidelines on ef fective supervision asan element of quality control
wthin an audit organization.

2. Nature of Supervision. Supervision includes the following:

a. Providing suitable instructions to subordinates at the beginning of
the audit and approving the audit program

b. Ensuring that the approved audit programis carried out, unless
devi ations are authorized.

~C. Providing work assignnents that are consistent with the abilities and
experience of the assigned staff.

d. Determning that audit objectives are net.

e. Ensuring that the audit is performed in conformance with professional
audi ting standards.

f. Determning that audit working papers adequately support the audit
findings, conclusions, and reports.

g- Ensuring that audit reports are accurate, objective, clear, concise,
constructive, and tinely.

J.  AcCeEss 0 RECORDS

DoD Directive 7600.2 (reference (k)) provides that properly cleared auditors
shall be entitled to full and unrestricted access to all personnel, facilities,
records, reports, data bases, docunments, or other DaD information or material
needed to accamplish an announced audit objective. In performng audits,
auditors shall aggressively follow up on all requests for records and ot her
docunents to ensure that they are obtained on a tinely basis. the head of
a DoD Camponent nmay deny auditors access to the area under his or er control.
In the case of O G Do, auditors, the denial nust cane f ran the Secretary
of Defense. D Directive 7600.2 (reference (k)) and DoD Instruction 7050.3
(reference (r) ) cite the reasons under which a denial nay be made and explain
the procedures to be followed in case of a denial. Procedures for obtaining
information fran the Joint Chiefs of Staff are set forth in “Menorandum of
Under st andi ng Between the Organization of the Joint Chiefs of Staff and the

Inspector General, Departnent of Defense, to Establish Procedures for Processing
Requests for JCS Papers/PIannlng | nf or mat i on” (reference (ccc) )
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K. REIATIONS W TH MANAGEMENT

1. Notif ying Management. Managenment shall be given reasonable advance
notification of an audit. Such notification permts managenent to make necessary
preparations for the audit team 'The advance notification shall include the
purpose and scope of the zudit and the time period dur i ng whi ch the audit is .
to be perfornmed. |n sane instances during the course of an audit, sane unanti -
cipated site visits may be necessary. In such instances, the auditors shall
provi de management with as much advance notice as possible. The requirenment for
advance notif ication does not apply to cash counts or other simlar audits where
surprise is essential to acconplish the audit objectives.

2. Entrance Conference. Auditors shall offer to hold an entrance conference
W th managenent prior to beginning the audit or audit survey, as applicable. At
the conference, managenent shall be infornmed of the purpose, scope, and duration
of the audit, as wel|l as the overall and specific audit objectives. |f manage-
ment declines to hold an entrance neeting, the auditors W || exercise care to
ensure the required information is conveyed in witing.

3. Periodic Briefings. Periodic brief ings shall be provided to management
during the course of the audit. These brief ings are especially important when
the audit progresses f ran one phase to another, when audit work is substantially
curtailed or expanded, or when nunerous visits to the same site are nmade.
Managenment shall be notified in advance of any changes in audit objectives or
estimated tine periods.

4. Exit Conference. An exit conference shall be held with management &fore
I ssuing the T inal report unless managenent declines. Qher conferences may be

necessary during the 60 days follow ng issuance of the report and before the
report is officially referred to the followp activity for followap action or
resolution of unresolved issues.

L. INTERNAL CONTROLS

Managenent S responsible for establishing an effective system of internal
controls. The need to assess internal controls and the focus of that assessment
vary with the objectives of the audit. A study and eval uation shall be made of
the internal control systems applicable to the organization, program activity,
or function under audit. The focus of the auditor’s review of internal controls
my vary wth the type of audit; i.e., financial and perfornmance audits. How-
ever, the basic purpose for evaluating internal controls during audits is always
the sane; namely, to determne the extent to which the auditor can rely on
existing controls when planning the nature, extent, and timng of audit tests
to be applied during the examination and verification phases of the audit. The
review of the systemof internal controls by the auditors can aid in devising
better auditing procedures for evaluating the results of operations or, when
%ﬁpropriate, for formulating an opinion on the fairness of financial statenents.

apter 9 of this Manual contains specific guidance for evaluating general
controls in data processing systems and application controls of installed data
system a|opl I cations. (uidance on review ng managenent inplementation of the
Internal Control Programis contained in Chapter 10 of this Mnual.

8-9



M MEASURI NG POTENTIAL BENEFI TS FRM AUDI T

Information on potential nonetary and nommonetary benefits is used in “various
ways. Including estimates of potential benefits in the audit report gives the
reader a perspective in %\.ﬂging the inportance of the oondition and the recommen-
ded corrective action. The IG, DaD, includes | nformati on on potential monetary
benefit estimates clalinmed by auditors | n semiannual reports to the Congress.
Information on nonetary benefits is also one of the factors considered in eval u-
ating the ef festiveness of audit organi zations. Awditors' estinates are based
on information available at the time of ‘audit. The 1G, Dab, is also required to
report to the Congress on the potential nonetary benefits claimed by auditors
that have been agreed to by management and those w th which managenent has
disagreed. Actual anounts of agreed-upon auditor estimates realized through
managenent’s action are also included in IG, baD, sem annual reports to the
Congress. Actually realized benefits may be affected by changing requirenents,
unforeseen costs, and other subsequent events, and may be greater or |esser than
the initial audit estimates. Enclosure 1 to this chagter sets forth guidelines
for identifying, classifying, and reporting potential benefits f ran audit.

Encl osure 2 provides exanpl es of recommendations that could result in reportable
potential monetary benefits.
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DaD 7600.7-M
Encl osure 1

GUILELINES FOR ILENTIFYING, CLASS| FYI NG AND REPORTI NG
POTENTIAL BENEFITS FROM AUDI T

1. Types of Benefits

a. Potential Mnetary Benefits. Mny of the benefits arising fram
I nternal audits can be expressed In -monetary terns. Examples of such benefits
are shown in enclosure 2 to this chapter. Potential nonetary benefits are
classified as "Funds Put to Better Use” or as “Questioned Cost”, but not both.

(1) Funds Put to Better Use. The vast mgjority of potential
monetary benefits resulting f ran internal audit is in this category. The term
“funds put to better use” means that funds could be used nore efficiently if

management takes action to inplenent and complete the recamendations made by
the audit organization, including:

reductions in outlays;

deobl igation of funds f ran programs or operations;

w thdrawal of interest subsidy costs on |oans or |oan

guar antees, insurance, or bonds;

costs not incurred by inplenenting recomended | nprovenents
related to the operations of the establi*t, a contractor
or grantee;

avol dance of unnecessary expenditures noted in preaward
reviews of contract or grant agreenents; or

any other savings that are specifically identified.

| (2) Questioned Cost. An incurred cost that is questioned by
auditors because of:

- an alleged violation of a provision of a law, regulation,
contract, grant, cooperative agreement, Or ot her agreenent
or document governin% the expenditure of funds;

- a finding that, at the time of the audit, such cost is not
supported by adequate docunmentation; or

-a finding that the expenditure of funds for the intended
Burpose_is unnecessary or unreasonable. (This term would

e applicable only to incurred cost audits such as those
pertaining to defective pricing on defense contracts).

A disallowed cost is a questioned cost that managenent, in a managenent decision,
has sustained or agreed should not be charged to the Governnent.

b. Nomnmonetary Benefits. Many audits/recommendations result in val uable
benefits to a Dab canponent, to the Departnent of Defense, or to the Government,
but cannot be expressed readily in nonetary terns. Such benefits may stemf ran
recomendations relating to operational readiness, equal enployment opportunity,
personnel safety, data accuracy, envirommental programs, organizational
structure, or rehabilitation programs. These benefits would normally be
expressed using the nost appropr iate quantitative measurement in each instance.
For exanple, higher operational readiness could be expressed by increased numbers
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of units neeting readiness standards, while inprovenents in equal enploynent
opportunity could be expressed in terms of increases in the nunbers or
percentages of mnorities or women enployed. Nommonetary benefits can be as
inportant as nonetary benefits. Conducting audits not likely to result in
nonetary benefits should not be sacrificed in favor of audits where the potential
for monetary benefits is greater. The enPhasis shoul d be on doing audits of

| mportance, not just audits that are likely to result in nonetary benefits.

2. Areas of Special Consideration. Some areas present unique problems On
appropriateness and classification of benef its. Those areas are discussed bel ow

a. Military Personnel. Recamendations regarding mlitary personnel
aut hori zations and assignments usually do not affect mlitary end strength.
Those recommendations generally are designed to remedy overstaffing at a
particular location or to require use of civilians instead of mlitary to do a
partbi cular function. Those types of benefits are normally reported as funds put
to better use.

b. Cvilian Personnel. Recommendations sometimes result in reductions
in personnel authorizations for an activity or organization. Cenerally, those
spaces are transferred to other activities or organizations that were
underst affed because of personnel or funding Iimtations. Wile those tﬁpes of
actions wll not result in reduction of overall personnel strength for the

component, the benef its still should be reported as funds put to better use.

c. Material Excesses. Reports often contain recommendations toO
redistribute excess material to satisfy operating requirements or to fill
Inventory shortages. The determination of benefits will depend on what ef feet
the redistribution action would have on current and future acquisition and
hol di ng costs.

(1) Supplies. Audits of supply support activities often identify
stocks that are in excess of prescribed retention |imts. Redistribution of
these stocks to other activities having a current need, instead of attrition in
place, can result in monetary benefits through canceling requisitions or planned
procurenents and avoi ding variable inventory holding costs, which include
storage, obsol escence, and other costs. It may not always be necessary to
I dentify and cancel outstanding requisitions to claim potential benefits when it
IS denonstrated that material excesses exist. The audits, however? nust
denonstrate that the material excesses are demand-supported; i.e., are active
inventory items within the Mlitary Departnment. The rationale for this is an
assunption that demand supported supplies have a high turnover rate and are

regydered within the current year or next 4 years followng the camplet | on of the
audi t.

(a) If the excess stocks are not authorized or qualified for
stockage and the holding activity has no foreseeable future need for the itens,
monetary benefits would generally equate to the value of stock redistribution and
the amount of inventory holding costs avoi ded by removing the itens from storage
and placing theminto use.
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(b) In the case of authorized stockage itens, the determnation
of monetary benefits should weigh the potential reductions in holding and current
acqui sition costs against the cost to the holding activity of repIaC|n% t hese
stocks in the future. Stocks which exceed computed econamic retention [imts are
not considered economical to retain. |f on-hand Stocks exceed computedeconomic
retention |evels and are not being held for any other purFose, redistributing
the stocks to satisfy current requirements woul d generallyresult i n monetary
benefits equal to the value of the stocks redistributed. Although the holding
activity may have to replace these itens in a future year, the replacement costs
would be offset by reductions in holding costs. when retention [imts are not
computed ON an economic item b{-item basis, the determnation of monetary bene-
fits fran redistributing stocks that exceed prescribed retention |[imts should
consider how long it would take to use the stocks in place, and Whether potential
;eductions in holding costs would offset the costs to replace the itens in the
uture.

(c) Another situation involves activities that continue to
order stocks and to maintain an excess inventory. A recammendation to reduce
ordering would result in funds put to better use if it can be assured that the
activity would have continued to order and maintain an excess position.

(2) Equipment. Most M| Or equipment items in the pab Mlitary
Departnments and Agencies are centrally funded, procured, and managed at the
Department or Agency l|evel. Procurement decisions are made at the Mlitary
Departnment | evel based on the worl dw de asset position. Those equipment itens
are accounted for on property books at the user’s level and are also a part of
the centrally managed worldw de asset position. [|f procurement is based on the
total Department or Agency asset position, a redistribution of local. excess may
not affect the net requirements or procurement decisions. Such distributions may
improve productivity or readiness through inproved use of available assets. |f
the excess itens were al so unrecorded assets (not on an accountable record), the
recording of the asset could result in funds being put to better use if it would
increase the total recorded asset position and, thus, affect procurement deci -
sions. Unlike excess stocks of material, however, it is not enough just to
demonstrate that equipment excesses are demand-supported. An assunption can-
not be made that equipment itens are high turnover itens that are likely to be
procured frequently; i.e. , during the current year and the next 5 years fram the
date of the audit. It would be necessary for the audit to denonstrate the effect
excess equipment Wi || have on ongoing or planned procurement to claimthe poten-
tial benefit, i.e., corresponding budget information must be included in the
process.

_ (3) If a recommendation IS nade to defer the procurenment of supplies
or an itemof equipment, the def emment should be for at |east 2 years to take
credit for a nonetary benefit.

d. Mlitary Departnent or agency Construction Projects. Funds for
mlitary construction projects by the Departments or Agencies are approved by
the Congress on a project line itembasis. Wen recommendations are nade to
reduce in scope or cancel an approved, f unded mlitary construction project, a
benefit in the category of f unds put to better use may be claimed. Benef its
resulting fram recommendations for the cancellation of unfunded construction
projects would also be reported as funds put to better use so long as it can be
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assumed that the projects otherw se woul d have peen funded. The amount cl ai ned
for the unfunded construction project should adhere as closely as possible to
conput ation procedures discussed in paragraph 4 of this enclosure; that is, not
exceed a 6-year period. (This exception applies only to construction projects.
For other types of projects, there nust be evidence of planned procurenment and
pl anned funding. )

e. Nonappropriated Funds. Benefits identified to nonappropriated funds,
including the mlitary exchange organizations, shall be claimed following t he
cr iter is-presented inthi’ chapter. Care nust be exercised to ensure that those
benefits are properly described in audit reports so as not to imply that the
benefits invol ve appropriated funds when that is not the case.

f. Benefits Involving O her Activities. Audit work at one DaD Depart-
nment or Agency may result In benefits at another Department or Agency within the
Department of Defense or to the Federal Government overall. Those types of bene-
fits may be claimed in connection with the report for the audit that produced the
savings followng the criteria presented in this chapter. The facts concerning
such situations should be clearly described in the audit report. Reportable
benefits nust result in a net benefit to the Department of Defense or to the
Federal Covernnent overall. For exanple, a reportable benefit would result when
a recommendation t0 a DoD Component results in a refund to the U S. Treasury.

Col I ections or reinbursenments f ran other Federal organizations to a DoD Component
are reportable if they result in a net benefit f rom a DoD perspective. Intra-
Def ense col | ections or reinbursements which result in “wash” transactions wthin
the Department of Defense are not reportable.

g . Statistical sampling. The use of statistical sanpling to project
potential nonetary benefits IS encouraged. When those methods are used in
performng an audit, benefits are normally reported wthin a certain range or
at @ mdpoint wthin the range. Under most circumstances, statistical reporting
of nmonetary benefits should be based on the mdpoint. On an exception basis,
use of a one-sided projection is authorized to ensure the nost efficient use of
audit resources. A one-sided projection may be nore appropriate in cases where
obtaining mdpoint projection wthin an acceptable range requires substantially
nmore audit effort than a one-sided projection. However, under no circumstances
Wl an amount in excess of the mdpoint be reported. Projections shall be
limted to the sanpled universe. Sanple results in one universe shall not be
used to project nmonetary benefits to other universes.

h. 1ndefinite Recommendations. Recommendations to “consider, " “reeval u-
ate, " or “nmake a study" are weak recammendati ons and. exgeot in unusual circum-
stances, should not be made. However, i f such recommendations are nade, any
rlel at eccii nonetary benefits would normally be too unpredictable to be estimted and
cl ai med.

1. Denligation of Funds. So long as funds can be reprogramed, they can
be claimed; 1.e., unexpired, or [apsed funds transferred to (merged into) an “M
account. Unliquidated O IiPations under an appropriation are nmerged at the end
of the second full fiscal year follow ng expiration. The “M account renains
avai | able for the paynent of unliquidated obligations charged to various-year

appropriation accounts. Reprogranmmed funds are considered “funds put to a better
use. '
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j. Independent Audit Verification. The validity of potential nonetary
benefits nust be ascertained independently by the auditors before the benefits
can formally be claimed and included in the report of audit; that is, the

auditors shall not accept an estimated anount provided by nanagenent W thout an
| ndependent validation as part of the audit process.

3. ldentification of Benefits. During audits, auditors shall determne the
potential monetary benefits or nonmonetary benefits that could result fran audit
f indings and recammendations. Those deterninations should be made early in the
audit to allow time to reasonably neasure potential benefits. Each
recommendation in a draft or a final audit report should be considered in the
foll owng terns:

a. Wat potential benefits could result in future years if nmanagement
t akes the recommended action? Are the claimed benefits “lost opportunities”
only?

b. Are the potential benefits monetary Or nonmonetary?

c. Are the potential nonetary benefits reasonably measurable? I|s there
evi dence of ongoing or planned procurements in the Approved Defense Program the
DoD Program Deci Si on Memorandum, or the Program Objective Menorandum (PCM) |
V\hllchéaver s nost current, that would be affected? each docunent covers a 6-year
peri od.

d. Does the report itself support the benefits? Did the auditors
independently arrive at the conclusions reached?

e. Are there readily identifiable offset costs? If so, have they been
deducted in computing the net potential nmonetary benefit?

f. If there wll be a nmonetary benefit but the anount is too unpre-
dictable t0 be estimated, is the anount properly reported as “indeterm nable”/
" immeasurable?”

g. WIIl the potential benefits claimed in the audit report result fran
taking action on specific situations and recamendations included in the same
report?

4.  Computation of Monetary Benefits. Benef itS f ran internal audits shall
be computed Whenever the benefits are due directly to the audit recommendations;
| .e., the benefits claimed can be expected to result once managenent completes
recomended actions. Benefits shall be computed i n a reasonable manner. O fset
costs include all direct or indirect costs that wll be incurred in inplementing
the action that wll result in the monetary benefit.

a. Many recommendations produce only a one-time benefit. Exanples woul d
be reduction in requisitioning oh jectives, return of funds erroneously paid out,
or reductions of materiel requirenents. There are instances when a one-tine
managenment action will result in benefits affecting several identifiable fiscal
years, such as canceling plans to acquire najor itens of equipment over a number
of years or leasing rather than purchasing autamatic data processing equipnent.
Certal n recommendations result in recurring annual. benefits that continue for an

Indefinite period of tinme. Exanples would be reductions in payrolls and ot her
operating expenses.
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b. Amounts claimed for both onetine and annual benefits may be based on
budget projections. For both types of benefits, the anpunts that may be claimed
are limted to a 6-year period covered by the most current P, bcp Program
Deci sion Menmorandum or Approved Defense Program Previously, annual benefits
were limted to a |-year period in sem annual IG submssions to the Congress.

5. Reporting Benefits

a. Audit Reports

gl) Audit reports shall indicate the amount of nonetary or non-
monetary benefits that wll accrue if the recommendations are inplemented. The
report shall contain a complete description of each nonetary benefit, either in
t he findings Or as an attachment, to ensure that the reader understands the
nature of the benefit and the basis upon which it was determned. The
appropriation account and year of funds affected should be determned whenever
possi bl e and included in the nonetary benefits description to aid managenment in
t aki ng corrective measures.

(2) Auditors should reach agreenent wth managenent on the reason-
abl eness of potential benefits cited in the report and document t he agreement
in vvr_it_in?. Management is required by poD Directive 7650.3 (reference (P)) to
specifically review and comment on the reasonabl eness of auditor-estimated poten-
tral benefits as part of its review of draft reports. |f managenent does not
specifically coment when responding to the draft report, management nust again
k asked to comment on the potential benefits in a response to the final report
and before the report goes to the audit followup activity. |f nmanagenent
nonconcurs W th the auditors’ estimate of the potential benefits, the amount nay
still be reported if, in the auditors’ judgment, the estimte is valid and
nmanagenent’ s comments have been careful ly considered. The nmatter nust be
resol ved through the procedures specified in reference (p).

(3) Auditor estimates of potential monetary benefits arrived at
through statistical sampling methods are subject to the same provisions of
reference (p) as are benefits based on other estimating procedures. |f manage-
nment does not agree to estimates of potential benefits based on statistical
sampl i ng because the sanples did not allow management to identify specifically
the organizational entities that would realize the benefits, the auditors shall
try to gain managenent’s agreement wWith respect to corrective actions required
and the validity of the sanple on which an estinate of monetary benefits was
basal . \Wen this situation occurs, the auditors may report the potential mone-
tary benefit. The inherent accuracy of a projection based on a nmethodol ogically
sound statistical sanple may be accepted if the auditors can attain nmanagenent
agreeement on the underlying causes for the problems. The audit followup activity
would verify that managenent has inplenmented the recommendations i n accordance
W th audit resolution procedures. Auditor estimates of potential nonetary
benefits based on statistical sanpling procedures are subject to the same
provisions of DaD Directive 7650.3 (reference (p)) regarding the nmanagenent
comment/decision process as are estimates of nonetary benefits based on ot her
estimting procedures.

(4) If during the audit, discussions with nanagenent result in

changes and improvements | N managenent operations resulting In potential nonetary
benefits before the audit report is issued, a record of those discussions shoul d
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be part of working paper documentation if the auditors plan to claimthat
nonetary benefits were realized based on their awdit work. A record of the

di scussions which resulted in the potential benefits should al so be included in
the audit report; i.e., evidence to show that managenment took corrective action
as a result of the audit.

(5) Before the f inal audit report i s issued, each potential nonetary
benefit shall be reviewed by an independent party within the audit organization
who was not directly responsible for the audit. The purpose of this reviewis
to ensure consistency of treatment in accumulating categorizing, and reporting
monetary benefits.

b. Statistical Reports. Data collection instructions issued by the
| G DaD, include guidance tor reporting statistical data on potential nonetary
benefits for the Semiannual Report to the Congress. The guidance is contained
in pob Directive 7650.3 (reference (p)) , and pob Instruction 7750.6 (reference

(s) )

6. Mintenance of Records

a. Establishment. A record of potential benefits shall be established
for each audit by the tine the draft audit report is issued. That record shall
show for each recommendation in the audit report:

(1) The amount of potential nonetary benefits classified either as
funds put to better use or as questioned cost. |f nonet ar y benefits wll accrue

f rom a recommendation, but the amount is “ indetermnable’/"i measurable, ” that
fact should be noted on the record wth an explanation of how the determ nation

was made.

(2) The functional category of each monetary benefit. The func-
tional category codes described in Chapter 16 of this Minual for use In reporting
auditor time are also incorporated into pob Instruction 7750.6 (reference (s) )
for purposes of categorizing potential nonetary benefits clained by auditors.
Benefits shoul d be categorized in the nost appropriate function if nore than one
functional category is applicable.

(3) A description of significant nonmonetary potential benefits.

b. Details on Computation. The record shall be supported by an attach-
ment that clorow des specific detalils on how each potential monetary benefit was
computed and any exceptions taken by management. Any changes agreed to during
staffing and discussions of the draft audit report should be made to the report
and attachnents.

c. Distribution to Foilowp Activity. A copy of the record of potential
monetary benefits and the supporting attachment, al ong W th managenent comments
In response to the auditor-claimed benefits, shall be furnished to the activity
responsible for nediation and/or followup On the audit report.

~d. Coperation wth Management. Management Often uses information on
potential monetary benefits in the budget formulation process. Audit orgam -
zations shall cooperate fully in making such information available to budget
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personnel, including identifying applicable budget appropriations affected by the
benefits, if known. However, potential benefits based on statistical sanpling
may present a special case. If the auditors and the activity audited agree

that benefits wll result but are unable to validate benefits by identifying
organi zational entities which would realize the benefits, the auditors may still
claimand report the benefits. Auditors should ensure that benefits based on
statistical sanFI Ing that cannot be validated are appropriately identified to
budget personnel so the activity audited is not unduly subjected to inappropriate
or unfair budget reductions. Utinately, however, a decision on whether or not a
budget adjustnment is nmade rests with the DoD Component head.

e. Monetary Benefits Achieved. The auditors shall obtain statistical
data f rom the audit followup activity on the benefits achieved for comparison
wWth benefits estimated on a report by report basis. This informationwl|
enable the auditors to learn the final outcome of their audit efforts and to plan
for future audit coverage.
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Do 7600. 7-M
Encl osure 2

EXAMPLES OF RECOMMENDATIONS THAT COULD RESULT
| N REPORTABLE POTENTIAL
MONETARY BENEFI TS 1/

Procurenent - Inventory Control Activities

Use competitive i nstead of sole source procurenent procedures when awarding
contracts in the future.

Procurenment - O her

Reduce the ‘ol anned expansion of production base that exceeds the capacity of end
| tem assembly facilities.

Contract Adm nistration

Recoup paynments made to contractors for unsatisfactory or defective work or work
not done, not needed, not conpleted, etc.

Mai nt enance and Repair of Equipment

Repai r economically reparable itens instead of disposing of them.

Rebui | d and Overhaul of Equipment

Curtail overhaul of equipment items that, when put into serviceable condition,
woul d be excess to requirements; that is, when no additional requirenents or
pl anned acqui sition of the equipment exist.

Manuf acturing and Production

Assenbl e items inhouse when it IS nore economical than fabrication by a
contractor.

supply Qperations - \Wol esal e

Delete the need to acquire npjor items of equipment to replace itens expected to
be removed from the supply system when experience shows replacements for washouts
are not needed.

MIlitary Personnel Management

Reduce training when graduates very seldam, if ever, use the skill attained after
graduat i on.

1/ This is a [ist of examples and is not intended to be a complete |ist of
recammendations that result in reportable nonetary savings.
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Real and Installed Property

Di scontinue paying a 10 percent value-added tax on electricity costs for |eased
fam |y housing complexes When the U S. Forces are exenpt f ran such taxes.

Cl ose unneeded facilities through consolidation with existing facilities.
Adj ust service contracts to conpensate for reduction in scope of work.

Inprove tineliness of making assignments ‘of vacant famly quarters to elimnate
or reduce the need for off-post housing and subsi stence.

Cancel schedul ed maintenance and repair for buildings scheduled to be denolished.

Construction

Cancel approved and funded construction projects no |onger needed.

Tr ansportation

Acquire aviation fuel at peD facilities or through ped into-plane refueling
contracts, rather than civilian airports.

Use Government Bills of Lading for shipping household goods, rather than the nore
costly direct procurenment method.

Mlitary Pay and Benefits

Recoup nonies inproperly paid to National Cuard personnel for unattended drills.
Recoup ronies inproperly paid to active cuuponent personnel eligible to receive
speci al allowances.

Cvilian Pay and Benefits

Strengthen payroll procedures to nmake sure that requests for overtime and holiday
work are fully justified.

O her Comptroller Functi ons

| npl ement procedures to ensure that vendors’ invoices are schedul ed for paynment
as close as admnistratively possible to the due date.

Reduce cash on hand needed for day-to-day operations to a minimm to avoid
unnecessary interest costs.

Recoup nonrecurring costs on sales of mlitary equipment to foreign or other
custaners.

Recoup part of investnment in ADP equipment used primarily to support the Foreign
Mlitary Sales Program

Support Servi ces

| npl ement an effective work management systemto reduce commssary |abor costs.

8- 2-2



Health Care

Terminate contracts with civilian physicians when alternate neans (mlitary
physi cians) of providing medical care are |ess costly.

Foreign Mlitary Sales

Recoup undercharged amounts on work orders. Correctly apply contract
administration surcharges on all contracts.
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CHAPTER 9

AUDI TI NG COMPUTER-BASED SYSTEMS

A. PURPOSE

This chapter prescribes policy and guidance for auditing canputer-based
systems in operation or under developnment, relying on evidence f ran computer-
based systens, and devel oping and maintaining a computer auwdit capability.

B. APPLICABILITY

The audit policies and standards in Sections E. and F. are mandatory for all
DD internal audit, internal review, and nonappropriated fund audit organizations
(hereafter referred to collectively as “internal audit organizations”) . The
[ emai ni ng% sections of this chapter provide guidelines for successful inplenmen-
tation of the applicable policies and standard.

C. DEFINITIONS

Computer Auditing and Autamated Data Processing (ame) Auditing. These terns
are used Interchangeably. An ADP audit focuses on auditing the computer-based
system as opposed t0 USing the computer Solely as an audit tool in selecting
sanpl es or analyzing data in computerized i nformation bases. An AP audit may
be an evaluation of the managenent of a data processing installation or an AP
functional area. These audits may also include an evaluation of a new or sub-
stantially nodified systemthat Is proposed, under design, in devel opnent,
under goi ng testing, or ready for inplenentation. An ADP audit also may be
structured to address the f ollowing 0Dbjectives:

1. Are autanated resources being used effectively and efficient|y?
2. Is there a valid requirement for the systemor application?

3. Are the data bei rag processed accurate, complete, reliable, and are the
functional users satisfied with the output product?

4. Are personnel (civilian and mlitary) adequately trained for operation
and use of the system?

5. Are life-cycle managenent policies and procedures followed in acquiring
and nmai ntai ni ng computer Systens?

6. Has an effective computer security program been i npl enent ed?

Ceneral Controls. These controls include the plan of organization, nethods,
and procedures that apply to the overall conputer operation in an Agency.

Application Controls. These controls are designed to ensure the authority of
data origination, accuracy of data input, integrity of processing, verification
and distribution of output, integrity of data communication, and Ssecurity of

data storage. These controls apply on an individual basis and may vary anong
appl i cations.
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D. BACKGROUND

1. Autanation resources supporting the managenent of infornmation are inter- -

woven throughout bed prograns, apPropr|a1|ons, and organizatLons. Automated
resources represent not only significant investments and expenditures, they also
control access to much of an organization's assets and information. \Wile the

computer MY satisfy many | nformation demands and increase productivity, if not
properly controlYed, it also my be useg to conmt f rawd %r wast e regburces. The

potential for msuse increases auditors’ responsibilities to help management
ensure that:

a. Canputer systens and their controls are designed and operating
properly to safeguard assets; mnimze opportunities for msuse; and provide
accurate, timely, and reliable inf ormat ion.

b. Autanated resources are used efficiently, effectively, and econo-
mically.

2. While Are auditing covers a W de spectrum, audits may be categorized
generally in five najor areas:

a. Data processing installation managenent issues.

b. Computer hardware and software acquisition.

c. System design and devel opnent.

d. Specific conputerized applications and software maintenance.
e. Computer Security.

E.  POLICY

1. Wen the reliability of a conputer-based systemis the primary objective
of the audit, the auditors shall review the system s general and application
control s including tests as warranted.

2. Ruditors shal|l remmin independent of Ape systens design and devel opnent
teams. Accordingly, ap audits shall be structured so that auditors objectively
rFV|em%the work of systens design and devel opnent teans, but do not become a part
of such teans.

3. Auditors shall be involved actively in evaluating the various aspects of
computer Security programs, policies, and practices because i nformtion system
security is critical in the Departnment of Defense.

4. Internal awdit organizations shall develop and inplement a fornal
met hodol ogy and Strategy to |dent|fy and rank mjor Aare systenB,(FrogranB, and
I ssues for potential awditsoasto effectively channel scarce audit resources
to the nost critical. AP areas.

5. \Men conputer-processed data are an inportant, integral part of the audit
and the data’s reliability is crucial to accawplishing the audit objectives,
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auditors shall satisfy themselves that the data are relevant and reliable. This
I's inmportant regardless of whether the data are provided to the auditor or the
audi tor independently extracts the data.

6. \Wen review and/or test results indicate that computer-processed data are
unreliable, the auditor shall limt the use of the data in the audit report and
describe the [imtations in the scope section of the report.

7. \When computer-processed data are used by the auwditor Oor included in the
report for background or informational purposes and are not significant to the
audit results, auditors shall cite the source of the data in the report.

8. Amlti-skill level training approach shall be established for developing
and naintaining an ae audit capability (an exanple is illustrated in Chapter 4) .
Al auditors need a basic l[evel of conputer knowledge, concepts, and functions.
For auditors who specialize in ap auditing, advanced or specialized training is
needed to perform complex System devel opment and managenment audits. A formal.
career devel opment programis needed to ensure that technical proficiency in
awditing AP 1S obtained and mai ntai ned.

9. Internal audit organizations shall develop and maintain a high quality,
broad-based Ace auditing capability that can respond effectively to the techni-
cal demands of the audit subject. (This provision is a guideline rather than a
requirement for internal review activities since their size may be very limted.
Awditors shall request assistance frem technical experts in examning and
eval uating computer-related subjects if such skills are not available on the
audit staff and audit objectives coul d not otherw se be acconplished.

N—

F.  RerATED AUDI TI NG STANDARDS

There are several. internal auditing standards prescribed in Chapter 2 that
specifically relate to: auditing computer-based Systens, assessing the relia-
bility of evidence f ran conputer-based systens, and devel oping and maintaining a
camputer audit capability. These standards include:

1. 200 - Professional Proficiency

2. 310 - Reliability and Integrity of Information

3. 460 - Reliability of Computer-Processed Dat a.

G. REVIEW OF GENERAL AND APPLICATION CONTROLS IN COMPUTER-BASED SYSTEMS

In reviewng the general and application controls, the auditor should
consider the ef f activeness of those general controls relevant to the application
system bei n% reviewed. General controls are normally applicable to all data
processing being carried out within an installation and provide a control
environment affecting the applications being processed. Application controls ,
however, apply on an individual basis and may vary among applications. Quide-
lines for review ng general and application controls in computer-based Systens

are provided in enclosure 1. Additional guidelines may be found in the General
Accounting Office Audit Quide (reference (t) )
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H REVIEW OF COVPUTER- BASED SYSTEM DESI GN AND DEVELCPMENT

1. The auditor's role in evaluating the design and devel opment of automated
systems is crucial if managenent is to have reasonabl e assurance that auditable
and properly controlled systenms are being devel oped. Recommended improvements

my be accomplished NOre easily, at co_nsid_erabfy | ess cost and effort, before the
Syst em becomes operational. ~Audit objectives for review ng system design,

devel opnent, and nodifications are to provide reasonabl e assurance that automated
systens and applications do the follow ng:

a. Carry out the policies that management has prescribed.

b. Provide the controls and audit trails needed for managenent, auditor,
and operational reviews.

C. Include the controls necessary to protect against |oss or serious
error.

d. Qperate efficiently and economically.
e. Conformwth |egal requirenents.

f. Contain docunentation that provides an understanding of the system
needed for system naintenance and auditing.

2. The methods of achieving the six objectives in subsection H 1. are
determined by the circunstances of each situation. Audits generally cover the
adequacy of managenent policies, such as exam ning approval s, docunentation,
test results, cost studies, and other data to see whether nmanagenent policies
are f ollowed and | egal requirements are met. Audits also determ ne whether the
si/]stems and/or applications have the necessary controls and audit trails. At
the completion of the design and devel opnent process and during the final system
testi nﬁ phase, the auditor should verify that the inplenmented system conforns
with the objectives.

3. The system devel opnent cycle, f ran conception to inplementation, may
span several years depending on the size and complexity of the AP system That
factor, coupled with the scarcity of audit resources, necessitates an approach
to AP system design and devel opnent audits that is based on f legibility and
segnentation. Additional explanation on the auditor's role, audit objectives,
and approaches to auditing systens under devel opment are provided in enclosure 2.

. REVI EW or compureR SECURI TY

1. The availability of inexpensive but powerful conputers and increased
camputer | iteracy of end-users have led to an explosion in the use of automation
technol ogy. The risks associated with the protection of personnel, proprietary,
and ot her sensitive data al so have increased. Adequate security over computer

prograns, data files, telecomunications networks, and input and output materials
s essential.

2. Risks jeopardizing conputer security and information privacy are many and
varied. The risks include: disaster; unauthorized access to conmmt acts such as
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theft, sabotage, or espionage; human errors; tanpering with input, prograns, or
data files for fraudul ent purposes; and use of computer resources for personal
gain.

3, aB Crcular A-130 (reference (u)) prescribes specific responsibilities
for the admnistration and management of Ame resources. Appendix |1l to
reference ?u) establishes a mninumset of controls to be included in Federal
automated i nformation systems security progranms; assigns responsibilities for the
security of autamated i nformation systems; and clarifies the relationship between
automated | nformation systens security prograns and internal control systens
established in accordance with e Crcular A-123 (reference (v)).

4, As part of an Agency’s computer Security program Agency nanagement is
required to conduct periodic reviews of sensitive applications and recertify the
adequacy of security safeguards. Managenent reviews and recertif ications are
required at |east every 37years. They should be considered as part of Agency
vul nerability assessnents and internal control reviews conducted in accordance
wth reference (v) . Awdits of general and application controls in computer-based
systems performed by the internal audit organizations may satisfy reference (u)
review requirenents.

5. Computer Security is a significant ped nanagenent re5ﬁonsi bility because

of the sensitive nature, the criticality, and the value of the information

Brogessed and stored in its conputer-based systems. Accordingly, auditors should
e involved actively in evaluating the inplementation of Agency computer security

progranms, policies, and practices. Audits of ter security prograns and/ or

| ssues usual |y address the “prevention” aspects of what might happen, rather than

actual detection of conputer crime or abuse. Prevention i's a far better audit

strategy than detection and prosecution. Computer Security audits al so shoul d

I nclude selected tests to determne if controls are sufficient to prevent

unaut hori zed access to canputer systems and detect fictitious transactions.

J. CoMPUTER AUDI T UNIVERSE

1. Gven the magnitude of the DD information resource management program
the cauputer audit universe is substantial. Sufficient audit resources are not
avail | abl e to accomplish al | ADP awdit workload. Therefore. effective audit
pl anni ng (consistent W th Chapter 5 of this Manual) I S essential to provide
reasonabl e coverage to the computer audit universe and ensure that limited ALP
audit resources are used effectively.

2. The pob central. internal audit organizations shall develop and use a
net hodol ogy and strategy for identifying and ranking critical, missionessential
AP Is.ystderrtw;s Iand programs for potential aud it coverage. A suggested approach is
outlined below

a. ldentify all data processing installations, ae system devel opnent
centers, and mmjor ADP prograns.

b. ldentify approved aop system design and devel olorrent projects that are

val .ue(cjj at $8 mllion or nore over a 5-year period or $1 mllion in any |-year
period.
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C. Select costly or high-risk systens and prograns to be monitored on a
continuing basis and establish procedures for obtaining periodic updates of life
cycl e managenent data such as mjor mlestone dates, project schedules and tasks,
and costs. Having |if e-cycle management data on system devel opnent efforts is
essential to the ranking and scheduling of potential audits.

d. Develop a basis or criterion for selecting the nost inportant
ae areas for audit coverage. The selection process also should take into
consi deration the scope and sensitivity of resources that are or shall be

colntrolled or influenced directly by ae systems and programs to which they
relate.

3. The pop internal review and nonappropriated fund audit organi zations are
encouraged, within available resources, to devel op nethods simlar to those in

subsection J. 2. to identify the key am systens of their activity and schedul e
applicable audit coverage.

K. ASSESSI NG THE RELIABILITY OF OOMPUTER-PROCESSED | NFORMATI ON

1. Auditors shall satisfy themselves that computer-processed data _are
rel evant, accurate, and complete for the inf ormat ion’s intended use. This is

| nportant regardl ess of whether the information is provided to the auditor or
the auditor develops it independently.

2. The scope and nature of the auditor’s tests of data reliability should
provi de reasonabl e assurance that canputer-processed data are relevant, accurate,
and complete for the information’s intended use. Data reliability shall be
established either: a. through reviews of general and application controls
In the computer-based Systems, including tests as are warranted; or b. if
t he Peneral and application controls are not reviewed or are determned to he
unreliable, through conduct of other tests or procedures. The objective and
requirements for performng data reliability assessnents are provided in enclo-
sure 3 and apply to computer-processed data that are provided by the activity
being audited and to computer-processed data that are retrieved independently by

the awditors using audit software retrieval packages, mcrocanputers, or other
mans .

3. When conputer-processed data are used only for background or informa-
tional purposes and are not significant to the audit results, reference to

the data and their source satisfy the reporting standards for accuracy and
conpl et eness.

4. Auditors nust exercise good judgment in deciding on the extent of data
reliability tests so as to avoid unnecessary and tine consumng work. Primary
consi deration nust be given to the objectives of the audit and the essentiality

Ofb't he computer-processed | nformation for an effective evaluation of the audit
subj ect .

5. Additional guidance on this subject can be found in the General
Accounting OFfice Audit Guide (reference (w))
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L. coMPUTER AUDI T QUALIFICATIONS , TRAI NI NG AND CERTIFICATION

1. The pad central internal audit organizations nmust be in a position to
cope Wi th the increasing pervasiveness of conputerized systems and to address

complex data processing Issues during the nornmal course of an audit. The
development Of auditor expertise in AP i s needed because:

a. Mbst internal audit work involves the reviews of functional. areas,
and the records for nost of those functions are increasingly autanated.

b. Conventional audit or managenent trails do not exist in sane
automated SYySt ens.

C. Manual audit work may be reduced and aud it coverage and reliability
may be increased by working with the automated records.

2. Many auditors require advanced or specialized ae training to perform
camplex System devel opnent, management, and operational audits. The desired
training shal|l depend on the complexity of the s%/stem the audit objectives, the
e]z<t ?Rt A[Pd'stpeCi alists are available to assist the auditor, and the skill [|evel
of the auditor.

3. Wile sane aspects of ame auditing may require hitng speci al i zed skills,
all auditors need a basic awareness and understanding of the computer and its

capabilities. The auditor needs to know what information a computer System nay
provide, the risks of accepting such data as correct, and when to request addi-

tional technical audit assistance to determne data accuracy and reliability.
The need for canputer training is an unending process due to the continuing
changes in computer technol ogy.

4 To develop and maintain an effective conputer audit capability, each Do
internal. audit organization should establish a three-skill | evel approach to
computer training. That apEroach requires a continuous and |ong-term nanagement
cammitment. The suggested know edge and technical capabilities at the respective
skill levels are provided in Chapter 4 of this Munual.

a. Skill Level I. This level Is required of every auditor. Auditors
shoul d have an overalT awareness of the app environnent and should know how to

re_co?ni ze areas of vulnerability. Auditors also should have the know edge and
skills necessary to use mcroconputers in the performance of audits.

b. Skill Level Il. This level is required for selected journeymen
auditors. Trarning objectives, in addition to Skill Level 1, are to give
auditors the ability to do the follow ng:

1

(1) Evaluate internal controls in computer Systens.
(2) ldentify and explain weaknesses in those controls.
(3)

2
3) Use and adapt generalized audit software programs to test the
accuracy or validity of computer Systens.

(4) Understand ace |ife-cycle managenent policies and regul ations
for automated I Nnformation systens.
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c. Skill Level Ill. This level is required for all auditors specializ-
ing in camputer auditing. Those individuals should have w de experience in
auditing AP systens and shoul d be capable of designing and usi ngi audit software
routines. Skill Level IIl canputer auditors, in addition to Skill Levels | and
Il training, should have an understanding of such areas as operating systens,
software security, data base management systens, networking, hardware and
software controls, and data commmications. Those individuals nust be able to
adapt their skills to rapidly changing technol ogies.

5. A variety of certification prograns are available to help auditors neet
their professional responsibilities. The Certified Information Systems Auditor
(CIsA) exami nation, for exanple, tests proficiency in both auditing and data
processing. The job dimensions of information systens auditors covered in the
exam nation are described in enclosure 4.

| a. Auditor certification provides several advantages to the internal
audit organization such as:

| (1) It denonstrates an auditor’s wllingness to inprove
prof essional | y.

| (2) The preparation for the examntion inproves and sharpens an
auditor’s skills.

(3) The trainin% and testing process identifies the stren?ths and
weaknesses of the audit staft. This may be helpful to audit managenent in
determning areas where intensified training should be provided.

b. Internal audit or%ani zations shoul d encourage and support their staff
in preparing for and taking the cisa exam nation. For 1ndividuals specializing
in computer auditing, obtaining crsa certification or other ape certifications is
highly desirable.

M ae AUDI T ORGANIZATION

1. Computer auditing expertise is a scarce resource due to the inherent
camplexities Of camputer systems and long-termtraining requirements. |t may
take 5 to 7 years to develop fully a qualif ied AP auditor.

2. To use available resources effectively and effici e.ntlly, the b central
internal audit organizations should be organized to effectively meet and maintain
their ae audit responsibilities. The overall responsibility for the AP audit
function should be vested with a highly qualified senior audit nmanager. The

| ncumbent shoul d have prinary responsibility for:

a. Planning, coordinting, and providing staff direction for awdits of
AP resources and issues.

b. Developing and inplenmenting an effective AP audit Strategy.
c. Building and maintaining a high quality professional ae audit staff,

’\SaSeel di)scussion of the functional area audit expert concept in Chapter 3 of this
nual .
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boD 7600.7-M
Encl osure 1

GUICELINES FOR
REVI EWNG GENERAL AND APPLI CATI ON CONTROLS
| N COMPUTER-BASED SYSTEMS

A,  REVIEW OF GENERAL CONTRCLS | N COMPUTER-BASED SYSTEMS

Ceneral controls include the plan of organization and methods and procedures
that apply to the overal |l computer operations I n an agency. In review ng the
eneral controls, the auditor shoul d determne whether the controls have been
esigned according to management direction and known |egal requirenents, and
whet ner controls are operating effectively tq Provide reliability of and security
over the data being processed. The objectives and procedures followed i N con-

ducting this work vary depending on the type of general control involved, as
di scussed bel ow.

1. Oqanizational. Controls

‘a. The auditor should determne whether there is a clear assiPnnEnt of
responsibilities and accountability for planning, managing, and controlling the
functions of the data processing organization. The auditor al SO should determine
whet her personnel are qualified and adequately trained and supervised, and whet her
there is proper separation of duties. Separation of duties, whenever feasible,
shoul d provide for separation anong program and systenms devel opnent functions ,
computer oper ations, controls over input of data, and the control groups that

mai ntain application controls. The “total systenf should be considered.

b. In reviewng separation of duties, the auditor should evaluate the
control strengths and report on weaknesses resulting f rom inadequate separation.
Policies of periodic rotation of enployees and mandatory vacation schedul ing may
hel p management maintain adequate Separation of duties. The auditor should
determ ne whether such policies are being foll owed.

2. Security Controls

a. The auditor should determne whether adequate security is provided
over the computer programs, data files, telecomunications network, and input and
output materials. These controls, such as physical. restrictions and the use of
passwords to limt system access, help ensure that only authorized persons are
granted access to the computer Systemfor authorized purposes.

b. In review ng physical security of computer hardware, the auditor
should consider the adequacy of a contingency plan for continued processing of
critical applications if a disruption of normal processing occurs. The auditor
al so shoul d consider the extent to which the plan has been tested to determne the
probability of continuing data processing support in a real energency.

c. The awditor shoul d review the physical security of data files. The
review should ensure that whenever feasible, data and programfile libraries are
kept bv personnel who do not have access to0 computers and computer programs; file
libraries are Secure; computer operators and other personnel do not have unlimted
access to the libraries; and provisions have been made for backup of files
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(including Of f site backup). When files are kept on-line, t he awditor shoul d

consi der whether they are protected by adequate access authorization controls

and whet her backup copies of files are kept regularly. Also, the auditor should
verify whether data backup files are identified and |abeled properly. The auditor
al so shoul d check the contents to ensure that the files are complete and accur at e.

3. Systens Software and Hardware Controls

a. Computer systens are controlled by systems software such as oEerating,
data base managenent, and program|ibrary systems. systems software and hardware
normal |y include built-in error-checking features to detect any errors during
processing.

b. The auditor should be aware of the procedures used to ensure that
systens software and hardware are functioning properly and that when errors are
detected appropriate and authorized corrective actions are taken. The auditor
needs to be aware of the controls the systens software can exercise over the
sKsten1 how t hese controls can be bypassed or overridden, and how nodifications to
the software are controlled. The auditor may have to rely on a technical expert’s
judgment in making such an eval uation and should acquire the services of such an
expert if the information needed is crucial to accomplishing the audit objectives.
(See discussion on the use of technical experts for audits in Chapter 11, Part 1V,
of this Mnual. )

B. REVIEW OF APPLI CATI ON cONTROLS | N COMPUTER-BASED SYSTEMS

. L Application controls.are desi gned .to ensure the authority of data ..
or|g|€g?|on, accuragy of data in ut, integrity of processing, &%d verf?|cat|on

and distribution of output.

2. The auditor should review the application controls to assess their relia-
bility to process only authorized data and to process them promptly, accurately,
and conpletely. This includes a review of the controls used to ensure that
application software and |ater modifications are authorized and tested before
| npl enentation. These controls are intended to protect the integrity of the
appl ication software.

c. TESTING FOR DATA RELIABILITY

1. The degree of testing needed to determne data reliability generally
Increases to the extent that the general or application controls were determ ned
to be unreliable or were not reviewed. Testing procedures include the follow ng:

_ a. Confirmng conputer-processed data W th independent sources, such as
third parties, and know edgeabl e internal sources, such as regular users of the
data and suppliers of data.

| ~b. Canparing the data with source docunents, or physical counts and
| nspect i ons.

c.  Review ng agency test procedures and results, and processing test
transactions through the application.
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2. Although awditing for fraud may not be the prinmary audit objective, the

auditor should be alert to the possibility of fraud or other irregularities in
comput er-based systens. (See discussion of fraud, abuse, and illegal acts in
Chapter 15 of this Manual. )
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DoD 7600.7-M
Encl osure 2

AUDITOR S RILE DURING THE SYSTEM
IESIGN AND DEVELCPMENT PROCESS

A.  GENERAL

1. Wth the computer becoming more camplex through the devel opnent of
sophi sticated multiprogranmng capacity, the growing number of telecommnications
links, and the wide variety of new input and output devices, another di mension
has been added to the auditor's role. Auditors now nust be able to performa
m#de|¥ariety of tasks that at one time did not exist or were not considered part
Of thelr role.

2. Both the auditor and nanagenent have an interest in ensuring that system
desi gn, devel opment, and overal| operations achieve the objectives of adequate
Internal controls and effective auditability for systems already i n existence. In
the absence of an effective audit of the system design and devel opnent processes,
the resultant system

- a. My not possess the built-in controls necessary to ensure proper and
efficient operation.

~b. May not provide the capability to track events through the system and
thus inpede, I'f not completely f rustrate, audit review of the systemin operation.

c. May not comply Wth generally accepted accounti ngi_pr_i nciples or
other criteria (for financial systens) and may result in qualifications of the
auditor’s opinion on the financial statenentsor segments ‘of financial statenents.

3. Wth the integration of application systens now being encountered, the
payrol |, personnel, and |abor-cost-accounting applications may be interrelated
subsystens of a far larager on-line systenm and the outputs of one subsystem now
my be the inputs for another without any human review. A control weakness in one
segment of the system nmay have conpletely unanticipated effects on other segnents,
wi th a cascading of unanticipated effects that cause catastrophic results. Such
m stakes, waste, and confusion may affect the entity's viability adversely.

B. AUDI T GBJECTIVES

1. The objectives for the auditor's review of system design, devel opment, and
modi fications are as follows:

a. Managenment Policies. The audit objective is to provide reasonable
assurangedthat systens and/or applications carry out the policies managenent has
prescri bed.

| (1) Policies on what is expected of autanated systens should be
establ i shed by management, and the auditor should determne whether they are being
adhered to in the design. The auditor should ascertain whether a proper approval
process is being followed in devel oping new systems and in modif ying existing
s;gste_ns . The auditor should verify that proper approval of a systenis design is
obtai ned by data processing management, user groups, and other groups whose data
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and reports may be affected. The auditor also should review system security

regw red by managenent to protect data and programs against unauthorized access
and nodi fication.

_ (2) |f management's requirements are not being met or have not been
articulated clearly, the auditor nust report such shortcomings for corrective
action. In the past, efforts to make new systens and/ or app?| cations operational
by schedul ed dates frequently resulted in sane el ements or controls that were
desired by management being set aside by designers for [ater consideration.
Auditors, in retaining their independence during the design and devel opnent

processes, should report such actions to managenment for resol ution.

b. Audit Trail. The audit objective is to provide reasonabl e assurance
that systens and/or applications provide the controls and audit trails needed for
managenent, auditor, and operational review.

| (1) In financial applications, a transaction nust be capable of

bei n% traced f ran its initiation, through all the intermediate processing steps,
to the resulting financial statements. Simlarly, information in the financial
statenents nust be traceable to its origin. This capability is referred to by
various terms such as audit trail, managenent trail, and transaction trail, and
is essential in nonfinancial Systens and/or applications. The reliability of the
output may be assessed properI)(] when the transaction processing f low is traoed
and the controls over it (both manual and autcmated) are eval uat ed.

(2) During the design and devel opment process, the auditor, through
formal correspondence, should provide suggested audit trails or other controls to

the design and/or development team But in doing so, the auditor still needs to
(rjet ain the independence necessary t 0 eval uate management action at sane future
ate.

c. Controls. The audit objective is to provide reasonabl e assurance to
managenent that systens and/or applications include the controls necessary to
protect against [0ss or serious error.

(1) The system design and devel opment processes include the

fol | ow ng:
() Defining the processing to be done by a conputer.
(b) Designing the processing steps.
() Determning the data input and files that will be required.
(d)  Specifying each individual programs input data and out put.

Each area nust be controlled properly in consonance wth good managenent

practices. The auditor’s review, in turn, is desi%ned to provide reasonable
assurance to managenent that the systems and/or applications, once placed in
operation, shall be protected against [0ss or serious error.
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o (2) Properly designed systems, with excellent control nechanisns
bui It in, n1ﬁht have the controls bypassed or overridden by managenent direction.
Many times the designers and devel opers override such controls to get the system
operational, and then neglect to reactivate the controls after the systemerrors
have been corrected.

_ (32 Al most every system has manual aspects (such as input origina-
tion and output disposition) that, together with the electronic data processing
cgntrols, shoul d be considered when the auditor IS review ng systemcontrols for
adequacy.

d. Economy and Efficiency. The audit objective is to provide reasonable
assurance that systems and/or applications shall be economical and efficient in
operation. Economy and efficiency audits include determning whether an organi-
zation is managing and using its resources (such as personnel, Property » space)
efficiently and economcally and reporting on the causes of inefficiencies or
uneconom cal practices (including inadequacies in managenent informtion systens,
adm ni strative procedures, or organizational structures) . Wth the devel opment
of camplex Systens and/or applications, the auditor’s review al so should focus
on whether the systemwas devel oped in such a way that operations shall produce
desired results at mninum cost. For example, early in a systems devel opnent,
the auditor should review the adequacy of the f ollowing:

(1) Statenment of mssion needs and system objectives.

(2) Feasibility study and eval uation of alternative designs to meet
those needs and obj ecti ves.

(3) Cost-benefit analysis that attributes specific benefits and
costs 10 System alternatives.

e. Legal Requirenents. The audit objective is to provide reasonable
assurance that systems and/or applications conformwth |egal requirenents.

o (1) Legal requirenents applicable to systens and/or applications may
originate fran various sources. (One such requirenent is campliance With Federal
privacy statutes that restrict collection and use of certain types of information
about 1ndividuals. Safeguards obviously are necessary in such systems. Con-
versely, organizations subject to the Freedom of Information Act should have
systenms and/or applications designed so that aPpIicabIe and timely responses may
be nade to |egitimte requests. The apgllcabl Ity of the Federal Information
Processing Standards (required by P .L. 89-306 (reference (x))) programto the
systeminvol ved shoul d al so be considered by the auditor. |f such standards
apply, they should be included in the auditor’s review.

f.  Docunentation. The audit objective is to provide reasonable
assurance that systems and/or applications are docunented in a manner that shall
prgylde the understanding of the systemrequired for proper naintenance and
audi ting.

(1) The auditor should determne whether the design, devel opment,
and nodification procedures produce documentation sufficient to define:

(a) The processing that nust be done by programs in the system
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The data files to be processed.

(b)

(c) The reports to be prepared.

(d) The instructions to be used by computer operators.
(e)

TPedinstructions to user groups for preparation and control
of data.

The auditor al so shoul d ascertain whether managenent policy provides for
eval uating documentation and adequate testing of the systembefore it is made

operational. These steps are taken to ensure that the systemand its controls
may be relied on.

2. At the cunpletion of the design and devel opnent processes and during the
final systemtesting phases, the auditor should verify that the inplenented
system conforns with applicable audit objectives.

C. AUDI T APPROACHES

1. Db Directive 7920.1 and DOD Instruction 7920.2 (references (y) and
(Z).)(fﬁOVIde a structured managenent approach, framework, and principles to be
applied in deyelop|nP and managi ng autanated information systems over their 1life
cycle. The life-cycle management (M) process provides and establishes a con-
trol mechanismto help ensure that automated systems are devel oped, eval uated,
and operated in an effective and efficient manner. Emphasis i S placed on
| nproving early decisions, throuPh periodic m | estone reviews and high |evel
managenent participation, which arfect the systems cost and utility.

2. The srsten1deve|opnen¢ cycle, f ran conception to inplenentation, my

span several years, depending on the size and complexity of the ADP system The
LM regulations (references (y) and (z)) provide lines of demarcation show ng
%eneraljy where one phase of the developnent iS completed and another is started.
he beginning and ending points of specif ic tasks may differ sanewhat within or
between LM phases depending on the management direction and needs of each ame
system devel opment effort. These factors, coupled with the scarcity of audit
resources, necessitate an approach to app system devel opnent audits that is based
on f legibility and segnentation.

3. There are several alternative approaches to the audit of AP Systens.
Each alternative i s dependent upon the size, relative inportance, and timng of
the system under consideration. For sane systens, the audit may be [imted to

sel ected aspects; for other systens, a comprehensive exam nation of the complete
system may be nore applicable.

4. Since each system devel opment effort is unique, the auditor should
develop a plan early to ensure that tinely and adequate coverage is provided to
all significant audit areas during the devel opment cycle. Audit approaches to
ae system devel opnent efforts should include an evaluation of the mssion need
and docunentation; functional concept and architecture; risk and econmmic
anal yses; apgjipation of LM management principles; program management structure
and accountability; aCSUISItIOH strategies; telecommunication plans; current
status, mlestones, and decision reviews; coordination, interface, and
Integration between ADP systems; and application of internal controls.
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5. For audit planning purposes, the system developnent cycle may be broken
down into three separate types of audits: System Planning Audits, System
pevelopment Audits, and System Eval uation and Testing Audits.

a. System Planning Audits

~ (1) During the planning phase of the systenis [ife cycle, f easi-
bility studies are conducted; general and detail functional requirenments are
establ i shed; project management planning IS accamplished; resource requirements
are determned; and a series of econamic anal yses, 1ncluding contractual support
alternatives, are developed. This phase i s completed W th approval by proper
authorities to enter into full-scale devel opnent work.

(2) awdits of system planning are conducted to evaluate the
procedure for ensuring that new systens are not devel oped before the need is
justified, requirements of the proposed system are defined, and the cost-
ef f activeness of the proposed systemis presented clearly for consideration to
the decision makers. The automated system |ife cycle is controlled in a manner
simlar to that for major weapon systeins. In the first phase, the planning or
concept and/or design phase, comparatively few resources are expended, but deci-
sions |ead to allocation of significant resources in the next phase to devel op
the system \eaknesses in the initial phase may have a disproportionate cost
| npact on subsequent phases. Audits of justification docunents for specific
systens are conducted to determne whether the data and rationale are reasonable,
accurate, and |ogical so they may be relied on to make decisions on the proposed
system,

b. System Development Audits

(1) Audits in this category include those parts of the systens
devel opnent cycle from the general design to the testing phases. During this
phase, System and equipment specif ications are prepared and val i dated, ADP
systems requirenent specif ications are prepared and validated, and the economic
and risk anal yses may be updated. Additionally, equipment and other resources
are obtained, programng and required system documentation are accomplished,
and configuration rrana(fement discipline for both the functional and A systens
I's established. Finally, prototype field test plans are defined, user and
specialists training prograns are established, and systeminstallation plans
are devel oped.

~ (2) The best opportunity for auditors to effect changes in the
system Of internal controls, audit trails, and audit requirements is during the
Syst em development phase. Duri nP the devel opnent al se, changes and extensions
to the systemof internal control may be acconplished with considerably |ess cost
and effort than after the system becomes operational. The audit review of system
devel opnent al so enhances the auditors’ know edge of the complex new system and

their ability to audit the systemin the future.

_ (3) System failures and cost overruns have resulted fran insuffi-
ci ent managenment "and user invol vement inthe systens devel opnent process. The
auditor should ensure that procedures provide for both management and user

| nvol venent and that good sound nmanagenent practices are enployed. The auditor
al so should review the systein design concepts for validity and the economic
anal yses for reasonabl eness.
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c. System Eval uation and Testing Audits

(1) During this phase of the systemcycle, the approved test plan
is finalized and inplenented. The prototype AP syStens are installed in a
field environnent for live testing by functional users. An evaluation report is
prepared on perfornmance, reconmendations are nade as to the adequacy of the
system before extension, and installation plans are finalized. Audits of the
testing function eval uate the adequacy of the testing procedure to ensure that
new systens or chan%es to existing systens are not accepted for implementation
before they are capable of performng as intended.
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DoD 7600.7-M
Encl osure 3

GUIDELINES FOR ASSESSI NG
RELIABI LI TY oF covpurerR OUTPUT

A. Audits of ten invol ve computer-based systems that produce data used in audit
reports of the activities audited. Products of any information system whether

computerized Or not, may be, inaccurate or i.man?lete. Audi tors shoul d not accept
computer~processed “information at face value for the follow ng reasons:

1. Alterations made to data in computer files are not readily apparent when
review ng a computer product.

2. Computer product reliability is affected by data processing controls that
are not always used in Agency systens.

3. The Products are Produced_by a technology in which continuous changes in
equipment and t echni ques hinder long-term credibility of a system

B. The reliability of computer-based products shall be eval uated to determne
the risks in using such products.

1. Objective. The objective of areliability assessment is to determne the
degree of risk 1n using computer-processed dat a.

2*  Reliability Assessments

a . \When computer-processed data are an inportant, integral part of
the audit and the data’s reliability is crucial to accomplishing the audit
obj ectives, auditors should test the data for reliability to determne the degree
of risk involved in using data that may be incomplete and/or inaccurate. It IS
not necessary to performa reliability assessment if the accuracy or reliability
of the data is not important | N accomplishing t he audit objective(s) . The
reliability assessnent process includes the followng steps:

(1) ldentifying computer-processed data that shall be used.
(2) Determning the inportance of the data to the audit.

(3) Determining the source of the data and understanding the general
fl ow through the system

(4) Conducting brief tests.

b. Theauditor should performonly those tests considered necessary to

support an oOpi nion on the data reliability. A number of nethods may be used,
including the fol | ow ng:

(1) Questioning a sufficient number of principal users about the
reliability of computer outputs.

(2) Qotaining views fram auditors who have made detailed reviews of
the conputer systemduring the system devel opment phase.
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(3) Comparing data with sources independent of the information
system that generated the data.

(4) ldentifying problenms f rom computer-generated edit reports.

(5) Reviewing computer data for obvious errors and reasonabl eness.

_ c. Ao audit guide (reference (aa) ) provides additional details on
audi t work needed to test data reliability and satisfy data validation
requirements.

3. Unreliable Data

a. If the test results indicate that the data are unreliable, the
auditor should limt use of the data in the audit report and describe the
limtations, together with an explanation for the limtations, in the scope
section of the report.

b. If the test results cast doubt on the data reliability and show

significant problens with the data, the auditor should develop an auwdit finding
as follows .

ind (1) Using the results of the reliability tests to support the
| ndi ng.

(2) Showing the significance of the questionable data by explaining
theh pOrloth ens that auditors and the activity' s management m ght encounter by using
such dat a.

o (3) Recommending that management restrict use of the data in the
deci sion making process until the problemareas are resol ved.

~c. If there are significant problens with the data resulting in an audit
finding, the auditor should recommend a separate review of the computer System
A GAO audit guide (reference (t)) provides additional. details on performing such
revi ews.

4. Audit Wrking Papers. \Wrki ng Bapers for documenting reliabilit
assessments of computer output should be prepared, indexed, and reviewed the same
as other working papers. The working papers shoul d include the following:

a. Describe the work that was done.

] b. Explain the results of the assessment and of any tests that were
made.

_ C. Indicate the reliability that mght be placed on the computer out put
i f used either for background I nformation or to support a finding in the audit
report.

5 Additional Guidance. General Accounting Off ice Guide (reference (w )
provides procedures to help auditors determne the degree of risk in using
Information that may be Inaccurate.
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pod 7600. 7- M
Encl osure 4

CERTIFIED INFORMATION SYSTEMS AUDITOR
EXAMTNATION

A. The 10 job dimensions of information systems auditors covered in the
exam nation are as follows:

1. Application Systens Control Review. Installed application system
control s are reviewed to defermne that the system produces information in a
timely, accurate, and complete nmanner.

2. Data Integrity Review Data are reviewed for completeness, consi stency,
and correctness to determne Integrity.

3. System Developnent Life Cycle Revi ew (SDIC). An organization's SDIC
procedures are reviewed to determne adherence to generally accepted standards.

4, Application Development Review. Systems under development are reviewed
to determne the adequacy and completeness of planned controls.

5. General operational Procedures Controls Review The data processing

operating procedures are reviewed to determne that applications are processed
in a controlled environment.

6. Security Review Methods and procedures to ensure the applicable
protection of programs, data, and the data processing installation are reviewed.

- 7. Software Maintenance Review. The process of making nodifications to
existing systenms 1S reviewed for adequacy.

-8 Acquisition Review. The acquisition of hardware, software, and services
s reviewed to determne If organizational resources are being used econom cally.

9. Data Processing Resource Management Review. Data processing planning,
adm ni strative, and management practices are reviewd to determne their
adequacy.

10.  Information Systems Audit Management. How the information systens
audi tor oraanizes. sets_Priorities, and assunmes responsibility for er f ectively
utilizing available resources and for fulfilling the information systens audit
requi renents of the organization is reviewed.
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CHAPTER 10

AUDIT REQUIREMENTS GENERATED BY SOURCES
EXTERNAL TO DEPARTMENT OF DEFENSE

PART |

INTRODUCTION

Many external forces inpact on the roles and responsibilities of internal
audit and internal review organizations wthin the Department of Defense. These
i nclude actions by the Congress, the B, the Comptroller General of the United
States, and organizations within the professional audit commmity. This chapter

provi des policy and guidance on how to neet re?uirements | mposed by ext ernal
organi zations. ~ The various parts of this chapter describe specific requirements

established by the |G DoD, to comply Wth |egislative acts, a8 circulars , and
other authorities.

As specific requirements arise that need inplementing audit policies, these
audit polices will be added to this chapter.
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PART | |

INTERNAL CONTROL SYSTEMS

A.  PURPOSE

- Part Il establishes policy for evaluating management’s implementation of the
Internal control program under the “Federal Managers™ Financial Integrity Act of
1982" (mF1a) (reference (bb) ), @B Circular No A-323 (reference (v)%, and DoD
Directive 5010.38 (reference (cc) ).

B. APPLICABILITY

Al pod internal audit organizations, including internal review and non-
appropriated fund audit organizations, shall camply with applicable policy
provisions In Part II.

C. DEFINITIONS

1. Agency or Activity Camponent. A major program admnistrative activity,
organi zation, or ftunctional subdivision of an agency or activity.

2. Internal Control Documentation. Witten naterials or records of
nmanagenent of two different types:

a. System Docunentation. Includes policies and procedures, organiza
tional charts, manuals, -randa, flow charts, and related witten materials
necessary to. describe organizational structure, operating procedures, and
adm ni strative practices; and communicate responsibilities and authorities f or
accomplishing programs and activities. Such documentation should be present to
the extent required by management to control their operation effectively.

b. Review Documentation. Shows the type and scope of agency or activity
managenents’ review, the responsible off icial, the pertinent dates and facts,
the key findings, and the recommended corrective actions. The GAO and aB have
agreed that docunentation is adequate if the information is understandable to a
reasonabl y knowl edgeabl e reviewer.

3. Internal Control Evaluations. A detailed evaluation by activity man-
agement Of a program or admnistrative activity to determne whether adequate
controls exi st and are inplemented to achieve cost-effective compliance W th the
FPMFIA (reference (bb) ). Internal control evaluations are of two types:

a. Internal Control Review. A detailed exam nation of a system of
internal controls neeting the intent of the methodology specified in the o
Qui del ines (reference (old) ) to determne whetheradequate control techniques
exi st and are inplemented to achieve appropriate control objectives.

b. Alternative Internal Control Review. An internal. control review that
does not folTow the full event cycle control review methodol ogy described in
reference (ol dR , but achieves the sane objectives as stated in paragraph C 3. a.
above. Exanples of alternative internal control reviews include a8 Circul ar
No. A-130 (reference (u))computer Security revi ews, management Studies, audits,
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consul tant studies, M Circular No. A-76 (reference (ee) ) studies, and aB
Circular No. A-127 (ref eremce (f f ) ) financial system reviews., Any alternative
revi ew nust encompass GAO internal control standards (reference (99) )  must
include testing of systems in operation, and must be documented. Alternative

reviews shoul d nake use of existing review processes in reviewng high-risk
elements Of a component.

4. Internal. Control Objectives

_ a. Internal control objectives are neasures that provide DoD management
Wi th reasonabl e assurance that:

(1) Obligations and costs comply With applicable |aw.

(2) Assets aresafeguarded against waste, |0ss, unauthorized use,
and misappropriation.

(3) Revenues and expenditures that apply to agency operations are
recorded and accounted for properly so that accounts and reliable financial and
st_at|s.t|cda| reports may be prepared and accountability of the assets may be
mai nt ai ned.

_ (4) Prograns are efficiently and effectively carried out according
to applicable laws and nanagenent policy.

~b. The objectives of internal control apply to all program
admnistrative activities or functions.

5. Inlnternal Control Standards. Standards issued by the Comptroller General
(reference (gg) ) to help managers 1n all executive agencies establish and
maintain effective systems of internal control, as required by the F#FIA
(reference (b) ). Inplenentation of the standards should be according to aB
Grcular No. A-123 (reference (v) ), consistent with agency or activity needs for
sound cost-effective | nternal control systems.

6. Internal Control System The sum of an organization's plans, nethods .,
measures, policies, and procedures used to achieve the objectives of internal. or
management control described in subsection Il .c.4., above.

7. Internal Control Techniques. Internal control techniques are the
mechanises Dy whi ch confrol objectives outlined in Il .c. 4., above, are achieved.
A nunmber of internal control techni clues are essential to providing reasonable
assurance that the internal control objectives are achieved. These techniques
are:

a. Transactions and other significant events nust be clearly documented
and recorded pramptly.

b. Transactions and other significant events nust be authorized and
executed by persons acting within their authority.

c. Key duties nust be separated among individuals.
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| d. Qualified and continuous supervision nust be provided to ensure that
internal control objectives are achieved.

e. Access to resources and records nust be limted and accountability
for custody nust be assigned with periodic comparisons of the resources with the
recorded accountability.

8. Managenent Control Plan vcp) ,. A.w.itten, 5-year management pl an (up-
dated annualTy) that Tdentifies the camplete camponent |nventory; shows the risk
rating of individual components ( hi ?h, medium, | OW); and indicates management's
pl anned risk assessments and internal control evaluations by fiscal year for each
I nvent ory component. Managenent should use the plan to nonitor progress and
ensure that planned actions are taken.

9. Material Weakness. A situation in which the designated procedures or the
degree of compliance W th the designated procedures do not provide reasonable
assurance that the objectives of internal control enumerated in subsection
II.C.4., above, are being achieved. See enclosure to this chapter and DaD Direc-
tive 5010. 38 (reference %cc)) for further information on material weaknesses.

10. oB @uidelines. Guidelines (reference (old) ) issued by ®B in r
to requirenents in the FPFIA. These guidelines are discretionary rather than
mandatory in nature; they are a suggested approach that may be adapted to meet
the needs of the individual agency or activity, grow ded that such adaption
remains in conpliance with a8 Crcular No. A[-23 (reference (v)).

11.  Reasonabl e Assurance. A judgment by a Department, Agency, or activity
head based on alT avarTable information that the systens of internal control are
operating as intended by the FMFIA.

12.  Risk Assessnent . A documented revi ew by managenment of a component' S

susceptibiTity to waste, |oss, unauthorized use, or misappropriation. Ri sk
assessnents are of two types:

- a. Vulnerability Assessments. Assessnents as provided in the o8
Qui del ines (reference (old) ).

~b. Alternative Procedures. Procedures tailored to Departnent, Agency,
or activity circunstances.

D. POLICY

1. Internal awit Organizations. The pad central internal audit organi-
zations shall normally evaluate internal controls in each area or function
audited. On each scheduled audit, the audit activity shall, when such eval uation
| S possible and Wi thin the scope of the schedul ed audit, evaluate and report on
managenent’s inplenentation of the internal control program |f requested, each
central internal audit organization should advise the MIitary Departnent,
A%ency, or organization by witten report, Wth a copy to the 16, Dal ), whether
the annual internal control evaluation performed by management Was consi stent
with B requirements. The central internal audit organizations are further
encouraged to performevaluations of internal control Systens requested by
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Agencies or organizations within their respective Components to provide, when_
ever practicable, technical assistance to further the overall pab goal of
strengthening internal control systens.

2. Internal Review and Nonappropriated Fund Audit Organi zations. |nternal
revi ew and nonappropriated fund audit organizations shall normally review and
eval uate applicable internal control systems during every audit. These organi-
zations may also provide technical assistance to managers in their efforts to
eval uate and inprove internal controls. However, they shal|l not engage i n
activities that could inpair their ability to independently assess the adequacy
of management’'s internal control systens eval uations.

3. Training. Al b internal audit organizations shall provide their *
staffs wth adequate training on the evaluation of internal control systens ,
regul atory reﬂm rements governing internal control systems, and related roles
and responsibilities of managenent and auditors. This training shoul d:

~a. Be consistent with DoD Auditing Standard 200 on professional.
proficiency and continuing education.

- b. Pocus on regulatory requirenents, definitions, and standards
pertaining to internal control systems and on the related roles and
responsibilities of managers and auditors with respect to internal controls.

- C. As a mnimum include training on basic o and DoD requirenments
described in part Il .E. of this chapter, prp([]ram eval uation techniques,
interrelationships, and roles and responsibilities of the Government auditor.

E. BACKGROUND

1. The Federal Managers’ Financial Integrity Act (mFIa) of 1982
(reference (bb) ) . The Act requires focus on managenments’ need to strengthen
Internal controls and directs the Secretary of pef ense to do the follow ng:

| a. Establish a program of continuous eval uation of Dod systems of
internal controls.

| b. Follow oMB (Guidance in evaluating those pab systens of internal
controls.

c. Provide an annual report to the President and the Congress stating
whet her the Departnment of Defense has established systems of internal control in
accordance with the standards prescribed by the Comptroller General (reference
(g9) ) and whet her these systems provi de reasonable assurance that they meet the
object ives set forth in ref erence (b). |f the controls do not comply fully, the
report shall identify material weaknesses in the controls and spe??y plans for
correcting the weaknesses.

2. o Crcular No. A-n. This circul ar (reference (hh) ), requires that the
FMFIA C!orocess be supported Dy budget estimates that: identify major accounts;

include supporting justification; and reflect a comitnment to resolve material
internal control weaknesses.
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3. @B Circular No. A-123. This circular (reference (v) ) prescribes policy
and procedures for establishing, maintaining, evaluating, inproving, and report-
ing on internal controls. [In addition, the circular encourages the statutory
I nspectors general to assume certain responsibilities. These responsibilities
include: (a) providi ng technical assistance in the agencies’ and activities’
efforts to evaluate and iInprove internal controls; (b? conducting reviews, either
self-initiated or requested by management, of internal control documentation and
systems; and (c) advising agency and organization heads, on request, whether
their processes for evaluating internal controls have been conducted consistent
with a8 requirements. The |G DcD, ‘has adopted those responsibilities for the
pob central internal audit organizations, internal review, and nonappropriated
fund audit organizations. Do Directive 5010.38 (reference (cc]) inplements aB
Circular A-123 (reference (v) ).

4. oB Crcular No. A-130. This circular (reference (u) ) establishes policy
and procedures for control and evaluation of Federal information resources. It
provides requirements for audits or reviews and recertification of sensitive
camputer applications, and requirements that the adequacy and security of system
safeqguards be recertified every 3 years. The results of these reviews and
the conduct of risk assessments should be considered as a part of the Agency
vul nerability assessment process.

F. AUDIT ocoweERAGE AND ASSISTANCE

1. Efforts on Audit Coverage and Assistance. For discussion purposes, these
audit ef forfs have been divided Into four general areas: (a) regularly schedul ed
audits; (b) requested audits; (c) technical assistance; and (d) reviews of
adequacy of management’s internal control evaluation process. Each of these
areas 1s discussed in the subsequent paragraphs.

2. Reqularly Schedul ed Awdits

a. Internal awditors shall, except in unusual circunstances, evaluate
and report on internal controls during every audit (poD Auditing Standard 450) .
Chaﬁterds of this Manual contains guidance on evaluating internal controls on
each audit.

b. As part of or in addition to evaluating internal controls described
in paragraph Il .F. 2. a. above, each Doocentral internal audit organization
shall eval uate how well management has | nplenmented the internal control pro-
gram [equirenents of o and the Department of Defense when such evaluation is
possible within the scope of the schedul ed awdit. This woul d include revi ew ng
the adequacy of risk assessments and internal control evaluations in those areas
In which the auditors identify internal control weaknesses. These weaknesses
shal | be provided to the senior official responsible for the organizations’
internal controls program to be considered for inclusion in the annual Agency
statement t0 the President and the Congress. |n those cases where identified
weaknesses may result in disallowed cost or the identification of areas where
funds may be put to better use, the information and the affected budget category
shoul d al so be reported.

c. Each audit report should contain eval uations on how wel | nanagenent

has inplenmented the internal control programas it related to the scope of the
schedul ed awdit. The auditor shoul d compare the findings disclosed by the audit
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Wi th the results of the nost recent annual FMFIA eval uation for that Agenc

ent. |n those cases where the audit was made soon after the interna
control evaluation called for under the mFIA, the auditors shall note whether
the management eval uation accurately disclosed any deficiencies reported during
the audit. Auditors should not use the results of management internal control
reviews to develop findings and recommendations when the identif ied material
weakness and corresponding COrrective action appear to be complete and appro-
priate. In those cases where FMFIA action lol ans exi st that require funding to
| npl enent recammendat i ons, the auditor should ascertain whether appropriate
budget requests were initiated to correct identified deficiencies. The results
of these evaluations should be forwarded to the responsible mFIA official for
their use in inproving the mFIA eval uation process.

3. Requested Audits

~a. Occasionally, managers may ask audit organizations to review aspects
of their internal control systems. A review may be nade separately or performed
In conjunction wth regularly schedul ed audits.

b. When audit organizations agree to conduct any internal control
eval uations, the Mlitary Deﬁartment, Agency, or activity heads may rely on the
audit results in preparing their annual statements to the Secretary of Defense.
However, the Mlitary Departnent, Agency or activity heads still are responsible
for the overall judgnments nade in the annual statement.

4,  Technical Assistance

a. Although the b central internal awdit organizations performaudits
and reviews as discussed in subsection 11. F., they are not precluded f ran
providing technical assistance to managers in their efforts to evaluate and
I mprove internal controls. In fact, audit organizations are encouraged to
provide technical assistance to further the overall pa goal of strengthening
Internal control systeins.

b. Since managenent has primary responsibility for maintaining a strong
system of internal control, managers throyahout the DD Components need to be
heavily i nvol ved in internal control programs. Therefore, auditors shall
exercise due care to avoi d compramise Of professional independence or direct
I nvol venent in the devel opment and adm nistration of Agency internal control
programs. |ndependence shall be naintained so that audit opinions, conclusions,
udgnents, and I ecommendations are inpartial, and will be viewed as inpartial by
now edgeable third parties. Technical assistance may include such activities
as:

- (1) Serving in an advisory capacity on Agency comittees deal i ng
with internal control activities. The comittee Shoul d be provided with planned
audit activities so audit efforts can be effectively coordinated with Agency
internal control evaluations when establishing priorities for conducting internal
control reviews.

(2) Providing technical advice on internal control training, e.g.,
the procedures to be used in testing internal control systens.

| ~ (3) Reviewng and commenting on directives and witten issuances
dealing with internal control activities.
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(4) Meeting with senior management Of ficials to discuss progress of
annual PFIA eval uations and to offer suggestions on how they may be inproved.

5. Review of the Adequacy of Management's |nternal Control Eval uations
Process

a. Auditors shall determne periodically whether the activity' s process
for evaluating and reporting on internal control's are consistent with as
requir-ts. As part of this assessment, the auditors should rely on the audit
results obtained under the guidelines in subparagraph Il .F. 2 .b., above. The
auditors are cautioned that o Quidelines (reference (old)) are discretionary in
nature and are a suggested approach that nanagement can adapt to the activity as
| ong as the adaptation complies W th o Circular No. A-123 (reference (v)).

b. Once audit has determned that nanaPenent’s process for eval uating
Its internal controls IS adequate, only material changes in the process need

be reviewed during a subsequent audit. Thus, audits of the process should then
be made on a periodic basis to determne whether management’s process is still
adequate and functioning properly. Qher internal audits/reviews shoul d
basical |y focus on the results of the internal control process, rather than the
process itself.

C. However, Managenent nay request annually f ran audit an assessnent
of whether its process for evaluating its internal controls has been carried
out consistent wth prescribed regulations. Audit work, in addition to that

described in paragraphs 11. F.5.a. and b., above, should be prograned to the
extent needed to respond to managenment’s request.

d. Each internal audit organization shall report audit results obtained
under paragraphs 11. F.5.a., b., and C., above, t0 management Wi th a copy to the
0IG, DaD, i N accordance with paragraph 11.1. The format shown in figure 10-1
shoul d be used when reporting audit results under paragraph II.F. 5 .C. , above.

G INTERMAL REVI EW AND NoMaPPROPRIATED FUND AUDI T ORGAN ZATI ONS

1. pob Directive 7600.2 (reference (k)) allows internal review and nonappro-
ﬁnat ed fund audit organizations to evaluate and report on how wel | management
as inplemented an internal control program These audit organizations shall
refrain f ran doing an activity's risk assessments or internal control eval uations
because that is managenent’s responsibility. Managenment nust performtheir own
risk assessments. Such total involvement by these audit organizations woul d
| npai r audit | ndependence (DoD Auditing Standard 100)and Ccoul d prevent them fram
providing a related objective independent eval uation to managenment.

2. The audit organizations are, however, encouraged to provide technical
assistance to help managers evaluate and I nprove internal controls, including
assisting managers in training their staffs.

H  REPORTING REQUIREMENTS

1. Paragraphs 11. F.5.a., b., and d. require that each central internal audit
organi zation periodically review and report On the adequacy of managenent’s
process for evaluating and reporting On its system of internal controls and state

I f such evaluation and reporting were in accordance wth o requirenments.
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2. Paragraph Il .F. 5.c., above, also recognizes that nmanagement may request
annual |y that audit organizations determne if their process for evaluating their
internal controls have been carried out in accordance with prescribed require-
ments. Even though this is alimted review, it should include:

a. Adetermnation if any material changes have occurred in the program
or process requiring additional audit coverage.

b. A review of the Management Control Plan icp) for conponent inven-
tory, risk ratings, and 5-year evaluation schedule. The plan should include
schedul e dates for the evaluations, types of evaluation, and the name of the
seni or managenment off icial responsible for each evaluation. The MCP shall be

updated annual |y to include changes to components, new prograns, and restruc-
turing Oof existing prograns.

c. A selected sanple of risk assessments and eval uation of their
met hodol ogy, and whether or not the results are reflected in the M.

d. An assessnent of internal control evaluations perforned. Analysis
shoul d include the type of eval uation made, assurance that testing included
procedures to determne that internal controls were Working, and a determination
about the adequacy of documentation to support the conclusions reached.

_ e. Areview of formal followsp procedures for tracking corrective
actions and verification that actions have in fact been taken to correct
deficiencies noted. In those cases where a formal followp System does not
exist, a sample of reported actions should be taken and the results verified.

f. Areview of the proposal annual statenent for ascertaining the
adequacy, propriety, and reasonable assurance that eval uations were conducted
i n accordance with applicable [aws and regulations; that material weaknesses
identified during the internal control review process were reported (enclo-
sure 1); that effective plans for correcting mater ial weakness are listed: that
financial systens conformw th accounting principles and standards; and that
assurance is provided that there is adequate security of a?ency automated
information systems as required by aB Crcular No. A 130 (reference (u) .

3. When such annual evaluations are made by the audit organizations, the
audit results should be reported to managenent in witing using the format in
figure 10-1. The auditors shall report any disagreenments the% may have with
managenent’s annual statement. A copy of each audit report should al so be
forwarded to the IG pop (ATIN oaIG-2P0) , to arrive by November 15 of each year
or as soon thereafter as possible.
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PART |||

Accounti ng SYSTEMS

A. PURPOSE

Part |1 establishes policy for evaluating the management process used to
meet the annual reporting requirenents for DD account|n% systens under Section 4
of the Federal Managers’ Financial Integrity Act of 1982 (reference (bb) ), OB
Circular No. A-127 (reference (ff) )-, pop Directive 7045.16 (reference (ii)) , and
DD 7220.9-M (reference (] ) ).

B. APPLICABILITY

The policies in this part apply only to the Do central internal audit
organi zat i ons.

C. POLICY

1. Process Evaluation. Each central internal awdit organization shall
periodically review and report on the adequacy of the respective Department,
Agency, or act|V|ty\Aﬁrocess for evaluating and reporting under Section 4 of the
Integrity Act on whether its accounting Systens comply Wi th the Comptroller
Ceneral"s principles, standards, and related requirements as inplenmented by
the Departnent of Defense, and whether the process has been carried out in a
reasonabl e and prudent nanner.

2. Self-Initiated/Requested Audits. Each central internal audit
organi zatron may, depending on workload, priorities, and resource availability,
make self-initiated orrequested audits of accounting systens, either as separate
systens reviews or in conjunction with larger audits.

3. Technical Assistance. Each central internal audit organization is
further encouraged to provide, whenever practicable, technical assistance to
management I N their efforts to (a) evaluate and determne if their accounting
systems conformto the Comptroller General requirenments, as inplenented in Do
7220. 9 (reference (j J ) ), (b) inprove them and (c) report on those systens
under the FWFIA,

4, Training. A1l DOD internal auwdit organizations shall provide their
audit staffs wth adequate training on the Comptroller General requirements, as
| npl emented in pap 7220.9-M (reference (J | ) ) for accounting systems, regulatory
requi rements governing evaluating and reporting on operating accounting systens,
and related roles and responsibilities of nanagement and auditors.

D. BACKGROUND

1. The Federal Managers' Financial Integrity Act of 1982. Section 4 of
the Act Treference (bb) ) requires the Secrefary of Defense to report annually
on whether the pab accounting systems conformto the accounting principles,
standards, and related requirenents prescribed by the Comptroller General. This
report accompani €S the DD repor t t0 the presidentand the Congress on its inter-
nal control systens, which is discussed in detail in part Il of this chapter.
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2. a8 Circular No. A-127. This Grcular (reference (ff) ) prescribes
policies and procedures for developing, operating, evaluating, and reporting on
al | financial nmanagenment systens. Accounting systems are a subset of financi al
management system The o Circular requires that, at least, a limted review
of financial management Systems be conducted annual |y by the associated system
manager. This Crcular also states that for (epor_t|ng1 pur poses, accounting
systems that conformto the ﬁrowsmns of this Grcular shall be considered as
meeting the requirements of the Integrity Act.

3. B _CQuidelines for Evaluating Financial Management/Accounting Sy st ens.
This publTcatron (reference (kk) ) provides defaiTed procedural quidance T0
agencies for: (a) establishing system i nventories, (b) organizing and conducting
detai |l ed systens eval uations on a recomended 3-year cycle, and (C) using
eval uation results to establish and update 5-year agency systeminprovement plans
required by Paragraph 7 .c., as Grcular No. A-127 (reference (f f ) ) .

4. DoD Directive 7045.16. This Directive (reference (ii) ) inplements the
requirements Of OMB for evaluating ped financial systems. |t defines operating
accounting systens and requires that the accounting principles, standards, and
related requirenents prescribed by the Conptroller General be inplemented by DaD
Components | N accordance w th guidance issued by the Director of the 8. Those
Camptroller Ceneral requirementsS are included inthe g0 Policy and Procedures
Manual for Guidance of Federal Agencies (reference (11)) . DoD Directive 7045.16
further requires that each Do Component follow rel ated detailed instructions
contained i n DoD 7220.9+1 (reference (33 ) ).

5. Department of Defense Accounting Minual, ped 7220.9-M Chapter 12 of the
Accounting Manual (reference (II) ) rncorporates the requirements of oM and the
Comptroller General as they relate to operating accounting systens. Further,
chapter 12 establishes detailed procedures for:

a. Inventorying operating accounting systens annually.

'b. Evaluating accounting systens for compliance With prescribed
accounting principles, standards, and related requirenents.

€. Reporting the status of actions to upgrade accounting Systems to neet
prescribed requirenents.

~d. Preparing the annual report on accounting systems required by
Section 4 of the mFIA.

E.  AOCCOUNTING SYSTEMS COMPLIANCE REPORTING PROCESS

1. Seection 4 of the PFIA requires the Secretary of Defense to report
by December 31 each year whether the pe accounting systems conformto the
principles, standards, and related requirenents prescribed by the Comptroller
General. The Secretary’s accounting systemreport is based primarily on related
annual reports furnished by the Service Secretaries, Directors of the Defense
Agenci es, and Heads of paD activities.

2. Each central internal audit organization shall periodically evaluate the

adequacy of the respective po Ccnponent’s process for determning whether its
accounting systenms are in compliance WM th the Comptroller General requirenents
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and whet her managenents’ evaluation and report ing have been carried out in
reasonabl e and prudent nmanner. Once nmanagenents’ process has been found adequate
by audit, only material changes in the process need be reviewed and eval uated by
audi t. Consequently, audits normally would be made on a cyclical or periodic

basis to determne whether managenents’ process is still adequate and accounting
systens are functioning properly.

3. \When nanagenent contemplates reporting under Section 4 of the PMFIA
that a particular accounting systemis for the first tinme in compliance, the
respective audit organi zation should evaluate the basis for such compl iance
rePorting. Audit organi zations shall maintain close contact wth nmanagement
of I icials SO as to be aware when new systems are scheduled to be reported.

4. when audits of DoD Component processes are made, the audit results should
be reported to managenent, and a copy of the results should be sent to the IG

DoD (ATTN: QAIG-APO) . See paragraph I11. |. of this chapter for further
information on reporting.

F.  REQUESTED AND SELF-IN TIATED AUDI TS

1. Qccasional ly, management may ask awdit organi zations to revi ew accounting
svstems or aspects Of Selected systems. These reviews may be made separately or
performed in conjunction with regularly scheduled audits. Based on the request,
the audit organization should establish specific audit objectives to guide the
audit effort and to address the specific concerns of management.

2. Depending On workload, priorities, and other such factors, internal audit
organi zations may also initiate audits of accounting systems. |f management has
reported that an accounting systemis in compliance W th the Comptroller CGeneral
requi renents under the FMFIA reporting, the self-initiated audit should include
an eval uation of managenent’s basis for such reporting. \Menever possible, all
self-initiated audit efforts in accounting systens should be programed and
scheduled in concert with any audit efforts relating to the annual FMIA
reporting requirement,

3. Financial audits shall adhere to standards prescribed in Chapter 2 of
this Minual and Chapter 5 of the Government Auditing Standards (reference (c))
when eval uating internal controls. As a mininmum each report shall include
information on the controls identified, whether they were or were not eval uated,
and the mater ial weaknesses identified as a result of the study or eval uation.
The eval uation nmay have to be limted when:

a.  An adequate internal. control structure does not exist.

b. The auditor concludes it is nmore efficient to conduct actual testing
rather than place reliance on the internal control structure.

| c. The control structure contains extensive weaknesses requiring the
auditor to rely on testing.

d. The objective of the financial audit did not require an understanding
or assessment of internal controls.
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The above circumstance, if applicable, should be documented and explained in the
report on internal controls.

4. Wen audit organizations agree to conduct audits of accounting systens ,
the Mlitary Departnent, Agency, or activity heads may rely on the audit results
In prepar|nﬁ their annual reports to the SeCretary of "Defense. However, audit
personnel shall ensure that activity heads understand that they are still
responsible for the overall judgments nmade in their annual reports.

G TECHNICAL ASSISTANCE

1. Al'though the Db central internal audit or?:anizations perform audits and
reviews as discussed in sections IILE., and 111. F., they are not precluded from
providing technical assistance to nanagers in their efforts to evaluate and

| nprove their accounting systens. In fact, audit organizations are encouraged
to provide technical assistance to further the overall ped goal of bringing all

accounting systems into compliance W th the Comptroller General requirenents.

2. Since managenent has the primary responsibility for evaluating and
reporting on its accounting systens, auditors shall exercise due care to avoid
compremise Of professional 1ndependence. Independence shall be maintained so
that audit opinions, conclusions, judgments, and r ecommendations are inparti al
and w |l be viewed as inpartial by know edgeable third parties. Section

11. lF.gl.b., above, provides guidance on types of assistance that should be made
avai | abl e.

H  TRAINING

1. The auwdit organi zations shall provide accounting systems related training
for their auditors consistent with DoD Auditing Standard 200 on professional
proficiency and continui ngeeducatmn. ~Training should focus on regul atory
requi rements; Comptroller General principles, standards, and related
requirenents; and nethods and procedures for determning whether accounting
systens are properly docunented, operated, evaluated, and reported as required.
Appropriate training is essential for efficient audit or reviewin this area.

2. Training should, at @ mninum include the follow ng:

a. Reporting requirenents for accounting systenms under Section 4 of the
FMFIA.

b. Interrelationship of accounting systens, annual reviews required
under aB Circular No. A-127 (reference (£f) ) , and the required reporting of

accounting systems under the RFIA. Accounting systems that conformto reference
(f f ) are considered as meeting the requirenents of the FMFIA.

€. The Comptroller Ceneral principles, standards, and related
requirements for accounting systems included in the o Policy and Procedures
Manual for Quidance of Federal Agencies (reference (11)). Even though the
principles and standards are devel oped by the Comptroller General, they nust be
| npl emented through as guidance (reference (mm) . Training should cover both
sources and their interrelationship.
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- d. Specific evaluation and reporting requirements for accounting systens
are included in DoD 7220.9-M (reference (j j) ) . Enphasis should he given to the
m ni mum requi rements that managenment nust neet to satisfy the requirenents of the

Camptroller, DaD.

|.  REPORTING REQUIREMENTS

Subsections III.E.2, and 111. E.4., above, require that each internal audit
organi zation periodically review and report on the adequacy of the respective Do

Camponent's Process for eval uating and reportipng under Section 4 of the Integrj
Act (reference (bb) ) and V\hethergt%e progess P]gs Been carriec? out in a reaso alofg
and prudent nmanner. This audit or review could be done annually or |ess
frequently at the discretion of the internal audit organization. The audit
results should be reported to managenent using the format in figure 10-2, and a
copy shoul d be sent to the 1G, oD (ATTN: QAIG-APO) . \Mhen such a review is done
at the end of the year, a copy of the report should be sent to the 16, DD, by
November 15. Subsection III.E. 3. requires review and eval uation of management's
basis for reporting accounting systems, newy determined during the current
fiscal year, to be in compliance W th the Comptroller Ceneral’'s principles and
standards . An expl anation shoul d accompany any significant changes in numbers of
accounting systems | N compliance Or in noncanpliance.
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MEMORANDUIM FOR (DoD Camponent Head)
SUBJECT: Statement on Internal Control Systems Eval uation

W& have conducted a review to determne whether the (Db Component) has
eval uated its system of internal accounting and admnistrative control for the
year ended (date) in a reasonable and prudent manner and in accordance with
prescribed regulations and requirements. ~ During this review, nothing cane to
our attention that would indicate that the (Do Component) di d not comply With
prescribed regulations or requirements. 1/

(signature)

1/ It this statement cannot be nmade, revise to highlight major deficiencies.

Figure 10-1 Sanple Format of Audit Statement to Do Component On the
Adequacy of Managenent’'s Internal Control System Eval uation
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MEMORANDUM FOR (DaD Component Head)

SUBJECT: Reporting Oon Accounting Systens Compliance

W have eval uated the adequacy of your process for determning whether your
accounting systens camply W th the Comptroller Cener al \ori nci pl es, standards, and
related requirenents, as inplenented through o Crcular No. A-127, and whet her
your evaluation and reporting was carried out in a reasonable and prudent nanner.
W found your process to be adequate and properly functioning. 1/

(signature)

1/ |1 this statement cannot be made, revise to highlight major deficiencies.

Figure 10-2 Sanple Format of Audit Statenent to DoD Component On itS process
for Evaluating and Reporting on Accounting Systems Compliance
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DOD 7600.7-M
(Encl)

EXPANCED DEFINITION OF MATERI AL V\EAKNESS
IN THE INTERNAL CONTROLS OF THE DEPARTMENT OF DEFENSE

A material weakness in the pod systemof internal controls may be due to
| ack of an appropriate control or, nore frequently, inadequate ‘compliance Wi th

existing controls. These controls ‘deal with all program and admnistrative
functions; they are not limted to financial or accounting matters. Regardless
of the levels In which weakness in internal controls occurs within the Department
of Def ense, the Office of the Comptroller, pod, |ists the f ollowing factors and
exanpl es for consideration in classifying or reporting a weakness as material:

o Inpairs fulfillment of mssion.

o Violates statutory or regulatory requirements.

0 Deprives the public of needed Government services.

0 Results in adverse publicity or enbarrassnment.

o Dimnishes credibility or reputation,

o Endangers national security.

o Leads to waste or |oss of funds, property, or other resources.

o Alows f rawd or other crimnal activity to go undetected.

0 Causes harm even though mnor in individual instances, that is
neverthel ess extensive in the aggregate.

o Causes loss of control over 5 percent or nore of the resources for
whi ch an organization is responsible.

Because of the size and diversity of the Department of Defense and its
component Of gani zations, material weaknesses are to be considered at four |evels:

1. DoD Level.

2. Component Level .

3. Maj or Command Or Field Activity Level.
4. Installation or Activity Level.

Listed bel ow are sane specific exanples of the above factors applied at each
of the four levels:
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DCD LEVEL

(At the pod [evel, a material weakness includes a problemthat appears in several

camponents, amounts t0 $2 m|lion or nore, or may be natjonal or |nternational
in scope. However, depending on the effect or inpact of the problem a less

extensive problem coul d be of concern to the Secretary of Defense. )

o Breakdowns in supply Or repair policies and practices that result in too
f ew ships, pl anes, vehicles, or weapons to accomplish | ntended m ssions.

O Failure to observe controls over expenditure of funds wthin
appropriation limts,.

0 Poor nedical care caused by inadequate procedures or insufficient
[esour ces.

0 Overpriced conponents of weapons systems (waste cans, toilet seat covers)
or inppropriate overhead charges being tolerated f ran contractors.

0 Inadequate control over transfer of technology to foreign governnents.
0 Insufficient attention to control overtravel advances or over interest
Bgnalty paynents; small at each |ocation, but pervasive through the

partnent of Defense.

COVPONENT LEVEL

(At the Component | evel, a recammended threshold for monetary problenms in the
| arger components i S $250,000. For small Def ense Agencies, lesser thresholds may
be appropriate. )

0 Problems Whi ch amount to | osses of |ess than $250, 000 but which are
pervasive, chronic, or constant.

0 Using funds f ran operations appropriations for procurenment or
construction purposes, or otherw se msusing appropriations.

0 Using systens that do not conformwth GAO principles and standards.
0 Inadequate control over access to records in computer data bases.
0 Inproper practices in acquiring and maintaining computer equipment.

0 Failure to collect on debts owed the Governnent before menbers separate
f ram service.

0 Poor control over property on hand or over property turned in as excess.

lo0-1-2



0

MAJOR COMMAND/FIELD ACTI VI TY LEVEL

| nadequat e control over maintenance versus new construction decisions.
Weaknesses in payroll practices.
\Weaknesses in control over tenporary duty travel.

INSTALLATION/ACTIVITY | EVEL

I?thxne performance by contracting of fi cer representatives in user
of f ices.

Failure to comply With controls over weapons, ammunition, or property.
Pnr procedures for processing persommel on or off base.
| nproper use of facilities or equipnent.

Breakdown in controls allowng fraudul ent actions in norale, welf are, or
recreation activities.

The o in its question and answer booklet dealing with the Federal Mnagers’
Financial Integrity Act and Crcular a-123 (references (bb) and (v)) provided the
foll ow ng guidance in reporting material weaknesses:

0]

The material weaknesses included in the report to the President and the
Congress shoul d oonsist of matters of significance to the President and
the Congress.

Assurance letters at other levels in an Agency or organization probably
wi |l disclose weaknesses of varKing degrees of significance to the Agency
as a whole. The recipient of the assurance letters at each |evel should
col I ect and anal yze those crosscutting weaknesses or itens common t O
several units and other weaknesses of significance, and consider whether
theﬁ are ap?ropriate for inclusion in the assurance letter to the next
hi gher level off icial.
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CHAPTER 11
ADVANCED AUDI T TECHNIQUES

PART |

INTRODUCTION

The followng parts of the chapter provide policy and gui dance relative to the
use of statistical sampling (Part Il) , computer assisted audits (Part [I1l) , and
technical experts (Part IV). Qher parts may be added at a |ater date as the need
arises. Unless otherw se indicated, the policies prescribed in this chapter are
mandatory for all pob internal audit, internal review, and nonappropriated fund

audit organi zations.
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PART || - STATISTICAL SAWPLING

A.  PURPCSE

This chapter provides policy and guidance for using statistical sanpling
during ooointernal audits.” Statistical sanpling is an additional tool that may
be enployed by the auditor in the performance of an audit. It is to supplenent,
but not replace, professional judgnent and experience. This chapter is not
Intended as a technical “howto” manual. It shall be used as guidance for
auditors who have a basic know edge of statistical concepts and sanpling theories.
Ot her publications and textbooks ‘orovi de nore detailed instructions for auditors
on the techniques involved in sanpling. A selection of publications is shown in
Enclosure 1 to this Part.

B. TERMINOLOGY

1. The term*“statistical sanpling, " as it relates to auditing, indicates use
the fol low ng audit procedures:

of
a. Def ining the universe (population) and the sanpling units.
b. Determning the sanple size by statistical neans.

c. Selecting sanple itens using sane statistical methods such as: simple
random, Stratified randam, Or cluster randan sampling, or a combination of several
types in a multi-stage design.

d. Appraising sanpling results using statistical fornulas appropriate for
the type of sanpling procedures used.

2. The two nost comon Kinds of statistical sanpling procedures encountered
by auditors involve sanmpling for attributes data (attributes sanpling) and sanp-
ling for variables data (variables sanpling). This chapter pertains primarily to
the use of these two kinds of procedures to conduct audits.

a. Attributes Sanpling. If the sanple is used as a means of establishing
the frequency of occurrence of sane event or tyEe of transaction, the process is
referred to as “attributes sanpling. ™ In attributes sanmpling, the auditor checks
for the presence of a particular predef ined characteristic. The results of the
sanpl e are used to answer the question “how many” or “what percentage. " An
exanplf of such use would be the auditor’'s test of the ef f activeness of internal
controls.

b. Variables Sanpling. If the sanple is used to provide an estimte of
an average or total value of a continuously measured variable, the process is
referred to as “variables sampling. * The results of the sanple are used to answer
the question “how nmuch. * Exanples of such use would be a test to determne the
dol lar value of errors in inventory records or the tine it takes to pay vendors in
a prampt paynents review. Variables sanpling often requires nore time and effort
on the auditor's part than attributes sanpling, because more variability generally
exists in that type of data. In most cases, however, a sanple nust be designed
which wi || serve both purposes. This involves several sets of precalcul ation.
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3. Definitions of other terms used in this chapter section are included in
enclosure 2 to this Part.

C. APPLICABILITY

~The policies contained in section D., below, are mandatory for all internal
audit, internal review, and nonappropriated awdit or?anl zations (hereafter
referred to collectively as “internal audit organi zations”). The remaining
sections provide general criteria for auditors to follow in considering the use of
statistical sampling for auditing.

D. POLICY

1. Statistical sanpling shall normally be used whenever there are voluminous
nunbers of items to be examned, and the awditor intends to express an opinion
concerning the entire population f ran which only selective items were examined.
(Note:  Computer technol ogcr may, in sawe cases, make 100 percent exam nation of
the population Oof automated data nore practical than sampling portions of that
population. \Wen a 100 percent examnation is not practical, then statistical
sanﬁllng, as distinguished f ran judgnental or selective sampling, is the preferred
met hod o)f sanpling to be used for preparing audit estimates or conducting
[eVi ews.

2. Statistical sanpling plans shall be developed in all instances where
statistical sanpling is used. The sanpling plans shall be made a part of the

audit workpapers and shall support the audit programs for the particular audit
assi gnment .

3. The degree to which statistical sarrﬂl ing procedures are used in an audit
shall be determned by the need to assess the quality orquantity of data, the
adequacy of internal controls over the items examned, the necessity to make
overal |l projections, and the audit tine and costs invol ved.

4. The auwdit report findings devel oped though the use of statistical sampling
shal| include a statement that statistical sanpling methods were used in selecting
Items (transactions or operations) to be reviewed, and shall include any ot her
approarlate details necessary for an understanding of the situation., |n express-
ing the results of the audit whenever statistical sanpling methods were used, the
popul ation (universe, field size) f ran which the sanple was drawn shall bhe shown.
In addition, sanple projections shall generally be made without detailed comments
as to the size of the sanple, confidence levels, or confidence limts, except as
may be prudent t0 report in an appropriate appendix.

5. All audit staff members shall be trained in the use of basic statistical.
sanpling nmethods. In addition, technical assistance shall be made available to
the audit staff to devel op sanPIing techni ques and project audit results. \Were
there is a potential for use of complicated saTPIing plans to further save audit
time or reduce travel costs, the auditor shoul d consult an expert in statistical
met hodol ogy.

6. Audit staffs shall be encouraged to use computer equipment and computer

prograns for sanple selection wherever feasible. Prograns devel oped for selection
of sanmples shall re thoroughly tested and validated before they are dissem nated
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to the field for general use by awditors. See Part [l of this chapter for policy
on use of software prograns.

7. Statistical sampling techniques shall be used wherever feasible to

estimte &proj ect) the potential nonetary benefits attributable to the audit
in order to support the calculations with a high degree of confidence.

E. AUDI TI NG STANDARDS

The pab internal auditing standards (Chapter 2) nost closely related to
statistical sanpling are nunbered 210.3, 440.3, and 670.3. Excerpts fol | ow.

“Due care requires the auditor t0 conduct examnations and verification to a
reasonabl e extent, but does not require detailed audits of all transactions.
Accordingly, the auditor cannot give absolute assurance that noncompliance oOr
irregularities do not exist” (210.3).

"Audit procedures, including the testing and sanpling procedures employed ,
shal | be selected in advance, When practicable, and expanded or altered if
circumstances warrant” (440. 3) . °

“The internal audit_or?ani zation shall have enployees or use outside
experts who are collectively qualified in the disciplines needed to neet audit
responsibilities. e disciplines include . . . statistics.. .* (670. 3).

F. SAVPLI NG CONCEPTS

1. Every auditor has used the sanpling process, although it may have been
referred to as “testing” or “test checking;” that is, formng an opinion about
a group of items or transactions (records, vouchers, entries, etc. S) on the basis
of examnation of a |imted number. Perhaps such tests were performed based on
the auwditor's judgment, with no scientific basis for what was done (judgment
sanpling). In contrast, statistical sanpling is based on the [aws of probability
and, through proven mathematical procedures, has denmonstrated that a group of
items taken at random fram a universe will be alnost certain to contain the
characteristics of that universe. The underlying assumption is that sanple
statistics are representative of population paraneters.

2. The primary purpose of a statistical sa Iing_aﬁproach in auditing is to
provide an ob#ectlve result fram a sanple, together with a means of measuring the
reliability of the estinate obtained through the sanpling process. In short, the
statistical sanple is a mniature reFresentatlon of the whole and, within [imts,
al | conclusions reached based on evaluating sanple statistics can be projected to
the parameters of the whole universe.

3. Each auditor does mt need to be a skilled statistician, but should be
able to consult an expert when needed. In performing an audit, the auditor nmust:

a. Get the nost out of the work at each audit |ocation.
b. Mnimze the time necessary to obtain neaningful data.

c. Produce a report containing concl usi ons supported by factual,
accurate, and defendabl e data.



In certain cases, the most economical, ef f icient, and practical method to
acccm?]:ish these tasks is through the use of statistical techniques. Statistical
sanpling methods are additional tools that may be employed quite often by the
audi tor during exam nation. The¥ add to the auditor’s capability and can be used
in conjunction with professional judgment and experience.

4, Statistical sampling is a practical method that allows the auditor to
determne the risks in making estimates and inferences, and cane to concl usions
about a popul ation (universe) fram a sanple of that population. Wien a 100
percent exam nation is not practical., then statistical sampling , as distinguished
f ran judgnental or selective sanpling, should be used (unless justified as
i npractical for conducting reviews of the entire population). Inherent in the
technique of sanpling is the risk of statistical sanpling error—the |ikelihood
that the estimte based on the samﬁle will be within a predicted amount of the
universe parameters. Wth this, there is a predictable risk that specific
material errors could occur which mght not be detected in the auditor’'s
exam nati on.

5. In order to know everything about the whole population, the entire
popul ation must be exam ned. Sanpling, however, is an excellent, cost-effective ,
and timesaving Way of |ooking at a relatively small portion of a population in
order to cane to an informed conclusion about the entire population. Wile there
w |l always be a certain amount of risk present, statistical sampling allows the
auditor to control and predict the extent of that risk by controlling sample size

and sanpling nethods. The auditor relies on the systemof internal controls to
reduce the possibility that errors have occurred, "and on auwdit tests of sanpled

transactions, or other audit procedures, to mnimze the risk that any errors wll
remain undetected during the audit exam nation.

6. The sheer wlume of accounting, or other data to be examned, and the
rranﬁ areas to be audited clearly demonstrate the need to use statistical sanpling
techniques for auditing. Selective examnations using scientific sampling
procedures, together with other audit techniques, forma basis for conclusions
and recommendations for significant actions at all levels in the Departnent of
Defense. I n these circumstances, great significance is attached to the propriety
gf the auditor’s test and sanples, and to the reliability of the conclusions
rawn.

/. The statistical sanpling procedures used for audit tests, as discussed in
the remainder of this chapter, cover the five general steps that follow:

_ a. békeveloping a statement of sanpling test objectives (sanpling plan).
(Thi s includes deci ding on whether to stratify, cluster, or performa sinple
random sanple. ) \Wiere appropriate, a randomly Selected prelimnary sanple should
first be taken and the results evaluated. This step will help the auditor to
obtain know edge of the population inwolved and then choose an appropriate
sanpling test.

b. Determning the universe to be sanpled.
c. Determning the proper sanple size.

d.  Choosing and exanining the sanple itens.
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e. Evaluating the sanpled results using nethods consistent with the
particular sanpling plan applied. This includes universe estimation (projection)
f the attribute and/or variable under study.

G DEVELCPING A SaMPLING PLAN

1. There are several approaches that may be used in devel oping a sanpling
plan to meet the auditor’s test needs. The exact approach to be used wll be
determned by the objectives of the particular test at hand. In arriving at the
correct sapling decision, the objective should be known in specific terms. For
Instance, If sampling attribute data is the procedure to be used, definitions of
categories nmust be very specific. In the case of a check for errors, the auditor
nust determne in advance what constitutes an error (or, perhaps more desirable, a
significant or material error). |f the errors are to be analyzed by type, the
categories for the different types nust be carefully defined. Unless the precise
types of errors, occurrences or values under review are defined in the audit
program it will be difficult to de3|3n an economical or efficient sanpling plan
that wll provide the results required.

2. Sampling tests or pilot surveys may be conducted prior to design of the
formal sanpling plan to:

a. Appraise methods and procedures, or the effectiveness of the internal
control systens.

b. Determne the need for further sanpling, and the type to be used.

c. Determne the occurrence rate (hew many) of certain defined errors or
other characteristics (attributes sanpling).

- d. Determne the average (or total) value (how rmuch) and the standard
deviation of some characteristic, such as dollar value (variables sanpling).

~e. Determne desired precision and confidence |evel and estimte
popul ation size.

- 3. To ensure statistically val i d conclusions, it IS essential that a statis-
tically valid sanpling plan be designed and that same type of randam sel ection

be used. This, coupled with an analysis method tied to the sanpling plan, wll
ensure that the auditor’s conclusions are valid.

4. The objective of the auditor in developing the sampling plan should be to
choose a minimm number of tests and/or | ocations, and yet sanple enough data with
sufficient precision to denonstrate that the condition does or does not exist.

As can be seen in tables for determning sanple sizes for sinple randam sanpl es,
reducing the sanpling error or inproving the precision to an unnecessarily low
value wll sharply increase the sanple size and al so the cost. The sanpling plan
must provide for a method of selection in which each sanple itemin the universe
has a determnabl e chance of being selected for examination. |n developing the

sampling pl an, the auditor also nust consider practical |imtations such as tine
constraints, cost, and type of itens to be exam ned.
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H  DETERMINING THE UNIVERSE

1. The universe (population, f ield, etc. ) is the total group of itenms or
transactions f ran which the sample is selected. It is inporfant to determine with
a fair degree of accuracy the composition of the universe to ensure that all itens
in that universe are available for sanpling. In addition to determning the
nunber of items in the universe, it also may be useful to determne the total
dol | ar value of the universe (if applicable). These values are necessary in
deci ding whether to break down (stratify or cluster) the universe into various

groupings to inprove sanple reliability and ensure adequate selection of the nore
significant itens.

2. The audit purpose for stratification is to isolate for separate handling
the critical. groups in the universe (rest often the high dollar itens), thereby
reducing the risk the auditor takes in mssing any significant itens or actions.
Further, by considering the large or sensitive items separately f ran the remainder
of the universe, the auditor al SO reduces the degree of variability in the sanple
area, thus increasing the reliability of the subsequent audit test.

|.  DETERMINING THE SAMPLE SI ZE

1. The auditor’s decision as to the proper sanple size wil| depend on:

_ a. \What precision or sanpling reliability is believed necessary to
estimate the characteristic (attr|buté; or other value (variable).

_ b. The degree of assurance (confidence |evel) desired that the sanple
MAfl represent the population and fall wthin the required distance from the true
val ue.

2. \When the desired sanple reliability and confidence |evel have been
careful |y determned, the sanple size can then be obtained from a table or
formula.  However, the process of determning sanple size is not to be solely
mechanical in nature; it requires careful thought and trade-offs by the auditor.

3. Inorder to determne the sanple size, the followng factors nust be
consi der ed:

a. Sanpling precision
b. Confidence |evel

_ c. Maxinum expected error rate for attributes or standard deviation for
variabl es

d. Size of universe

e. Practical [imtations

(1) Sampling Precision. Sampling precision refers to the anount or
degree of probable error assocrated wth an estimate; in other words the extent to

which the sanple findinPs my differ f ran the actual unknown values or conditions.
The precision is generally expressed in plus and minus terns fram the sample
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average or proportion. The specified precision is the maximm val ue the auditor
may allow the sanple result to vary f ran the true universe value. The greater the
preci sion desired (or the smaller the sanpling error), the greater the number of
Itens to be exanmined (sanpled). G eater precision or accuracy will obviously
demand nore of the auditor's time and effort. Thus, a trade-off nust be reached

between the desire for greater precision and the need for greater expenditure of
time and effort to complete the sanple exam nation.

(2) confidence Level. The confidence |evel chosen represents the
risk the auditor is Wlling to take in using the sanple to estimte the universe’'s
characteristics. The degree of assurance ?conhdence | evel ) nust be specified in
advance. This degree of assurance wi |l be expressed in percentages; for exanple,
90 percent, 95 percent, 99 percent. A confidence |evel of 95 percent indicates
that 95 times out of 100, the actual universe value wll be expected to fall wth-
In the precision computed f ran the sanple results. Correspondingly, 5 percent
of the time, it my be expected to fall outside. In establishing the confidence
| evel , the auditor shoul d consider other sources of auwdit reliance. In nost
cases, this is accomplished subjectively by the auditor in deciding that a |ower
confidence | evel 1s adequate for a particular situation where there are other
sources of reliance as, for exanple, the presence of a strong internal control
system (known as a result of other observations or lor|or experience). The con-

f idence | evel has a direct relationship to the sanpling precision, since they
affect each other and are integral parts of the sanple selection process.

(3) Maximum Expected Error Rate or Variance. The maxi mum expect ed
error rate for attrrbuie sanpling or the varrance for variables sanpling should be
known from historical data or other information; for exanple, results of previous
reviews. If there i's no prior experience to rely on, it may be necessary to take
a prelimnary (test) sanple to determne the error rate expected.

(4) Size of Universe. mhe universe (field, population) refers to the
total nunber of items which could be exam ned or observed, and it is this universe
fram Whi ch the sample will be drawn. The size of the universe, while desirable to
know, IS not an absolute need in determning sanple size unless the universe is
smll in nunber. It is permssible to estimate the universe size since the sanple
size is not a fixed percentage of the universe. |In a statistical determnation of

sanpl e size, the nmber of itens in the universe is not nearly as significant as
the variability.

(5) Practical Limtations. The lack of time and sufficient personnel
my dictate the need for a smalTer sanple size than desired. In such cases? it
IS inmportant to realize that the precision and confidence | evel w || be sanewhat
dimnished. [In such cases, the audit report may need to specify the nature of the
precision and confidence.

J.  EXAMINING THE SAVPLE

Once the awditor has selected the sanple, the actual testing can be performed.
In the case of testing for campliance Wth prescribed procedures, the auditor
shoul d exam ne the availabl e docunentation or support to see if there is evidence
that in each case (for each samole item the controls in which the auditor is
Interested were operating and were followed. The actual conduct of the test needs
to be done with care because of the reliance placed upon it. Statistical sampling

11-8



hel ps to provide the auditor with assurances of what conditions have occurred,

but not the conditions occurred. Wwen the sanple results indicate error con-
ditions, t¥1e auditors need to determne the significance of the errors, why the
errors have occurred, and what steps can be taken to prevent their recurrence.

K EVALUATI NG sa¥PLING RESULTS

1. After the sanple has been selected and examned, the results can then be
eval uated through use of the appropriate mathenatical fornulas, depending on the
sanpl e nethod selected. This 1nvolves comparing the actual test results wth the
expected results. If the actual results fall within the precision range (expected
error rate plus or mnus the sanpling precision) , the auditor my conclude W th
the specified |evel of confidence that the actual error rate or dollar value is
within acceptable limts. The auditor shoul d recheck the sanple for errors,
omissions, Oor ot her circunstances that could affect its validity. It is likely
that the computed (actual) error rate wll differ f ran the expected error rate.
Wien such a difference occurs, the actual sanpling precision and confidence |evel
wi Il not be the same as those values originally selected. Therefore, it is
necessary to reeval uate or aBpra| se the sanpling results to determne the correct
precision and sanpling reliability attained.

2. Sanple results nust be viewed with an auditor’s judgment; that is, are
the results neaningful, saleable, reasonable, and precise enough for the audit
objective. In instances where the auditor determnes it i s necessary to expand
the sanple size to arrive at a nore acceptable result, then the sane randam
sel ection procedures nust be followed in choosing additional items for review
Regardl ess of whether or not the sample is expanded, if the auditor concludes that
the error rate is unacceptably high, then an attenpt nust be made to identify the
reasons before the matter is reported to management and corrective actions are
recommended.

3. An error rate may be acceptable under one set of circumstances, but not
acceptabl e under another. For exanple, a 3 percent error rate in payrol| opera
tions may be unacceptable, whereas for inventory operations the sane error rate
may be wthin tolerable [imts and considered acceptable.

4. Wen statistically designed sanples are used, it is possible to evaluate
the reliability of sampling results at any point during the exam nation, provided
that the itens selected for audit were taken in their random number Sequence.

This is inportant because it nmeans that an audit test devel oped in this manner can
be terminated earl|ier wth corresponding Savings in time and cost. \When the itens
are selected in their original randm nunber sequence, the auditor can compare the
sanpled results at any point in the examnation for an appraisal of the sanpling

reltability. If the results provide the auditor with the desired information, the
test my be termnted. This procedure is frequently referred to as “ stop-and-go"

sanpl i ng.
L. WORKING PAPER DOCUMENTATION

The audit working papers should fully document and explain the sanpling

ngfgafag§ foll owed during the audit. Such documentation shoul d include the



1. A description of the sanple objectives.
2. The type of sanple selection nethod used.
3. The procedures followed in selecting random mmbers for the sanple.

h al A statement of the appropriate fornulas used for selecting and eval uating
the data.

5. The randam numbers selected and/or used.
6. The size and characteristics of the field.

7. Information on determnation of sanpling precision, confidence |evels and
sanpl e size.

8. Detailed results of each sample unit exam ned.
9. A sumary of the results and basis for any projections nade.
10.  Such other information or data considered appropriate by the auditor.

M PROJECTING MONETARY BENEFI TS

Auditors are enco_uraged to use statistical sampling to estimte the potential
monetary Denefits derived f ran an audit. This analytical tool is the preferred
met hog for estimating monetary benefits when only selected items of a universe
are evaluated and projections are made about that universe. Monetary benefits
projections based on statistical sanpling will be limted to the universe f ran
whi ch the sample was actual |y dram. Auditors should avoid conditionally implying
that those transactions or itens examned in detail in one universe are represen-
tative of other universes; there is no statistical basis for such a connection.
See Chapter 8, enclosure 1, for guidelines on measuring potential benefits
resulting f ran audits.

N. US| NG avroaTeD DATA PROCESSI NG SAMPLI NG TECHNIQUES

1. Computers can be progranmed to sel ect auwdit sanples required under
statistical sanpling techniques. Many activities have sanple selection routines
al ready available among their data processing prograns. Commercially developed
software routines are also available for retrieving data f ran computer files and
conduct i ng sampling examinations. The use of such routines as the Statistical
Anal ysis System Statistical Packages for the Social Sciences, and other pro
prietary software can save auditor time. The use of any software programto
select an audit sanple should be approached in [ine wth policy set forth in
Part Il of this chapter.

2. Care, however, nust be used by the auditor to ensure the integrity of the
sanpl e when relying on managenent to extract the required data. |f possible, the
awditor shoul d exercise complete control in extracting the sanple, Were this is
not possible, the auditor should apply checks to ensure that the integrity of the
data Is not compromised. Adequate testing is required to ensure that the universe
accurately represents the group of items of transactions under review and has not
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been altered. ‘I’'he number and type of tests reqired for such verification wll

depend on the reliance placed by the auditor on the internal control system (See
Section K, Chapter 9.)

3. Usually, nore itens should be generated durinqhthe sampl e selection
}Ia_rocess using the computer Sel ection procedure than the awditor plans to exam ne.

his wll facilitate expansion of the sanple if warranted by the results of the
initial exam nation.
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PART ||| - COMPUTER-ASSISTED AUDI TS

A. PURPCSE

~Thi's chapter provides policy and guidance for using computer technol ocr;y in
audits. It _sn(xfpler_xents_s exi sting policy and procedures on maintaining quality
audit work by identifying special considerations to be recognized when

computerized techniques are used in the audit process.
B. APPLICABILITY

The policies contained in section D. , below are mandatory for all internal
audit, internal review, and mlitary exchange audit organizations (hereafter
referred to collectively as “internal audit organizations” 2 The remaining
sections provide guidelines for” the successful integration of conputerized
techniques in the audit process.

C. BACKGROUND

1. The use of computerized techniques in the awdit process has evol ved over
many Years . The computer has been used prinarily as an awdit tool in selecting
sanpl es or analyzing data in computerized information data bases. Audit software
packages al so have been used for data retrieval purposes. Technical specialists

trdaitnetd ikn computer Usage were needed to acconplish most of the computer-related
audi t tasks.

2. The emergence of mcroconputers in recent years i s now revol utionizing
the audit profession. Microcomputers are relatively easy to operate and are
af fordabl e, thereby giving practically every auditor a powerful tool that may
be used in virtually all aspects of an audit. Wdespread use of microcamputer
technol ogy makes it possible to do work faster and at |ess cost. Effective use of
microcamputers al SO may inprove the quality of anal yses and reports and provide
atﬂiﬁo;s W th a means of better understanding autamation concepts, principles, and
t echni ques.

3. Being a relatively new tool for awditors, the introduction of micro-
camputers has Bro ht with |t several issues that need to be addressed. These
tssues- include the fol | ow ng:

a. How to apply mcroconputer technology effectively and efficiently.
b. Data entry and verification considerations.
c. Datareliability and security.
d. Autanated working papers.
Wiile this chapter focuses on using mcrocanputers, the principles apply equally

to maintaini n(I:; quality in the audit process when using mainfrane computers or
audit retrieval techniques.
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D. POLICY

1. An effective program shal | be established for improving productivity and
ni ssion performance by integrating canputerized techniques into the audit process.
Such a program shoul d i nclude the following:

- a. Conducting projects designed to identify and test new audit
appl i cations.

b. Providing applicable technical assistance to the audit staff when
camplex anal ytical applications need to be devel oped and/or used.

| c. Developing a means of publicizing canputerized awit techniques and
results.

2. Proper planning for the effective and ef f icient use of available computer
resources shall be encouraged for increasing auditor product!V|tK and | nmproving
quality of audit products. The need for mcroconputers to aid the audit function

shal | be assessed and applicable requirenents devel oped to support budget requests
for computer resources.

3. FEf fective controls and oversight of canputerized techniques shall be
Instituted to provide reasonabl e assurance that reliable and accurate audit

fre:lmlxlts are obtained. Control features shall address the adequacy of the
ol | owi ng:

a. Data entry and data verification processes.

b. Data managenent practices.

c. Audit software application devel opnent, testing, and documentation
procedures.

d. Supervisory reviews and approval of computer generated anal yses.

4. The paD internal audit organizations shal | review existing information
secur|tﬁ policies and procedures for protecting sensitive data and shall f ohm
appl i cabl e procedures when classified, sensitive, and/or proprietary information
IS retrieved, processed, or stored during the course of a computer-assisted audit .

5. Training prograns shall be developed and inplenented to address the
auditor’s need to become famliar with, or proficient in, the effective use of

omputers i N g_er_fo:_:ming audits. Auwdit managers and supervisors shall be famliar
Wi th the capabilities of computer software used by their staff.

6. The use of computers i n auditing Shall Dbe documented and expl ained in the
audi t working papers so that a reviewer may repeat the process |eading to the
audit conclusions. Provisions shall be nade for retaining and storing working
papers and records created in an electronic formthat support the audit report.
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E. STANDARDS

Chapter 2 of this Manual contains the b internal auditing standards. The

standards most closely related to using computers in the audit process are as
follows:

1. 210- Due Professional Care

2. 220 - Auditor Qualifications

3. 430 - Supervision

4, 440 - Examning and Eval uating Information

5. 670- Internal Audit oOrganization Qualifications
6. 690 - Quality Assurance

| 7. FRONT-END PLANNI NG

1. Careful planning in the audit process takes on additional significance as
computers assume an increasingly larger role in audits. Getting the most val ue
f ran availabl e computer resources requires that they be managed properly. The
audit teamfirst should fornulate the objectives of the audit, i ndicating the

;iurpose of the effort and what is to be aocanﬁlished. These audit nmanagenent
ssues t hen shoul d be assessed considering the automated environment | nvol ved in

the audit and the availability of ocomputer resources to assist the auditor.

2. Computers can be used productively at each step of the audit process

(planning, data collection, data analysis, report writing, and presentation) and
I'N mangaing the audit itself. It IS imortant {0 |00k for ways to increase

productivity through the use of computer applications. |ssues that should be
addressed include the fol | ow ng:

a. Determning how nuch of the audit process should be automated.
b. Identifying tasks to be autanated.
c. Determning the types and sources of data to be used.

d. Determning the types or mx of computer resources needed to

accamplish data anal ysis requirenments; i.e. , mainfrane computers versus
m croconput ers.

e. Defining the roles and responsibilities of audit and support staff.

Computer SOf tware requirements also should be determned early in the audit to

ensure availability. This is especially inportant if special computer program ng
support is required.

3. The skill level of the audit staff (e.g., computer know edge, expertise,
experi ence?W and the availability of microcomputers nMay have an impact on various
aspects Of the audit design and methodol ogy. Required training should be pro-
vided before starting the audit, or training tine should be built into the audit
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schedule. In many audits, mcroconputers may be shared among team nmenbers at
certain phases. At other points, however, it is essential that staff menbers
have use of a microcomputer, particularly in the data analysis and draft report
preparation phases. productivity gains may dimnish quickly if microcomputers are
not readily available. The lack of sufficient mcroconputers also may discourage
auditors tyran Usi ng microcamputer technol ogy.

4. A multitude of environmental factors affecting the use of microcomputers
shoul d be addressed in the planning phase. Such issues as power supply, available
phone lines, level of static electricity, and tenperature in the area where a
mcroconputer will be used shoul d be considered. |f damestic or foreign travel
| s expected, special consideration should be given the follow ng:

a. Transportation Of microcomputers and storage nedia through airport
security.

b. Laws on carrying mcroconputers through custams.

C. Cammmication requirenents and potential restrictions.
d. Availability of computer suppli es.

e. Differences in electrical power.

G DATA ENTRY

1. Data entry options should be identified and considered in computer-
assisted audits. The nost frequently used nethods of capturing data in a
microcomputer are direct data entry by keyboard and down-loading f run anot her
canputer. Al'so, there are situations where the entity being audited may have the
capability to record the data needed by auditors on diskettes, which then may be
transferred to a mcrocanputer.

2. Direct data entry is def ined as keying data directly into the micro-

?auputer and | s accomplished When data to be entered are available only in manual
orm

- a. Direct data entry may be assigned to a data entry clerk or other
admnistrative clerk. If there are decisions to be nade or interpretation of the
SO&JICG *ents required, the task shoul d be accamplished by the responsible
audi tor.

b. Regardless of who enters the data, the data el enments should be defined
and the format or record design should be set before data entry begins. O her-
W se, nonstandard records may be generated and nmay cause a problem when the audit
applications are run. The specific design of the input format is determ ned
partially by the particular software package being used. If data are anal yzed
using nore than one type of software package, the format should be desi gned to
ease the process of moving data fram one programto anot her.

3. Downloading is the Erocess for selecting and retrieving data f ran another

computer Systemin a way that makes it usable on a microcamputer. This nmethod of
data entry is used frequently when selecting data fram |arge files stored on a
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mai nframe computer. Because the downloading process nay be a very technical
and time-consuming process, it is advisable to seek the assistance of technical
specialists and to begin the process in tine to meet the audit needs.

_ a. Downl oading requires that a compatible comunications |ink be estab-

| i shed between the microcomputer and anot her canputer. To establish the |ink,
aﬁpl | cabl e communications protocol needs to be established and access rights to
the automated data files obtained. The automated data base may contain data
el ements not required by the auditor that should be elimnated f ran the downl oad-
Ing process. Standard software for downloading data nmay be used to select the
desired data elenents. Once the data have been downl oaded into the mcroconputer,
|t]c may be necessary to reformat the data for use with available mcroconmputer
sof tware.

b. The available storage space and/or memory capacity of the micro-
camputer Often [imt the amount of data that may be downloaded. It is essential
that the auditor knows the size of each record (number of characters) and the
nunber of records to be downloaded t0 ensure that the microcamputer has the
capacity to accept all data transmtted and to provide an estimte of the
time needed t0 accomplish the downloading. [|f the microcomputer does not have
suf ficient capacitx, the auditor may have to redesign the intended analysis or
may have to use other neans for acconplishing the analysis.

H DATA MANAGEMENT

1. |f data and computer resources are Shared anong audit team menbers,

responsibility should be assigned for a range of data managenent issues to include
the fol | ow ng:

a. Devel oping the needed data bases.
b. Providing adequate docunentati on.
c. Establishing data dictionaries and directories.

When nmore than one audit teamis involved in collecting and summarizing data,
cl 0se ooordination anmong audit teans should be enphasized to ensure uniform
col lecting of data.

2. Proper managenent of access controls and data storage is essential for
data integrity. Access to data resources should be assessed, and applicable
access rights provided for only those individuals who need them It should be
determ ned which users shall be authorized to nake changes in the data files and
which users shall be limted to “read only” access privileges.

3. An inportant area for attention is the physical security of the micro-
computers and the information security of the data. pad information security
policies require mniml |evels of protection for processing sensitive data or
critical functions. Sensitive information includes classified information,
proprietary information, and personal information subject to DoD Directive 5400.11
(reference (pbb) ). Cassified information may not be Erocessed On computer
equipment that has not been certified previously for such use.
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4. Computer usage should be restricted to official business. In order to
prevent introduction of software devices, such as a “virus,” that coul d destroy
the data in a system or provide unauthorized access to a system unapproved and
unaut hori zed software shoul d not be used.

5. Procedures for systemand data base backup shoul d be established and
enforced. |f periodic file backup is not done during the audit, the auditor runs

a high risk of losing tenporary or permanent access to files created. A good
practice is to mintain at |least tw copies of all critical files on diskettes,

whi ch provides the opportunity for separating storage |ocations. Auditors should
be famliar wth and adhere to the terns ‘of the |icensing agreenents regarding the
duplication of commercial software packages.

6. The nethods for producing, reviewng, and Storing working papers change

significantly when computers are used in audits. Guidelines for autanated working
papers are provided in section L., below.

|, DATA VERI FI CATI ON

1. Ensuring the quality of audit results requires verification of the data
used . Verification consists of assessing the reliability of the source data
before the data entry process and testing the data after data entry IS completed.

2. \Whatever the source of data used in the autamated application, it is the
responsibility of the auditor to performsufficient work to ensure that the data
used in the audit are relevant, accurate, and complete. For data derived f ran
manual source documents, the data should be verified in the same manner as if
being transferred to manual working papers. For computer generated information
that is to be downl oaded to the microcomputer Or retrieved USing audit software
retrieval packages, procedures in Chapter 9 of this Manual should be used for
assessing data reliability.

3. Data entry is the first najor point Where error nay be introduced i n the
automated process. \Wen data are entered directly f ran the keyboard, keying
errors may occur. Transmssion errors may occur when data are downl oaded from a
mai nframe canputer or communicated f ran another microcomputer. To guard a?ainst
introducing error in the data entry process, verification should be accunplished.

4. There are a variety of verification procedures that offer varying degrees
of protection against introducing error. In selecting a type of verification,
the auditor should consider the alternatives, balancing the costs and feasibility
of various procedures against the risk of error that may be tolerated. It is a

good practice to keep an unmodified copy of the original data to preserve the
Information until 't is verified.

_ a. \Wen data are entered f rom the keyboard, one option for verification
I's rekeying all data (or onlg sane portion of it) and matching the two resulting
sets. Another option is to have a second person reenter the data.

b. Visual scanning of the results of the data entry for reasonabl eness
is a way of detecting any gross errors and always shoul d be done. This is

particularly inportant for data that have been downl oaded and/or retrieved or

transmtted f ran another computer. Transmi ssion problems or |ine noise may
result in transmtting unreadabl e data.
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C. The auditor shoul d know the total number of records in the original
data sources. This number al ways shoul d be compared to a count of the records
in the newy entered data set. Know ng the exact number of data records to be
transmtted is inportant, especially in the downl oading process. The auditor also
shoul d compare the sum of selected critical field(s) of the original data source
to the sumin the newy entered data set. For exanple, certain fields in a record
my be conducive to providing totals suwh as dollar amounts. Any discrepancies
not ed ti r(1]| rfeoord counts, batch totals, or other control fields used should be
accounted for.

J. SOFTWARE CONTROLS

1. when audit Software is used in the auit process, adequate controls shoul d
be established to ensure the software prograns werk as intended. The term audit
software includes the follow ng:

a. Comercial “of f-the-shel f” microcomputer sof tware packages.
b. Aaudit software retrieval packages.

C. Customized software programs devel oped in-house for a specific or
recurring application.

The basis for ensuring the accuracy of software performance shall vary depending
on the circunmstances Invol ved.

2. For commercial software acquired and supported, the internal audit
or?anizations shoul d establish proper procedures for ensuring the quality of
software for Agency-wide use. These procedures should include making sure that
the comercial software meets the requirements of the organization, designating
a central point for resolving Problens auditors may encounter, and providing
feedback to comercial vendors for correcting potential software errors. For
Agency supﬁorted comnmercial Software, the auditors should be confident that these
prograns shal|l perform as expected when properly used. Auditors should not use
commercial software that has not been designated for Agency-wide USeE.

3. \Wen lex anal ytical or audit software retrieval packages need to
be developed amor used in the audit process, it may be necessary to provide
auditors with technical assistance. For exargl e, special progranms may have to be
witten 1n program n? Ianguages such as BASIC, coBaL, or Pascal. In these cases,
addi tional steps should be taken to define the roles and responsibilities of the
auditor and the technical specialist, commmicate audit requirements effectively,
and ensure the quality of technical assistance provided. Steps taken should be
documented and retained in the working papers.

a. A clear understanding should be established between the auditor and
the technical specialist as to what is required and what is actually provided.
To pramote SUCh an understanding, the auditor should communicate clearly and
distinctly the audit requirenent in the formof a witten statement of work. The
technical specialist then should do the fol |l ow ng:
(1) Document the work performnmed.

(2) Approve the results obtained.
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(3) Provide his and/or her professional opinion, as may be applic-
abl e.,dog the uses and/or lintations of automated products and/or services
provi ded.

Wth these assurances..the auditor then assumes responsibilitv fQr how the
aut anat ed products and/or services are used in accomplishing the audit.

b. Adequate testing should be accomplished fOr custamized Sof tware
programs devel oped in-house. The extent and type of testing shoul d be based
on the complexity of the application and the risk when relying on the results
generat ed. It IS recommended t hat automated applications developed i n- house

e validated with test data having a predetermned result.

c. The results of the testing process should be reviewed and approved
by sameone know edgeable in the particular |anguage used to wite the program
so, the testing process should be documented t0 show the following:

(1) The capabilities tested.
(2) Actual tests perforned.
(3) Results.

A copy of all prograns and supporting documentation should be retained in a
permanent file or wth the audit working papers.

4. To mnimze the risk of making errors, control features should be
incorporated | Nt 0 microcamputer applications. The free format capability of
spreadsheet software, in particular, provides great f legibility while |acking
built-in controls to ensure accurate results. Use of the followng control
features shoul d be considered for microcomputer applications where proper:

a. Use lock fornmula comands to protect formulas.
b. Use totals as a formof control.

c. Calculate key balances using two alternative methods and then compare
the results to nmake sure they are equal.

d. Print a listing of fornulas and relationships.

e. Describe each f ormula's purpose in the same data base or spreadsheet
that the fornula exists.

f. Verify that the fornulas and queries used are correct.

g. Provide instructions and identifications with the spreadsheet (include
preparer’s name, date created or last modified, input expected, output produced,
file name, date last tested, etc. ) .

5. Computer applications may be enployed by a nunber of users and also may
be modified to fit a variety of audit situations. Adequate controls should be
established for these applications to prevent any unauthorized or unintentional

alterations. Information on their structure and operation Shoul d be maintained
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ina “permanent” file to reduce the learning tine reqired of another individual
to operate them effectively, to determne exactly what the applications my and

my not do, and to facilitate their retrieval at a later date. Such infornation
shoul d include the fol | ow ng:

a. Preparer’s name and date prepared or nodifi ed.

b. Capabilities and limtations of the application.

c. Hardware and software retirenments, including the version of the
microcomputer Operating system and software used.

d. Operating instructions such as initial set up, data entry, and how
to make corrections and reconciliations.

e. Description of record layouts and data el enents.

f. Testing procedures to verify the integrity of the tenplate’s

g. Any warning in the event the nodel's logic or structure is altered.
h.  Retesting procedures accomplished if the nodel is nodified.

|, Sample printouts illustrating the results generated.
K. QUALI TY ASSURANCE

1. When new tools are introduced and used without detailed understanding,
the potential for nisapplication always exists. Errors may be introduced and , if
undetected, subsequently may be magnif ied or spread through an application.

2. Effective training_and supervisory reviews are inportant factors in
ensuring that microcomputers and automated aud it techniques are used effectively
and in nmaintaining quality assurance over autanated tasks. The key to becoming
an effective mcroconputer user is learning the capabilities of the hardware and
software being applied. This may be achieved by formal training, on-the-job
training, and by self-training.

3. Requirenents for supervisory reviews of audit work apply ec1ua||y to
the review of computer generated anal yses. The reviewer should eval uate each
application based on its objectives and its relative sensitivity to the audit
conclusions.  CGeneral points to consider when review ng an autanated audit
appl i cation include the fol | ow ng:

a. Does the application performas intended?

b. Was the audit task acconplished in an efficient manner?

c. Are underlying assunptions applicable to the specific assignnent?

d. Were good application design techniques used?

e. Was the application properly tested?
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f. Was the correct version of the tenplate or software used?
g* Have accurate data been used in the application?
h. Have adequate computer backup files been created?

|f the audit supervisor does not have sufficient ccntputer expertise, a qualified
technical specialist should review and approve the use of conputerized techniques.

L.  DOCUMENTATION OF AUDI T PROCESSES AND RESULTS

1. The methods for producing and review ng working papers change signif i-
cantly when automated resources are used in the audit prccess. Special care
shoul d be taken to docunent all automated procedures and data files used durin%
the audit. A description of how autanated resources were used shoul d be provided
In enough detail to allow a reviewer to canprehend fully the application purpose,
grocesslng function, underlying logic, tests perfornmed, and conclusions reached.

he reviewer also should be provided a road map through the el ectronic working
papers, showing clearly all steps in the audit process.

a. For each audit, a single master index or directory should show the
storage media and |ocation of each autanated working paper. ‘It also should pro-
vide Information on the subject of the working paper, its title, the the of file

ésuch as spreadsheet or data base) and the software used to created the file. A
| skette labels should include a signature block for the preparer and reviewer.

Al ternatively, sane %ortlon_of the audit working papers, including official
signatures, should be retained in paper form

b. Indexing may be facilitated by devising and using standard file nanes
that contain coded information on the type of file, the nunber of the working

paner 5 Of other information rel evant to |ocating particular documents f ran a whol e
set of related docunentation.

C. The requirements for cross-referencing autanated working papers are
the sane as for hard caﬁy wor ki ng papers. Cross-references may be included in
the automated fil es. Ile there 1s no standard approach, cross-referencin
al ternatives have a critical feature in comon, They al | require that careful
attention be given to planning for systematic file namng and descriptions.

d. The working papers shoul d contain a concise but complete description
of all ﬁrocedures for data entry, data verification, and the results obtained by
using these procedures. For exanmple, if a 10 percent sanple of data is rekeyed
as a verification procedure, the rationale for selecting that procedure and that
sanpl e size should be docunented. The error rate as determned fram the sanple
shoul d be reported and any subsequent steps to correct errors should be described.

Sﬁecific steps for docunenting statistical sanpling can be found in Part |l of
this chapter.

_ e. Wen data are obtained by downloading fran another computer System or
using audit software retrieval packages, a description of both the process and the
data files should pe included in the working Fapers. A separate working paper
should be devel oped speC|f|caIu¥ for these applications identifying the host

at

computer System the original. a file, the software and procedures used for
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extracting data, and the communications hardware and software. All procedures
used to verify the data should be outlined.

Additional information regarding the preparation, review, and retention of working
papers can be found in Chapter 18 of this Mnual.

2. \Wen cammercial m croconputer software packages are used, docunentation
of the programnormally is not required. The auditor should document fully
t he automated tasks accomplished. The specific equipment and software version
(application and operating system used shoul d be documented adequately.

a. Spreadsheet Appl icat ions. Mich of the information required for good
documentation may be entered directly on the autanated spreadsheet. Separate
sections of the spreadsheet may be used to do the f ollowing:

(1)  List data sources.

(2)  Indicate what inf omat ion is contained in each row and col um.
(3)  Describe the variables and assunptions in the analysis.

(4)  Describe calculations enbedded in the spreadsheet.

Separate sections may be devoted to information on the preparer, the date pre-
pared, the version of the spreadsheet, and on other facets of file management.
It is inportant that anK formul as used in the spreadsheet be examned careful |y
bx_the auditor and by the supervisor and/or an independent technical specialist.
This al so applies to the use of a “macro’ ﬁa group of instructions treated as a
unit entity) that is inportant to a particular analysis. It is a good practice
to list separately all fornulas used.

b. Data Base Applications. \Wen data base programs are used in the awdit
process, then 1t 1s necessary to provide docunentation on the data base, on its
structure and content, and on the reports generated usini the program |f the
data base is revised, nmodified, or updated, then the working papers should include
a copy of the data base used to support the audit work. \Mere data base prograns
are devel oped by the user, these programs should be available in the working
papers.
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DD 7600. 7- M

PART |v - USE OF TECHNI CAL EXPERTS

A PURPCSE

Part 1V describes the process of determning the need for technical experts to
assi st in conducting audits and in [ocating, acquiring, and using these experts.

B. APPLICABILITY

~ This part applies to all pob internal awdit and internal review organizations,
I ncluding unappropriated fund audit organizations (hereafter referred to collec-
tively as “internal audit organi zat|ons”()J

c. STaNpARDS AND PQOLI Cl ES

1. Departnment of Defense Internal auditing Standard 670, “Internal Audit
Organization Qualifications, " (see chapter 2) requires that audit organizations
possess or obtain the know edge, skills, and disciplines needed to carry out its
audit responsibilities.

2. Each internal audit organization shall determne when to use technical
experts and how to identify, acquire, and use technical experts in meeting audit
responsibilities.

3. Technical experts shall bhe effectively controlled when they are assisting
the audit organization. Precautions shall be taken to ensure that ‘the expert can

provi de independent and objective eval uations.

4. Wile the appropriateness and reasonabl eness of methods or assunptions
used and their applications are the responsibility of the specialist, the auditor
shal| obtain an understanding of these matters to determne whether the audit
findings are clearly supported by the technical expert’'s evaluation.

5. The specialist should be relied upon unless the auditor has evidence
to the contrary that the technical expert’s work is suspect. In these cases,
attenpts should be made to reconcile differences wth the specialist.

6. Audit reports shall contain appropriate explanation if the required
technical expertise was not available or was not used.

7. An evaluation of requirements and capabilities for providing technical
support shall be made a formal part of the organization's audit planning process.

D. DEFIN TION o¢ TECHNI CAL EXPERT

A technical expert is an individual possessing a |level or type of technical
expertise normalhy not expected Of a generalist auditor and whose techni cal
expertise is used to performor assist in performng audits. Personnel who
provide support services such as clerical, stenography, typing, reproduction,
personnel admnistration, financial nanagenent, or simlar duties are not
considered to be technical ex?ertsn Sane of the types of technical experts
that may be needed by internal audit organizationsS are computer and i nformation
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specialists, attorneys, witers/editors, contract and procurement specialists,
actuaries , mathematicians , engi neers . statisticians : program management spe-
cialists, admnistrative specialists, realty specialists, quality assurance
speci al i sts, audiovisual specialists, cost-price analysts, technical information
specialists , training specialists, energy specialists, health care professionals,

document exam ners, fuel managenent specialists, personnel management specialists,
and operations research anal ysts.

E.  DETERMINING NEED FOR TECHNICAL EXPERTS

I'n determning what types of technical experts will be needed to accomplish
assi gned audit responsibilities, consideration needs to be given to the length
of time technical assistance is required. Frequently used experts normally woul d
be enpl oyed by the audit organization on a full-time basis; experts used |ess
frequently normal 'y would be obtained as the need arises. The objectives of each
audit should be evaluated to determne what types of technical experts are needed
t 0 accomplish the awdit effectively and what specific tasks are to be done by each
expert. The need for experts normally would be identified durinP the planning or
survey phases of an audit so the audit organization wll have sufficient time to
| ocate and acquire technical expertise. .

F. SOURCES (F TECHNICAL EXPERTS

Technical experts may be obtained f ran various sources. I\/Bny factors ,such
as frequency of use, level of required expertise, tine available to acquire the
needed expertise, and the anount of funds available to reimburse technical experts
shoul d be considered when determning the best source to satisfy a specific need.
Sane of the potential sources are as f ollows:

1. Audit Organi zation. sawe comonly used experts may be available in
the audit organization. These include computer and information specialists
attorneys, writers/editors, statisticians, and engi neers.

2. Element of Agency. Mny experts are available f ran the organi zations
that are subject to audit. The audit organization shall ensure that the expert
selected is In a position to render an independent and unbi ased appraisal.
Ceneral ly it is not appropriate to use an individual frem the organization
bei ng audited as a technical expert. when the use of suwch individuals is the
only available oBtion, other precautions need to be f ollowed for ensuring an
independent and unbi ased eval uation by the technical expert.

3. Oher Audit or Inspector CGeneral Organizations. Technical experts
may sometimes be obtained T ran other audit or Inspector general organizations.
Enclosure 3 shows the types of technical experts used by Federal Inspector General.
organi zations. Enclosure 4 shows the types of technical experts used by the
General Accounting Of ice (GAO. The data for these tables were compiled f ran
a report issued by the President’s Council on Integrity and Efficiency entitled
“Use of Technical Experts bty Inspector General Organizations, " issued in Cctober
1985. Defense Contract Audit Agency has also established an Engineering Support
Branch at its Technical Service Center for providi n? assistance in acquisition
of technical specialist and interpreting technical reports. The Office of
the Assistant Inspector General for awdit Policy and Oversight, Ofice of the
Inspector CGeneral, b, IS available to help audit organizations identify points
of contact in other Federal audit or inspector general organizations.

11-24



4, Elements of Another Agency. Many t¥pes of experts are available fran
other Governnent Agencies. The Directory of Federal Laboratory and Techni cal
Resources, prepared by the National Technical Information Service, Departnent

of Commerce, provides a listing of over 1,000 sources of experts available to
awditors through Federal resource shari ng, The publication IS arranged under 30
subj ect oriented resource headings including: cComputer Technol ogy, Engi neering,
Nucl ear Technol ogy, Ccean Sciences and Technol ogy, and Transportation.” Additional .
sources include such private publications as Gale's Governnent Research Directory,
whi ch contains 3,700 Institutes, Laboratories, and Test Facilities, including
User Oriented Facilities and Research Programs suEported by the Government. (See
enclosure 5 for a partial list of publications that can be used for identifying
technical experts. )

5. Paid Consultants. Paid consultants are a major source of technical
expertise and are a source frequently used by the &o. (See enclosure 2.) Paid
consul tants shall be obtained in accordance with provisions of b Directive
4205.2 (reference (m) ) . Gale Research Inc., Dunn and Bradstreet, and others have
compiled extensive reference publications containing over 25,000 consulting firns
with a wealth of consultant specialties and expertise. (See enclosure 5 for a
partial list of publications that can be used for identifying paid consultants. )

6. Unpaid Consultants. Technical experts may be available, especially
for short periods, on a nonreinbursable basis. Possible sources include local
col I eges and universities, trade associations, and professional societies.
Wien requiring the services of unpaid consultants, care nmust be taken to ensure
that there is no conflict with the voluntary services prohibition of the
Anti-Deficiency Act (reference (00) ) .

7. Trade Associations and Professional Societies. Trade associations and
professional societies are useful sources of technical expertise. Publications
| dentifying such organizations include State Directory of Business Activities ,
issued by the U S Small Business Admnistration, and are listed In enclosure 5.

G SELECTI NG THE RIGHT EXPERT FOR THE J(B

After determning the experts who are available to perform special audit
anal ysis, the correct person for the job nust be chosen. Because of the wide
variety of technical experts enployed by the Governnent and available to the audit
commmity, the need for outside technical experts will be rare. In those cases
where outside technical services are required, the cross checking of references
becomes extrenely inportant and nmay often provide the awdit organi zation with the
information on which to make the nost accurate assessnent on the consultant’s
capacity for contributing to the audit.

H. MANAG NG THE TECHNICAL EXPERT PROGRAM

Ef fective control is needed over the technical experts while they are

assisting the audit organization. The expert enployed may not have knowl edge of
the requirenments associated with Government Auditing Standards. Therefore, "there

must be an agreenent of what, specifically, theexpert shall do; the type of
docunentation required and how the expert shall comunicate the review results to
the auwdit organization; with whomin the audit organization the expert shall deal;

and to whan the expert shal| report. Consideration nust also be given to whether
the required technical Services can be performed On a one-tire basis or whether
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addi tional support will be required when responding to the auditee’s comments and
concerns prior to issuance of the final audit report. These aspects nornally
shoul d be fornulated in witing before engaging the expert.

|, REPORTI NG RESULTS

Readers of audit reports nust be able to assume that properly qualif ied
peopl e, including technical experts when appropriate, are used to accomplish
audits. |f a primary audit objective cannot be accomplished W thout rel |n[q
on technical experts, and an expert is not used, then the audit report shall be
qualified to explain why applicable Government and pod internal auditing standards
were not f ollowed.
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pad 7600. 7-M
Encl osure 1

PUBLI| CATI ONS ov APPLI CATI ON
oF STATISTICAL SAMPLI| NG TECHNIQUES

1. Applications of Statistical Sampling t0 Auditing, Alvin A. Arens and
James K Loebbecke, Prentice-HalT, 1981

2. Handbook of sampling for Audi ting and Accounting, Third Edition,
Herbert Arkin, McGraw-Hill, 1984

3. Practical Statistical Sanpling for Auditors, Arthur J. wilburn,
Marcel Decker Inc., 1984

4. Sample Design in Business Research, w. E. Demng, Wley, 1960

5. Sampling for Mbdern Awditors: A Personal study Course, Institute of Internal
Auditors, Inc., 19//

6. Sampling Techniques, Third Edition, WIlliam G Cochran, Wl ey, 1977

7. Statistical Mthods, Sixth Edition, G W Snedecor and W. G Cochran,
lowa State University Press, 1967

8. Slt9a8t5i stics for Business and Economics, H Kohler, Scott Foresman and Company,

9. Statistics for Business and Economics, Second Edition, D. R Anderson,
D. J. Sweeney, and T. A WIlians, West Publishing Company, 1981

10. Statistics for Managenent, Third Edition, B. J. Mandel, Dangary Publishing
Campany, 1984

11. Using Statistical Sampling, U S. General Accounting Office, 1986
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Dah 7600.7-M
Enclosure 2

GLOSSARY OF STATI STI CAL SAMPLING TERMS

Attributes sSampling. The sanpling process used to estimate the number of times a
characterrstic or situation occurs in a population. It is usually expressed as a
percentage of the total. Attributes can be counted, but not measured.

Cluster sampling. Sanmpling f ran groups of items which may be conveniently broken
down I Nto subgroups or “clusters”; for exanple, trays of file cards. Each cluster
Is evaluated as if it were a single observation. Generally requires the assist~

ante of a specialist in statistical sanpling.

Confidence Level. Relates to the probability that the sample will, through
certain calculations, fairly represent the true popul ation average. Indicates
the risk the auditor is Wlling to take in the sanple selection. For example , in
choosing a 95 percent confidence |evel, the auditor has used a method of estina-
tion that is successful about 95 percent of the tine.

Di scovery Sampling. This type sanpling is sometimes referred to as detection

or exploratory sanpling. The audit objective is usually to locate at |east one

i nstance of sane type of critical event where it occurs, rather than the frequency
of occurrence as with estimting sanpling of attributes.

| nterval sample. The process of selecting a randam sanple of items fran a
population (unrverse) on a fixed interval basis; for exanple, every 10th item
every 15th item, etc. Al so known as systematic sanpling. The nethod is useful
when the population itenms are not nunbered and to nunber themsolely for the
purpose of sanpling woul d be costly.

Judgmental Sample. A nonstatistical sanple that cannot be used to project
popul ation values. Conclusions can he reached onl¥ for those items that were
examned. Judgment Sanples are best used in an exploratory manner; that is,
to determne if more extensive sanpling is needed, and in tests where the nere
presence or absence of an item being checked is significant, rather than the
degree of presence or absence.

Mean. The termused to describe a population or sanple average. It is the sum
of all the values in a set of observations divided by the number of observations.
It is used for variable sanpling.

Parameters. The termapplied to population or sanple characteristics, such as
the mean and standard deviation.

Population. Sane as universe or field. Any grouB of items. In auditing, it
usual Iy represents the total nunber of records to be exam ned.

Probability. The chance that a specif iC event will occur.

Probability Sanple. Same as a randem sanple. A sanple selected ina manner that
asFureijthat each remaining itemin the population has an equal chance of being
sel ect ed.
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Projection. The expansion of sanple results to estimate the entire popul ation
val ue.

Representative. Used to indicate that the sanple is a reasonable cross section of

the population from which it is drawn and estimtes the true universe characteris-
tics as accurately as possible.

sampling Precision. Sane as sanpling error. Precision is the range within which
the estimate of the population characteristics wll fall at the stipulated
_(l:_onf|dence level. Usually expressed in ternms of a plus or mnus value, suh as
=3%.

Simple Random Sanple. A statistical sample, selected randomy f ran a popul ation
(universe) through the use of randam nunbers, in which each itemhas an equal
chance of being selected.

Standard Deviation. The termused to describe the degree of spread or variability
In a set of rndividual itemvalues about the popul ati on mean. The less variation
among | tem val ues, the snaller the standard deviation. Conversely, the greater
the variation, the larger the standard deviation.

Statistical Sanpling. The process by which itens are selected fram a popul ation
(universe) In which sane type of scientifically designed sanpling technique is

used and may include such techni ques as simple random, Stratified random, Cl uster
randam, Systematic selection Wth a randam Start, or nulti-stage randam sanpling.

Stratified Random Sampling. A nethod of reducing san'P!e variability for the
purpose Of inproving that sanple reliability. Stratified sanpling consists of
di viding the population i nto honmogeneous groups and sanpling each group. As an
exanple, large or sensitive items may be segregated f ran the bal ance of the
population and examned in greater detail.

Universe. Sanme as population. The total group of items possessing a certain
characteristic (s).

Variability. Atermexpressing the spread of items around a sanple average,
usual Iy measured as a standard deviation.

Variabl es sampling. The sanpling process used to measure characteristics in

a population in terns of their individual magnitudes or values. This nethod
measures ‘how nuch ,“ for exanple, the total dollar value of inventory or the total
val ue of a certain type of recurring error. The variable may be dollars, length
of time, weight, age, or any quantitatively measurabl e val ue.
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€ TANSOTONH

Type of
Techni cal Expert

TECHNICAL EXPERTS ON THE STAFFS OF THE FRUERRL INSPECTORS GENERAL

pDOA AID DOC DCED DOEN EPA GSA HHS VA DOD HUD DOI

Q%Puter & Inf ormation
P

ecialists X
Attorneys
Writers/Editors X

Contract & procurement
Speci al i sts

Engi neers

Security Admnistration
Specialists

Actuaries, Mthematics-
Scientists, Statisticians X

Program Managenent
Special i sts

Budget Specialists
Admnistrative Specialists
Real ty Specialists

Qual ity Assurance Specialists
Audi 0 Visual specialists

Cost/Price Anal ysts

X

X

X

X

X

X

X

X

X

DOL NASA SBA DOS DOTRANS DOTREAS

X



=11

Type of
Techni cal Expert

Technical | nf or mat i on
Speci al i sts

Training Specialists
Architects

Bui | ding Managenent
Special i sts

Ener gy specialists
Health Profess ional-s

El ectronic Surveillance
Speci al i sts

Phot ogr aphy specialists
Docurment Exam ners

Subsi st ence Management
Special i sts

Fuel Managenent
Special i'sts

supply & Logi stics
Speci alists

Personnel . Managenent
Special i sts

Industrial Specialists

Operations Research
Anal yst's

X
X
X
X
X
X
X
X
X X
X
X
X
X
X
X



PUBLI CATI ONS useFuL | N IDENTIFYING
TECENICAL EXPERTS

1. Directory of Federal Laboratory and Technical Resources, Jan 1988, A Quide
to Services, Facilities, and Expertise, US. Department of Commerce, Nati onal
‘f’s%mical Information Service, Center for the Wilization of Federal Technol ogy,

2. State Directory of Business, Activities, US. Smll|l Business Admnistration,
Of 1ce of Advocacy, 1989

3. National Trade and Professional Associations of the United States, Colunbia
Books Inc. , 1986

4. Government Research Directory, Gale Research Inc., 1989

5. Consultants and Consulting Organi zations Directory, Gale Research Inc., 1989

6. Dunn’s Consultant Directory, Dunn and Bradstreet | nc., 1989

ENCLOSURE 5
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DD 7600. 7-M

CHAPTER 12

REPORTING AUDI T RESULTS

A. PURPCSE

This chapter covers the reporting of the results of audits performed by DoD

internal audit organizations. Specifically, the chapter describes the form
distribution, tineliness, contents, and presentation of po audit reports and

suggests formats to be used.

B. BACKGROUND

Audits are made primarily to assist managenment in arriving at sol utions
to problems and in devising better ways to do business. Many benefits to the
audi ted activity occur during an audit through meaningful discussions of the
audit results with the activity' s nmanagenent. These di scussions often |ead to
on-the-spot corrections. The basic purpose of the audit report IS to document
the audit results and outline a corrective action programto be followed. Audit
reports are used for a variety of purposes. For exanple, they are used by: the
activity to which the recomendation is addressed to develop a corrective action
program management as part of the followp process; congressional committees
to eval uate budget requests and other |egislative acts; top Defense officials
to identify problens and trends that nmay have Component-wide Or Def ense-wide
repercussions; internal and external audit and inspection officials to adjust the
scope of their reviews; and instructors as training aids or case studies.

C. APPLICABILITY

The provisions of sections D through | of this chapter are mandatory for all
DaD I nternal audit, internal review, and mlitary exchange audit activities
(hereafter referred to collectively as “pominternal awdit organizations”). In
addition, pboointernal audit organizations are strongly urged to use the sug-
gested formats in section J of this chapter, although their use is not mandatory.
Certain procedures described in this chapter may not apply to every audit, but
the principles and objectives remain mandatory. The term “should” is used to
denote the desirability of an action.

D. STANDARDS AND PQLICIES

~ Al internal audit organizations shall issue audit reports fully complying
W th standards for reporting as set forth in the “CGovernment Auditing Standards”

(reference (c) ). These reporting standards deal with form distribution, tine-
| i ness, report contents, and report presentation.

E. FORM

Auditors shall report the results of their audit work in witing. Witten
reports are necessary to: communicate the results of audits to officials at all
| evel s of _government, nake the f indings and recommendations | ess suscepti bl e
{ 0 misunderstanding, make the f indings available for public inspection, and
facilitate followp to determ ne whether appropriate corrective measures have
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been taken. The requirement t0 use a witten report is not intended to [imt or
prevent discussions of findings, judgments, conclusions, and recommendations Wi th
persons who have responsibilities for the area being audited. On the contrary,
such discussions are required by Chapter 8 of this Munual, “Performng Audits. ”
However, a witten report shall be prepared upon completion of each audit
regardl ess of whether such discussions are held. If one or nmore of the major
obj ectives of an audit IS completed, a nunbered audit report (standard report
format or letter report format) shall be issued. It is not appropriate to close
out efforts of this nature with unnumbered | etters, menoranda, or other informal
correspondence. See Section J of this chapter for guidance in determning the
particular report format to be used. Pertinent security regulations covering
presentation and safeguarding of classified material shall be followed. Wen

an audit IS terminated prior to completion, the auditor shoul d communicate t he
termnation in witing to the auditee and other appropriate officials.

F. DISTRIBUTION

Witten audit reports shall be submitted to appropriate officials both of the
organi zation audited and the organi zation requiring or arranging for the audits
unl ess legal restrictions or ethical considerations prevent it. Copies of the
reports shall also be sent to officials responsible for monitoring internal
controls, other off icials responsible for taking action on audit findings, and to
others authorized to receive such reports. Unl ess restricted b?/ | aw or regul a-
tion, copies of audit reports shall be made available for public inspection. As
a general rule, audit reports should be submtted to all interested officials.
Pertinent security regulations covering the release of classified material shall
be followed. Procedures for review and distribution of reports f ran independent
public accountants are included in pod Directive 7600.9 (reference (q) ).

G Tl MELI NESS

Awdit reports shall be issued promptly to nmake the information available

for timély use by management and |egislative officials and to permt prompt
Initiation of follow-up acti on.

1. Each internal audit organi zation shall establish a time standard or a
series of time standards for each major mlestone in the audit report process ,
whi ch shall be used for evaluating and inproving the time it takes to issue a
report. Cenerally, draft reports issued nore than 60 days after campletion of
the field work and final audit reports issued nore than 120 days after the draft
report 1s issued shall be considered untinely.

2. In those instances where the audit activity is unable to obtain manage-
ment coments in a timely manner, the final report may be issued w thout them
Action should then be taken to obtain and resolve final management comments
during the audit report resolution process.

3. Auditors should consider interimreporting of significant matters to
appropriate off icials during the audit. This is not a substitute for a final.
witten report, but it does alert officials to matters needi ng immediate

att_entio(r; and permts themto take corrective action before the final report
IS issued.
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H  CONTENTS

The audit report shall include pertinent information on the follow ng:

1. Audit Entity. The audit entity iIs the organization, program system or
other area that was audited. The audit entity nust be accuratelv and precisely
included i n the audit report title and elsewhere in the report as a prerequisite
to understanding the other parts of the audit report. Mst audits conducted by
DaD internal audit organizations, whether perforned at a single location or on
a coordinated multilocation basis, are limited to specific areas of operations
that are identified as being particularly significant. Special care nust be
taken to see that the audit report does not inply greater audit coverage than
was actually provided.

2. . The scope paragraph shall tell the reader what the auditors
did and did not do. The scope shall clearly indicate which elenents of audit
exam natiorr-the accomplishment of established objectives and goals f or
operations and programs; the reliability and integrity of information; the
compliance Wit h policies, pl ans, procedures, |aws, and regul ations; safeguarding
of assets; and economical and efficient use of resources-were covered during
the audit and the extent of such coverage. Any |[imtations in scope, such as
restricting the audit to specific activities or |ocations, shall be clearly
spel l ed out .

3. Methodology. The stat-t on nethodol ogy should clearly explain the
evi dence gathering and anal ytical techniques used to accomplish the audit
objectives. The explanation should identify any assunptions made in conducting
the audit; describe any comparative techniques applied and nmeasures and criteria
user(]j OIto asgess performance; and if sanpling is involved, describe the sanpling
met hods used .

4, Qpbjectives. Unlike nost audits in the private sector, internal. audits
wthin the Departnment of Def ense are seldam |imted to certifying to the
reliability of financial. statements. As required by Chapter 3 of this Manual,
"audit Concepts, " nost DaD internal audits are mission-oriented audits invol ving
eval uations of various aspects of the ef festiveness and economy of organizations ,
programs, systens, and other audit areas. The mssion-oriented audit concept
does not preclude an audit activity f rom auditing support activities but,
instead, requires placing audit enphasis on the mssion areas of the entity
selected for audit, whether it is a program system or a supporting activity.
Since each pab internal audit is usually unique, audit objectives nust be
carefully fornulated at the start of the audit and nust be clearly stated and

covered In the audit report. Normally, there is an overall objective and series
of specific objectives, all of which are related to the overall objective. Wile
objectives related to the ef festiveness of the major mssions are nost inportant,
those dealing with internal controls, compliance, and action on prior recommenda-
tions are also inportant and nust be clearly stated. Chapter 8 of this manual,
“Performng Audits, " establishes procedures for devel oping audit objectives.

a. Internal Controls. Normally, each audit shall include an eval uation
of internal controls for the area audited. This evaluation is generally not
stated as a specif ic objective of the audit, although the report shall state
that the audit “. . . included such tests of the internal controls as considered
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necessary. "™ However, when a major objective of the audit is to evaluate internal
controls, this shall be listed as one of the specific objectives of the audit.
There are a nunber of reasons why a study and evaluation of internal control

may not be nmade. For exanple: the entity may be too small to have an adequate
internal control system the audit can be performed more efficiently by expanding
substantive audit tests, thus Placing very little reliance on the internal

control system or the internal control systemmy be so weak that the auditor
has no choice but to performsubstantive- testing. |n addition, each schedul ed
audit shall include an evaluation of managenent’s ef f activeness in inplementing
the Internal Control Programas it relates to the scope of the audit.

_ b. Compliance. Mbst audits require sane determination of compliance
with appropriate [aws and regul ations. Compliance i S not usually stated as an
objective for the audit although nonoompliance With |aws, regul ations, procedure,
etc. , nust be identified in the report. However, when a major objective of the
audit 1S to determ ne compliance, conpliance shall be listed as one of the
specific objectives of the audit.

c. Action on Prior Recommendations. Followup on corrective action taken
b% managenent 1s an inportant part of everyaudit. Wwhen a major objective of
the

audit concerns followup ON prior r ecommendations, this shall be shown as a
specific objective of the audit.

- 5. Background. The audit report shall contain sufficient background
informatton to provide the reader wth an adequate understanding of the audit

entity. Information about the size, volume, and nature of operations of the
audit entity, for exanple, provide a perspective agai nst which the significance
of audit findings and conclusions can be judged. Readers should not be expected
to possess all the facts that the auditor has since many audit reports, particu-
larly those issued by the DaD internal audit activities, are used by personnel
In organizations and activities far removed f ran the activity audited. Even
when the distribution of reports is limted to |evels of management directly
responsi bl e for the operation being reported on, a brief description of the
mssion, available resources (amount and type funds) , and size of operations or
vol ume of transactions during the audit period provides a ready reference to
such information for those managers involved and informs all readers of the
significance of the audit subject.

- 6. Period Audit Perforned. The audit report shall show the period during
which the audit was perforned.

7. Period Covered by the Audit. The audit report shall show the period
covered by the audit.

8. Conformance Wth Auditing standards. The audit report shall state,
“The audit was made 1 n accordance Wth Government Auditing St andards. " Wien
appl i cabl e standards are not followed, the auditors shoul d nodify the statenent
to disclose the required standard that was not followed, the reasons therefor,
and the known effect on results of the audit. |n conducting government audits,
| ndependent public accountants are required to f ollow general |y accepted auditing
standards as well as the standards set forth in Chapters 3, 4, and 5 of the
“CGovernment Auditing Standards” (reference (0 ) .
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9. Statenment on Internal Controls

a. For each performance audit, the audit report shall identify the
significant internal controls that were assessed, the scope of the auditor’s
assessnent work, and any significant weaknesses found during the audit. For
performance audits, the reporting on internal controls wll var%/ dependi ng on
the significance of any weaknesses found and the relationship of those weaknesses
to the audit objectives. In audits where the sole objective is to audit the
Internal controls, weaknesses found of significance to warrant reporting shall
be considered deficiencies and shall be so identified in the audit report. The
internal controls that were assessed shall be identified for full presentation of
the findings. In audits having as their objective an assessment of performnce,
auditors, 1n seeking the cause of deficient performance found, mayidentify
weaknesses in internal controls of such significance to be a key reason for the
deficient performance. In reporting f Wngs, the deficiencies in internal
controls woul d be identified as the ‘cause. ”

b. For each financial audit, the auditors shall prepare a witten report
on their understanding of the entity's internal control structure and the assess-
ment of control risk. The report may be included in either the auditor’s report
on the financial audit or a separate report. The auditor’s report shall include
as mni num

_ (1) The scope of the awditor's work in obtaini ng an under st andi ng of
the internal control structure in assessing the control risk.

(2) The entity's significant internal controls or control structure,
including t he controls established to ensure campliance Wth |aws and regul ations
that have a material inpact on the financial statements and result of the finan-
cial related audit.

(3) The reportable conditions, including the identification of
material weaknesses, identified as a result of the auditor's work in under-
standi ng and assessing the control risk.

c. In addition to the above reporting requirenents, each audit report
shal | al so sumarize the audit results on how well nanagenent had inplenmented
the internal control program as it is related to the scope of the schedul ed
audit. More details on the auditor’s responsibilities for eval uation of internal
controls are contained in Chapter 10 of this Munual, “Audit Requirenents
Generated by Sources External to D@

10. Campliancewith Laws and Requlations. The report shall include
all significant iInstances of noncompliance and abuse and all indications or
i nstances of illegal acts that could result in crimnal prosecution that were
found during or in connection wth the audit. IIIePaI acts may be covered in
a separate report if including themin the overall report would compromise
I nvestigations or legal proceedings or otherw se preclude the report fran
being released to the public. For all financial audits, this statement shoul d
contain a statenent of positive assurance on those itens which were tested for
compliance and negative assurance on those itens not tested.
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11. Audit Conclusions. The report shall contain a specific conclusion on
each of the stated audit objectives. This is perhaps the nost inportant portion
of the report. Auditors should be able to reach conclusions on the stated audit
objectives if they followed suitable evaluation criteria and conducted the audit
in accordance with appropriate auditing standards. Managenment expects and iS
entitled to this type of sumary evaluation. Failure to provide such a sumuary
eval uation deprives management of a significant service. Aso, report balance
and objectivity can be seriously inmpaired by not collectively putting the inpact
of individual deficiency f indings (e.g., - potential savings, funds that could be
put to better use, inprovenents in efficiency, etc. ) in proper perspective.

12. Financial Statements. For financial audits, the audit report shall
contain a copy of the financial statenents reviewed and an opinion on whet her
the financial statenents were prepared in accordance with generally accepted
accounting principles. The report shall identify those circunstances in which
such principles have not been consistent|ly observed in the current period in
relation to the preceding period. Unless otherwise stated in the auditor's
report, i nformative disclosures are to be regarded as reasonably adequate.

The audit report shall contain the auditor's opi nion regarding the financial
statements taken as a whole, or an assertion to the effect that an opinion can
not be expressed. The Anerican Institute of Certified Public Accountants (AICPA)
Statements on Auditing Standards for reporting, to the extent they are relevant,
shal | be followed onn?i nancial audits. These standards are set forth in the
AICPA's "Codif ication of Statements on Auditing Standards” (reference (pp) )

13.  Photographs, Charts, and Simlar Presentations. Effective use shoul d
be made of capiions, photographs, charts, graphs, atfachments, appendices, and
exhibits to highlight areas and to organize the narrative. Lengthy explanations
and supporting data should generally be covered in attachments rather than in the
main body of the findings.

14. Audit Findings. Each audit finding shall normally show criteria,
condi tion, cause, and effect. However, the el ements needed for a complete
finding depend on the objectives of the audit. In all instances, sufficient,
competent, and relevant i nf ornmtion about findi ngs shal|l be included to pramote
adequat e understanding of the matters reported and to provide convincing and fair
presentation in proper perspective.

a. Citeria. This element sets forth the standards, neasures, or
expectations used 1n making the evaluation or verification. |t shows “what
should be. " In the absence of definitive, externally defined, authoritative
criteria, as is often the situation, auditors have to rely on their own profes-
sional knowledge and experience in selecting suitable evaluation criteria. In
such cases, however, the auditors nust assume the responsibility of convincing
officials of the audited activity and other recipients of the report that the
evaluation criteria are valid and reasonabl e.

b. Condition. This elenent presents the factual evidence that the
auditor found in the course of the examnation. Nornally, a clear and accurate
statement of the condition evolves f ran the auditor’s comparison of the results
of fact finding procedures With appropriate evaluation criteria.
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c. Cause. This elenment shows the reason for the difference between
the expected and the actual conditions. |t answers the question, “Wy did
it happen?® If the condition has persisted for a long period of time or is
getting worse, this aspect would normal|ly be described. Identification of the
cause of an unsatisfactory condition is a prerequisite to making neani ngful
recommendations for corrective actions. Failure to identify the cause in
a deficiency finding may nean that the cause was not ascertained due to

limtations or defects in audit work or that it was omitted to avoid direct
confrontation wth responsible off icials. To identify the root cause of an
adverse condition, audit findings should not nerely state that prescribed pro-
cedures were not followed, but should indicate the reason(s) why they were not.

d. Effect. This element shows the risk or exposure managenent faces
because the area being audited is not working the way it i s supposed to. |t
indicates the inpact of the disparity, and shows the extent of the risk inherent
in continuing a deficient procedure, practice, or control. The significance
of a condition is usually judged by its effect. Proper statenent of effect is
val uabl e i n convincing managenent to correct adverse conditions disclosed by
the auditors. In program audits, shortfalls in attaining program objectives
or reductions in available resources are appropriate nmeasures of effect and
frequently can be expressed in quantitative terms such as dollars, number of
personnel, units of production, quantities of material, number of transactions,
and el apsed tinme. |If an actual effect cannot be ascertained, a potential or
I ntangi bl e effect can scmetimes be useful. in showng the significance of a
cordition. Chapter 8 of this manual, “Performng Audits ,“ establishes require-
ments for identifying, computing, reporting, and accumulating | nformation on
potential benefits from audit. It IS nost inportant to point out tO management
and readers of the report the estimated savings that could be realized if the
auditors' I econmendations are fol | oned.

15. Recommendations. The audit report shall contain specific and realistic
recommendations for actions to correct problemareas noted during the audit.
Each recommendation shall identify the suggested renedial action and answer the
8ue_stion, “Wat is the solution?” The relationship between the audit recommen~
ation and the underlying cause of the condition should be clear and | ogical.
Each aspect of the deficiency should carry a correspondi ng recommendation. | f
full corrective action wll take 1 or 2 years to complete, the auditor should
consi der al so maki ng recommendations to i nprove conditions in the interim period.
A recommendation nerely to comply W th regul ations or laws shall not be made.
Instead, if appropriate, the auditor shall recommend specific actions needed to
cause compl iance. Further, when appropriate, the auditor shall recommend changes
to regulations and | aws.

16. Views of Managenent Officials. Chapter 8 of this Mnual, “Performing
Audits, " requires that draft reports be staffed with management officials
responsible ‘for taking corrective actions. Manag-t's views on findings,
recommendations, and potential nonetary benefits shall be obtained in witing;
and appro,oriate changes shall be made to the report. Further, pertinent views of
responsi bl e managenment off icials concerning the auditors’ findings, conclusions,
and r ecommendations shal | be incorporated into the audit report. Managenent
camments may be included verbatim although obvious errors in spelling, grammar,
and sentence structure shall becorrected, and material no |onger appropriate
because the report has been revised shall be deleted. Extrenely |engthy comments
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may be summarized. |f doubts exist about the auditor’s presentation of manage-
ment’ s position, discussions should be held with the respondent prior to issuance
of the final report. The final report is the product of the audit activity and
not a forumfor the audited activity to cast doubt upon the credibility of the

auditors or to confuse issues. The audit activity shall always retain the right
to include only pertinent, responsive, and rational comments.

17. Auditor's Position. |f the awditor di sagrees with nmanagenment’s views on
the audit recommendations or considers the views to be nonresponsive, the auditor
shal | state the reason for refuting themin such a way as to convince an indepen-
dent third party of the correctness of the auditor’s position. Conversely, if
t he auditor finds managenent’s views to be valid, the auwditor shal |l make
appropriate changes to the audit report.

18.  Noteworthy Accomplishments. To provide appropriate bal ance, the report
shal | contain a description of noteworthy accanplishments, particularly when
nmanagement | nmprovenment in one area may be applicable el sewhere. The inclusion of
such accomplistments may al so lead to inproved performance by other Government
organi zations reading the report.

19. Action on Prior Recommendations. FEach audit report shall include a
summary Section that evaluates corrective actions taken by managenment in response
t 0 recommendations i n prior audit reports as they relate to objectives of the
current audit. |f any of the findings in the current report cite conditions sub-
stantially the same as those previously reported, this fact shall be disclosed.
This disclosure shall be nade whether or not the cause of the current conditions
and the recommendations t0 correct the current conditions are the same as those
in the prior report. |If the prior report was issued nore than 5 years before the
current audit began, a finding shall not be classified as a repeat, even if it
represents substantially the same condition that was previously reported. Each
audit report shall also indicate, whether in the sunmary section or in a separate
section or appendix, which reports and recommendations were revi ewed and the
result of followup Work on each recommendation. |f a followup revi ew was previ-
ously made and the issues were closed satisfactorily, additional followup shoul d
be unnecessary.

20. Issues Needing Further sStudy. |f the scope of the audit or other factors
limt the auditor s ability to inquire into certain matters which should be
studied, the auditor shall include in the report a statement about such matters
and the reasons why further study i S required.

21, Omssion of Privileged or Confidential Information. The report shall
contain a statenment rndicaiing whether or not any pertirnent informtion has been
omitted because it Is deemed to be privileged or confidential. Information of
this type may be prohibited f ran general disclosure by re?ulation. | f pertinent
information is omitted, the nature of such information shall be described and the
| aw or other basis under which it was wthheld shall be stated. If a separate
report was (wll be) issued on anyomitted information, it should be so indicated
I n the report.
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|.  REPORT PRESENTATION

Report presentation shall comply with the following factors:

1. Accurate and CanPlete Support. The audit report shall present factual
data accurately and T airly, report results inpartially, and include only infor-
mation, f indings, and conclusions that are adequately supported by sufficient
evidence in the auditor’s working papers. One inaccuracy in a report can divert

attention from the substance of a report. The use of statistical methods in
projecting audit results is encouraged. |n nost cases, a single exanple of a
deficiency is not sufficient to support a broad conclusion or a related recommen-
dation. However, once the condition is adequately supported, additional detailed
supporting data need not be included in the report. only findings that are
substantive in relation to the size and nature of the activities or prograns

audi ted should be included in the report.

2. Convincingness. The audit report shall present findings and concl usions
in a convincing nmanner, distinguishing clearly between facts and opinions.
The information in reports shall be sufficient to persuade the readers of the
| mportance of the findings, the reasonabl eness of the conclusions, and the
desirability of accepting the recommendations.

3. (njectivity. The audit report shall be objective, unbiased, and free
of distortion. [t shall be fair and not m sleading and shal | pl ace prinary
emphasis on matters needing attention. The auditor shall guard agal nst the
tendency to exaggerate or overenphasize deficient perfornmance. The information
needed to provide proper report balance and perspective shoul d include: the
reason the audit was made; tne size and nature of the activities or progranms
audi ted; and correct and fair descriptions of findings, including appropriate
i nf ormation on sanpling nethods, if used.

4. Carity and Sinplicity. The report shall be witten in |anguage as clear
and sinple as the subject matter_permits. The auditor shall not assune that
readers have detailed” know edge of the subject. The use of acronyns and abbre-
viations shall be kept to a minimm. [f unfam/|iar abbreviations, acronyms, or
technical terns are used, they shall be clearly defined.

5. Conciseness. The audit report shall be concise but contain enough infor-
mation to be understood by users and third parties. Tm nuch detail detracts
fram a report, may conceal the real nmessage, and may confuse or discourage
readers.

6. Campleteness. Audit reports shall be complete and shall contain suff i-
cient I nformation about background, findings, conclusions, and recomendations to
pramote adequate understanding of the matters reported and to provide convincing,
but fair, presentations in proper perspective.

7. Constructiveness of Tone. Audit reports shall place prinmary emphasis
on I nprovenents. Cri t1CS.1 coments shoul d be presented in a proper perspective
bal anced agai nst any unusual difficulties or circunstances faced by nanagement.
Audit reports should not contain language that unnecessarily generates def ensive-
ness and opposi tion. Management shall be given appropriate credit in the audit
report when it initiates tinmely actions to correct deficiencies.
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J.  REPORT FORMAT

This section suggests report formats for the various type of reports
i ssued by pointernal audit organizations. These formats Incorporate the

nost desirable features of the reports used by each of the DoD internal audit
organi zations. Al though use of the formats |s optional, all the provisions

of sections E through | of this chapter, which specify report content, are
mandatory and shall be complied W th. Suggested report formats for the various
types of reports are:

1. Standard Report. The standard report format (enclosure 1) should
normal [y be used on audits of appropriated and unappropriated funds, including
overal | reports on multilocat ion audits. Sane nodification will be needed to
accamodate unusual conditions, such as when only a single finding was devel oped

or when the report results from audit Wwork performed under the Commanders Audit
Program

2. Advisory Report. This format is used to present significant problens
of wde interest which were documented during a multilocation audit or a series
of single location audits. Advisory reports (see enclosure 2 for format) are
given wide distribution, particularly to activities that have not had recent
audit coverage, who are then encouraged to identify and correct simlar problens
t hat dy exist within their operations. Views of managenment officials are not
require Since adV|sor¥ reports are witten for people who are famliar wth

e

the areas discussed in the report, lengthy and detailed discussions are generally
not necessary .

3. Quick Reaction Report

a. The quick reaction report (see enclosure 3 for format) is a letter
used for interimreporting of situations demanding immediate action to prevent ,

correct, or reduce a situation that cannot be handled by normal reporting
methods . Situations which mght warrant quick reaction reporting are:

Pendi ng procurenments that are not in the best interest of the
Department of Defense

Waste of |arge sunms of noney or other Government resources.
Endangered |ives.
Il1egal actions.

Proposed or ongoing actions that could cause significant
embarrassnent to the Department of Defense.

b. Normally, a problemcovered in a quick reaction report will be
reported in a standard report that will also include an evaluation of the area
I n which the problem was found. Recommendations ot her than those in the quick
reaction report normally wll be needed to correct procedural weaknesses that |ed
to the problem In such cases, the problemreported in the quick reaction report
shoul d be used as an exanple in a finding that discusses the need to correct the
procedural weaknesses. |f appropriate action is taken on a quick reaction
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report, it may not be appropriate to repeat the recommendations made in the
quick reaction report. Reference, however, should be made to the quick reaction
report, the actions recommended, and the actions which were taken by command as a

result of the quick reaction report.

4, Letter Report. This report (see enclosure 4 for format) is used when an
audit is curtalled because of lack of sufficient adverse conditions and shoul d
not be used when significant conditions and related recamendations are
present ed.

5. Menorandum of M nor Findings. This |etter t%/ pe report (see enclosure 5
for format) wll Dbe released concurrently with the formal report. It should
be used to report deficiencies excluded from the fornal report because these

deficiencies are considered to be of mnor significance.
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SUGGESTED FORMAT FOR STANDARD AUDI T REPORT

Cover

Cover Sheet
Audit report nunber
Date of 1ssue
Nane of audit
Location of audit

Letter of Transmttal
Coj ectives and scope
Multilocation rel ationships
Auditors' concl usi on on each objective
Brief ly summarized recommendations
| ndi cation of position of each |evel of management to which
recammendations are directed
Reference to contents of report

Tabl e of Contents
ldentification of each part of the report
Idengific?tion of each finding by al phabetical or numerical designation
and title
| dentification of each appendix to the report

Part | - Summary

Subj ect of audit

Audit objectives and scope

Stateinent of auditing standards followed

Period during which audit was perforned

Period covered by the audit

Audi t location/multilocation rel ationships

Sumnary eval uation

Conclusion on each stated objective

Qt her observations and conclusions, including managenent accomplishments

Eval uation of internal controls and results thereof

Eval uation of managenment’s internal control review programfor area
under audit

Constraints placed on program accomplistment

Qther relevant matters such as statement whether any pertinent
I nformation was omitted f ran report

Statement of mssion and resources

| dentification of repeat findings

Part Il - Findings, Recommendations, Command Camments and Auditors Remarks
Fi ndi ng
Fi ndi ng paragraph
Criteria
Condi tion
Encl osure 1
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Condi tion
Cause

Ef feet
DI scussl on

Potential benefits achievable (e.g., nonetary savings, funds put to
better use, etc. ) , if applicable
Recammendations

Managenment comments -
Auditor’s remarks

Part |1l - Auditor’s opinion and financial statements*
Auditor’s opinion statenent
Financial statenents
Bal ance sheet
| nCane st at ement
Notes to financial statements

Appendi ces
Followap on prior findings

Qther appendi ces _
Maj or contributors to the audit report

*Applies only to financial. audits.
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SUGGESTED FORMAT FOR ADVISORY REPORT

Cover

Cover Sheet
Audit report nunber
Date of issue
Nane of audit
Location of audit

Letter of transmttal
Purpose of the report
Cbservations and concl usi ons about the general problem areas
| dentification of who should receive the report and what is expected
of each addressee
| dentification of who in the audit activity should be contacted for
addi tional information

Tabl e of Contents
| dentification of each part of the report
| dentification of each problem by al phabetical or numerical
designation and title
| dentification of each appendix to the report

Part | - Summary
Pur pose and scope
Overal | concl usions
Common pr obl ens

Part Il - Problens and Suggested Actions
Probl em
Summary Of probl em

Di scussi on of problem
Suggested act ions

Appendices

Encl osure 2
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SUGGESTED FORMAT FOR QUICK REACTI ON LETTER

| ntroduction
Statement of problem

Expl anation of urgency of problem _
Benefits possible fromtaking immediate action

Backgr ound*

Results of Audit
Probl em
Detai|ls about problent*
Ur gency
Magni t ude
Recammendations***

Request for Managenment Comments

* Should be sufficient to permt reader to understand problemand its
ur gency.

**  Shoul d show cause and ef feet to the extent known.

*** Deals with actions to be taken immediately.

Encl osure 3
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SUGGESTED FORMAT FOR LETTER REPORT

| ntroduction
bj ectives and scope
(hservations and concl usi ons
M ssion and resources

Results of Review
Overal | concl usion | o
Concl usion on each survey or audit objective

Di scussion of Results
Reference to date of discussion
Request for comments
Reference t0 fornmal managenent reply process
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SUGCESTED rORMAT FOR MEMORANDUM OF M NOR FI NDI NGS

Purpose of letter

Synopses of mnor conditions found and suggestions to correct
Solicitation of any comments managenent w shes to nake

Reference to formal nmanagenent reply process

Encl osure 5
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CHAPTER 13
MANAG NG | NTERNAL AUDI T CPERATIONS

A. PURPOSE

This chapter covers the responsibilities of audit management for ensuring
that audits conducted f wlf ill the mssion and responsibilities approved for the
DD internal audit organizations by the |eadership of the Department of Defense
and the MIlitary Departments, that resources are enployed ef f iciently and
effectively, and that audits conformto generally accepted government auditing
standards and DaD internal audit policies and procedures.

B. APPLICABILITY

This chapter applies to the baD internal awdit organizations. Wile 1i-
ance with this chapter is not required of internal review and nonappropriatog?
fund audit organizations, those organizations are strongly encouraged to apply
the policies, as appropriate.

C. STANDARDS AND POLICIES

Sections 600 and 700, pod Internal Auditing Standards (Chapter 2 of this
Manual ) , include nine standards applicable to the management of a baD internal
audit organization. camplete gui dance for two standards and a portion of the
gui dance for two others are covered in this chapter. Policy guidance for the
remaining standards is provided in the other chapters of the Mnual. The
followng identifies the applicable chapter (s) for the nine standards:

St andar d Chapter
610- Organization 13
620- Policies and Procedures 13
630- Scope and Responsibility 5
640- Determnation of Audit Priorities 5
650 - Pl anning 5 &.13
660 - Coordination 6
670- Internal Audit Organization 4, 11 & 13

Qual i fications
680- Personnel Mnagement and Devel opnent 4
700 - Quality Assurance 14

The fol lowi ng sections discuss standards 610, 620, 650 and 670.
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D. ORGANIZATION

1. General Quidance

_ a. The head of each DoD internal audit organization shall report

directly to the Secretary or Deputy and/or Under Secretary of the applicable DD
Camponent . No internediary organizational element within the DoD Component Shal |
exercise technical direction over the applicable poointernal audit organization.

b. The bad internal audit organization shall be structured to help
ensure that audit resources are deployed efficiently and effectively and to
foster coordinated, balanced, and integrated accomplisment of the organization’s
m ssion, goals, and objectives.

c. The methods of recruiting, staffin%, and training of personnel
resources shall ensure the mssion and responsibilities of the DoD internal audit
organi zation are supported. \Wile the audit organi zation should not be struc-
tured arf)ugld avai | able skills, full advantage shall be taken of those skills that
are available.

d. The paD internal audit organization shall reflect the unique audit
needs of the Mlitary Departments and Agencies. \Wether this is done by func-
tion, by parallel structure, or by sane combination of both, the way in which
each off ice is organized should sinplify, and not canplicate, the ability of

audit personnel to review the MIlitary Departnment or Agency prograns and
operations.

2. Resource Requirements. The pod internal audit organization shoul d
determ ne and document personnel resources as to numbers and skills required to
provide audit coverage using @S a mninuma 3-year cycle for those major prograns
or functions determned to have a high vulnerability. Annual budget requests
should reflect the auit coverage shortfall when sufficient staffing and funding
are| not provided to accomplish high priority audit coverage wthin the 3-year
cycle.

3. Goals and njectives

a. Aformal process shoul d be devel oped for the establishment of orga-
ni zational goals and objectives. The goals and objectives should be designed
to promote i nprovements in the efficiency and effectiveness of audit operations
and staff qualifications, productivity, and job satisfaction. In devel oping
| ndi vi dual goal s and objectives, inputs should be solicited f ran senior audrt
managenent and staff nenbers.

b. A detailed action plan should be prepared for each goal and objective
Wi th estimated completion dates. The status of each action plan should be
tracked and adj usted as necessary. Responsibility for inplenentation of action
pl ans shoul d be assigned and incorporated in applicable enpl oyee performnce
apprai sal docunents. The goals and objectives should be reviewed and updated on
an annual basis, as appropriate.
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E.  poLIcIES AND PROCEDURES

1. General

a. The head of the pminternal audit or?anization shal | provide witten

|icies and procedures to guide the audit staff. DD auditing standards and
licies, as well as DobMilitary Departnent regulations, shall be inplenmented

po
po . :
In organizational directives or regulations.

_ b. An auditor's handbook or manual shoul d be prepared covering the poli-
cies, procedures, techniques, and methodol ogies to be f ollowed by the staff in

planning, performng, and reporting audit activities. The principal value of an
audi tor”™s handbook or manual is threefold:

| (1) It serves as a ready reference for the staff to use in per-
formng audits.

(2) It helps the audit staff make decisions regarding a broad array
of | udgmental factors encountered in every audit.

(3) It serves as a quality control device.
_ c. Procedures for supervisory auditors should be developed to cover
their specific responsibilities in planning and managing individual audit
proj ects.

2. Assessing Accomplishments

a. In order to evaluate organizational performance, each audit orga-
ni zation should have a data base system (S) that provides, at @ minimum, for
comparing act ual and Planned performance on individual mjor audit projects
(single i nstal | ation level audits may be excluded) , neasuring audit resources
devoted to various functional areas, tracking direct and indirect audit time
and/ or cost, and accumulating monetary and ot her benefits resulting f ran audits.

b. The data generated by these data systeins should be analyzed
Periodically to identify deviations f ran pIanned_Perf ormance, asSesS deviations
[ ran predetermned standards or goals, and identify performance trends. The
information gathered fram such eval uations should be used to devel op plans to
inprove the efficiency and ef f activeness of a® it operations. Such improvements,
for exanple, maght result in an inproved planning process, identification of more
cost-ef fective approaches to audits, reorganization of headquarters or field
operations , and justification for additional resources.

3. Productivity Prograns

a. The head of each poD internal audit organization shall establish and
| npl enent a Productivity Inprovenent Programin support of Executive Order 12552
(reference (qq)J. The goal of the program should be to inprove the quality,
timeliness, and efficiency of the audit organization.

‘b. Each pob internal audit organization should establish effectiveness
and efficiency nmeasures and goal S commensurate Wi th the camplexity of its m ssion
and functions, budget, and standards for quality and tineliness.
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F. PLANNI NG

1. an organi zational planning process should be provided to ensure that the
audit organi zation keeps pace with changes in DobMilitary Departnent prograns ,
ener?|ng technol ogies, and other external developments. Organizational planning
involves the estimating or anticipating of the type of organizational structure,
manpower, facilities, training needs, audit techni'ques, etc., needed to direct an
effective audit function over a long period of tine.

2. C}?an[zatiqnal planning requires that senior audit managenent off icials
obtain sufficient informtion from external sources to anticipate changing con
ditions and develop long-termstrategies. This may be done by participating in
prof essi onal organi zati ons and state-of-the-art conferences, SPONSOring research
or testing of new auwdit techniques or nEthodoIo?ies, and neeting wth senior Da,
Mlitary Department, or other Federal Agency officials.

G. INERAL AUDI T ORGANI ZATI ON QUALIFICATIONS

The pod internal audit organization shall possess or obtain the know edge,
skills, and disciplines needed to carry out its audit responsibilities. Formal
documentation shoul d exi st covering the analysis of skill needs and the iden-
tif ication of shortf ails in nunbers of personnel by skill level. A plan should
be devel oped to address any shortfalls through the recruitnent of personnel,
training programs, and/or use of personnel external to the audit organization.
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CHAPTER 14

QUALI TY ASSURANCE PROGRAMS

A. PURPOSE

This chapter prescribes policy- for establishnent of quality assurance pro-
rans I n conformance W th applicable Government Auditing Standards (reference
gZc) ) and pad Internal Auditing Standards, and describes the essential elenments
of such programs in DoD internal audit organi zations.

B. APPLICABILITY

This chapter applies to all DoD internal audit, internal review, and non-

appropriated fund audit organizations (hereafter referred to collectively as
"DoD i nternal audit organizations”).

C. FREIATED GWERMMENT AUDI TI NG STANDARDS

1. The Government Auditing Standards (reference (c)) prescribe general
standards for conducting financial and performance audits. The fourth general
standard relates to the presence of quality controls. The standard states that
“Audit organi zations conducting government audits should have an appropriate

internal quality control system in place and participate in an external quality
control Ievi ew program

2. The second field work standard for Governnent performance audits is,
“Staff are to be properly supervised. " This standard places responsibility
on the auditor and auwdit organization for seeing that staff who are involved
| N accomplishing the objectives of the audit recelve appropriate guidance and
supervision to ensure that the audit work i s properly conducted, the aad it
obj ectives are accomplished, and the staff are provided effective on-the-job

tp%;ning. External consultants and specialists also should be given appropriate
gui dance .

D. POLICY

1. To maintain the confidence and trust of DoD managenent, the Congress, and
private citizens, pa auditors shall provide objective, reliable, tinely, and
professional audit products. The value of the services provided by Do auditors
Is related directly to the quality of the audit work performed. In addition, the
rof essional ism of DpoD awditors IS critical to acceptance and use of their work
y DoD managers in inproving and strengthening DoD prograns and operations.

2. Each pp internal audit organization shall establish and maintain a
viable and effective quality assurance program that provides reasonabl e assurance
to parties inside and outside the Department of pef ense that DOD auditors comply
with applicable auditing standards and peD audit policies, and that work is
carried out economically, efficiently, and effectively. Each organization’s
qual ity assurance program Shal | incor,oorate the el ements of supervision, internal

qual ity control reviews, and external quality control reviews as described in the
fol lowng sections of this chapter.
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3. The pod internal audit organizations shall establish a supervisory
process which ensures audits are planned and completed i n accordance wth
appl i cabl e aud|t|ng standards, Dod auditing policies, and internal organization
policies and procedures. The supervision process shall ensure that audit work is

supported by clear, denonstrable, and objective evidence that is docnented in
audi t working papers.

4, The internal quality control system established by the audit organization
shoul d provide reasonabl e assurance that it:

a. Has established and is f ollowing adequate audit policies and
procedur es.

b. Has adopted and is follow ng applicable auditing standards.

5. (Organi zations conducting governnent audits shoul d have an external
quality control review at |east once every 3 years by an organi zation not
affiliated wth the organization being reviewed. The external quality control
review program shoul d determne that:

~a. The organization's internal quality control systemis in place and
operating effectively.

~b. Established policies, procedures, and applicable auditing standards
are being followed inits audit work.

E. SUPERVI SI ON

Supervision is the first and nost inportant step in a quality assurance
programand it IS a continuing process on all audit assiﬂnnents Wi thin an audit
organi zation. Responsibility for all audits remains with the head of the audit
organi zation. However, the head of the awdit organization may del egate audit
tasks to audit managers or supervisors, who in turn may deIePate these tasks to
audit teans. Delegation requires that audit managers at all levels establish
met hods that ensure audit assignments are planned, controlled, and directed
properly. The degree of control may vary among audit organizations and audit
assl gnment s,

1. Supervision is the nost effective way to ensure audit quality. To
supervise effectively, supervisors should be involved in every phase of the
audit, f ran planning to the f inal report. Supervisors shoul d make sure auditors
understand, wthout anbiguity, the nature, scope, content, and timng of the
work assigned to them and the expected end product. Supervisors should review
progress periodically on audit projects to determne whether jobs are on schedul e
and executed in accordance with plans. Supervision should be sufficient to mke
any required md-course corrections wthout disrupting the audit assignnent.

2. The actual amount of supervision required may vary based on availability
of resources, camplexity and sensitivity of audit work, and staff experience.
However, supervision shoul d be exercised at each |evel of the organization
and for each level of task responsibility. Mst audit assignnments include
the follow ng phases: coordination, ﬁlanning, survey, audit performance or

application, and reporting. During these phases, supervisors should concentrate
on the follow ng:
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a. Coordination. To ensure quality audit ﬁerformance and efficient
use of resources, supervisors should be aware of other audit projects within
the audit organization and in other Federal audit activities. Supervisors
shoul d maintain open [ines of communication W th the headquarters of the audit
organi zation and wth other field offices in the organization. The objective
of open communication IS t0 reduce the overlaﬁ of audit projects and enhance
the quality of audits. Supervisors should share ideas on audit design, audit
?Iann[ng, audit survey scope and techniques, audit objectives, audit approaches,
raining needs and audit workl oad.

| b. Planning. SuEervisors shoul d establish the overall direction of the
audit effort; determne the best use of available resources; establish goals and
objectives for audits that make sure prograns, activities, and segments of agency
oPerat|ons are covered adequately; and coordinate audit efforts wth review
efforts of other activities such as the mlitary inspector general offices.
Chapters 5 and 8 of this Manual prescribe additional. guidance relating to
planning for both individual awdit assignments and the develogment of an annual
audit program

_ c. Survey. Supervisors should approve the survey approach, estimte
tlm?| required Tor the survey, and establish mlestones for review of survey
results.

d. Program. After review ng survey results, supervisors should modif
overal | objectrves if necessary, identify the steps or segnents requmn% further
audit work, and determne any Program modi fications needed to f ulf ill the audit
obj ectives.  Supervisors should also estimate the time required for the detailed
audit review and establish mlestones for review of the program devel opnment.

e. Audit Performance

(1) Project Reviews. Supervisors should review audit projects
periodically to make sure they neet applicable auditing standards and DoD
Internal audit policies. Supervisors should use onsite visits to assist in
pro%ept managenment, solve specific problens during audit application, provide
technical assistance, counsel and train awdit team nenbers, and review overall
managenent of the audit.

(2) Reviews of Working Papers. Supervisory reviews of audit working
papers are essenfral To ensure reports are supported With clear, demonstrable,
and objective evidence. These reviews can be tailored to the particular
situation and individual, but should provide enough infornation to supervise
proL_ects properly and to eval uate staff performance. Probl ens di scovered during
wor ki ng paper reviews shoul d be discussed and resol ved pramptly; wor ki ng papers
shoul d be revised to preclude any msinterpretation or unsupported concl usions.
Wor ki ng papers shoul d be reviewed peri odi callg throughout the audit. Al
supervisory reviews of working papers should be docunented and retai ned.

&Hperr]vi sory reviews of audit work and the report should be tinely and determ ne
et her:

(a) Conformance with audit standards i s obtained.

. o (b) The audit progranms are followed unl ess deviation is
justified and authorized.
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(c) The auwdit work has been conducted with due professional
care.

(d) The working papers adequately support findings and
concl usions and provide sufficient data to prepare a nmeaningful report.

(e) The audit objectives are nmet.

Chapter 18 of this Manual prescribes additional guidance on the review of audit
wor ki ng papers.

f. Reporting. Auwditors should prepare a report outline and di scuss
preparation of the tnitial draft report wth their supervisor. First-|evel
supervisors should review the draft auwd it report, and the second-|evel
supervisors shoul d review coments and the results of any discussions wth
nanaPenent concerning the audit results. Based on these reviews, the second
| evel supervisor finalizes the audit report, making sure the audit report
complies W th the applicable auditing standards and beD audit policies on
regpmng.| Chapter 12 of this Minual prescribes additional guidance on reporting
audit results.

F.  INTERMAL QUALITY CONTROL REVIEWS

Internal quality control reviews, the second step in an effective quality
assurance program are periodic reviews of selected audits, organizational
functions, or internal processes, conducted by an independent element wthin
the audit organization. During the internal quality control review, an in-house
team eval uates the adequacy and ef f activeness of the awdit organization's
policies and procedures, and determ nes whether the audit work meets applicable
auditing Standards and poD auditing policies. Essential elements of an effective
I nternal quality control review programinclude: formal policies and operating
procedures; workload identification and planning; assi gnnent and training of
permanent staff; and adherence to Government Auditing Standards (reference (c))
and poD Internal Auditing Standards for performng reviews and reporting results.

1. The nature and extent of an organization's internal guality control
system depends on a number of factors such as its size, the degree of operating
autonomy al [owed its personnel and its audit offices, the nature of its work, itsS
organi zational structure, and its apPropriate cost-benefit considerations. Thus
the systems established by individual organizations, as well as the extent of
their documentation, wll vary.

2. Each pop internal awdit organization shall develop and issue formal
policies establishi n? an internal quality control review program consistent wth
this chapter. Formal policies should prescribe responsibilities and procedures
for planning and performng internal quality control reviews and reporting the
results of reviews.

3. Each major elenent of the audit organi zation should receive an internal
ual ity control review at |east once every 3 years. Mjor elements include
lvisions, regions, large field off ices, or residencies. As an alternative,
sel ected functional areas may be reviewed on an across-the-board Or Agency-wide
basis, provided there is representation given to the various elenents wthin the
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organi zation. Internal quality control reviews should enphasize natters relating
to the accomplistment of audit projects; that is, planning, survey, and field
wor k, including preparation of working papers and reporting.

, a. Annual and | ong-range plans shoul d be developed to ensure the 3-year
internal quality control review requirement is met. Once experience shows that
an effective quality standard has been achieved by the major elenents of the
audi t organi zation, consideration can be given to reducing the 3-year review
frequenc?/. Subjects for internal quality control reviews should be solicited

f ran all levels of the audit organization. Internal quality control reviewplans
should be published annual [y, and sufficient resources should be allocated to
accamplish t he val plan. 1N€ long-range plan shoul d include audit
issues/standards t 0 be reviewed, objectives, timef rames, and resource

requi renents.

b. Compliance W th Government Auditing Standards (reference (c)) is the
basis for how audit work is judged by external quality control review teans.
Accordingly, the Government Awditing Standards, DaD Internal Auwditing Standards,
and DoD auditing policies should formthe baseline for planning internal quality
control reviews. To facilitate the planning process and the setting of
priorities, an inventory of internal quality control review subjects should be
devel oped and mamintained. For exanple, the inventory shoul d include audit
planning, audit performance, audit reporting and followup, as well as | SSUES
raised in external quality control reviews.

4. A permanent staff should be assigned to f wf ill the internal quaIitK
control review requirenent , and the organizational placement of the staff should
provide for sufficient independence. Assignment of permanent Staff enhances
| ndi vi dual expertise and provides for added program continuity.

a. The permanent staff , which may be augnmented as needed, should be
highly qualif ied, experienced auditors. These qualifications are essential for
ensuring the credibility of the internal quality control review programand for
enhancing the level of professionalismin the audit organization.

b. Formal or on-the-job training may be needed for newy assigned
menbers to the internal quality control review program At a minimum, gaining
an appreciation and exchangi nﬂ i nformation on approaches used by other audit
organi zations In accamplishing their internal quality central review program
woul d be beneficial.

5. Internal quality control reviews , |ike an awit , should be perforned in
accordance with Government Auditing Standards (reference (c) ) » Do Internal
Audi ting Standards , and Deb auditing poli ci es.

a. Review objectives should be established, and conditions found during
the review shoul d be documented and retained in working papers.

b. Aformal witten report should be prepared and issued on the results
of each internal quality control review. The report shoul d specifically address
each review objective. The report should al SO recommend corrective actions .
when appropriate; include comments f rom the organizational elements revi ewed .
followed by an eval uation of the coments; and establish tar?et dates for
implementation. Recomendations should be tracked until fully inplemented
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or otherwise satisfactorily resolved. when significant deficiencies are iden

tif ied, a followupreviewtodetermne that adequate corrective actions were
taken may be - appropriate.

C. All working papers and regrets of internal quality control reviews
shoul d be retained for 3 years for use by external quality control review terns.

G. EXTERNAL QUALITY CONTROL REVIEWS

~ Wthin the Department of Defense, external quality control reviews of
internal audit organizations wll normally be conducted by the Ofice of the
Assi stant |nspector CGeneral for awdit Policy and Oversight, 016, baD, Wth the
assistance of representatives fram the DoD internal audit organizations as
needed. The Db central internal audit organi zations, using guidelines published
by OG bpw, are responsible for external quality control reviews of the internal
review and nonapproPHat ed fund audit activities for which they have audit

cogni zance. Cenerally, OG DoD, wll. limt its external quality control reviews
of internal review and nonappropriated fund audit activities to assessing how
wel | the central internal. audit organizations carried out their external reviews.
The General Accounting Office conducts simlar quality control reviews of Do
Internal audit organizations.

1. The objectives of the external quality control reviews are to ensure DD
internal audit organizations adhere to Government Auditing Standards (reference

(c) ) , pap Internal Auditing Standards, and pob auditing policies and operate in
an economcal, efficient and effective nanner.

2. External quality control reviews should be conducted in accordance with
applicable auditing standards and quality control review ?m delines. The team
| eader of the review should observe the requirenent for holding entrance and exit
conferences and for discussing periodically the progress of the review wth
appropriate managers in the aadit organization.

3. External quality control review team members should be selected based
on the requirenments of a particular review. Functional experts f ran inside and
outside the Departnent of pef ense may augnent the quality control teams in
certain specialized or technical areas. The staff members nominated for the
external quality control review team should not have been associated in the past
2 years with the organization subject to review.

4. Before starting an external quality control review, the review team
shoul d col | ect background information about the audit organization, including itsS
organi zational environnent and governing policies and procedures. The review
teamis encouraged to use questionnaires to gather background data, identify
related audit policies and procedures, obtain opinions of the audit staff on
policies and procedures used by the audit organi zation, and solicit opinions of
audi tees regarding the relationships of the audit organization and its clients,.

5. External quality control reviews should be conducted on a recurring
schedul e and should nornal |y include each audit organization at |east once every
3 years. As an alternative, selected functional areas may be reviewed on an

across-the-board or Agency-w de basis. aswith any audit, the scope, objective,
and work program of the quality control review should be tailored to meet
specific situations.

14-6



6. Aformal witten report should be prepared and i ssued on the results of
each external quality control review The report should specifically address
each review objective and express an opinion, as appropriate, as to the audit
organi zation's compliance W th Government Auditing Standards (reference (c)),

DD | nternal Auditing Standards, and pob auditing policies. The report shoul d

al SO recommend corrective actions when appropriate; include cements from the

organi zation reviewed, followed by an evaluation of the comments; and establish

target dates for inplementation. Recommendations shoul d be tracked until fully

implemented Or Ot herw se satlsfactor|k¥tresolved. When significant def iciencies
e

are identified, a f ollowp review to determne that adequate corrective actions
were taken may he appropriate.

7. Working papers and reports of external quality control reviews shoul d be
retained for 3 years f ran the date of the final report.
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DoD 7600. 7-M

CHAPTER 15

PREVENTING, DETECTING, AND REPORTING
- AND  TLLEGAL ACTS

A. PURPCSE

This chapter establishes policy in auditing areas susceptible to f raud and
I1legal acts and in alerting auwditors that such acts may have occurred. |t
supersedes the internal awdit provisions contained in Contract Awdit, |nternal
awdit and Crimnal Investigations Joint Policy Memorandm No. 2 (reference (rr) ) .
The Joint Policy Memorandum W || no [inger apply to pad internal audit organiza-
tions, but its applicability to crimnal investigative organizations continues.

B. APPLICABILITY

All DaD i nternal audit organizations including internal review and nonappro-

prr]iated fund audit activities shall comply W th applicable provisions in this
chapter.

C. DEFINITIONS

1. Frad. Action that violates a fraud-related statute of the united States
Code. The Termincludes Governnent thef t/embezzlement, bribery, gratuities,
conflicts Of interest, and violations of antitrust |aws, as well as fraud (e.g.,
fal se statements and false claim in such areas as pay and allowances, procure-
ment, contract performance, nonappropriated funds, and the Cvilian Health and
Medi cal Program of the Uniformed Services. Fraud involves a msrepresentation of
facts made so with know edge and intent. Fraud is further characterized by acts
of guile, deceit, ooncealment, or breach of confidence, which are used to gain
sane unfair or dishonest advantage. Fraud can also include deceit or intentional
fal se statenents in official correspondence intended to affect the decision
maki ng process regardl ess of whether personal gain is involved. The purpose of
the fraud may be to obtain money, property, or services; to avoi d payment or | 0SS
of noney, property, or services; or to secure business or personal. advantage.

2. lllegal Act. A type Of noncompliance i n Which the source of the require-
ment not T ollowed Or the prohibition violated is a statute or inplenenting
regul ation. Enclosure 4 contains information on Federal statutes and Standards
of Conduct re?ul ations that may be applicable in the auditor's exam nation and
the fraud rererral process.

a. Cimnal Acts. Anillegal act for which incarceration, as well as
other penalties, I1s avallable if the Government obtains a guilty verdict.

_ b. GQuvil Acts. Anillegal act for which penalties that do not include
Incarceration are avallable for a statutory violation. Penalties my include
nonet ary payments and corrective actions.

3. Referral. The termrelates to f omal (Witten) letters to appropriate
crimnal Tnvestigative organizations of suspicions of fraud and illegal acts.
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The purpose of such commmications must be to seek consideration of the facts (as

stat ed Qy the audit organization in its letter) for investigative action where
war rant ed.

D. POLICY

1. The DaD internal awdit organizations shall establish a fraud nonitor
at the headquarters |evel for fraud referrals and other f raud-related actions.
The fraud nonitor shall naintain |iaison wth the applicable investigative
organi zations regarding the status of all referrals.

2. Internal auditors shal| give special enphasis to those portions of the
DoD Internal Auditing Standards (Chapter 2) relating to f rauwd and illegal acts.

3. During every audit, a review and eval uation shall be made of the internal
control system applicable to the organization, program, activity, orfunction
under audit., Wien computer processed data is an inportant and integral part
of the audit and the data's reliability is crucial to accomplishing the audit
obj ectives, the auditors need to satisfy thenselves that the data Is reliable.

4. \Mere an auditor's work includes an assessment of compliance With |aws
and regulations, it shall be designed to provide reasonabl e assurance of detect-
ing fraud or illegal acts that could significantly affect the audit objectives.

5. Buditors, in exercising due professional care, shall be alert for
situations or transactions that could indicate f raud or illegal acts to determne
whet her the acts occurred and, if so, to determne the extent to which these acts
significantly affect the audit results. \Were such evidence exists, the auditors
shal | extend audit steps and procedures to identify the effect on the entity’s
financial statenents, operations, or prograns. However, auditors shoul d not
extend audit steps to the point of |eopardizing potential investigations by |aw
enforcenent off icials.

6. Wien the review or the extended audit steps and procedures indicate
that fraud or other crimnal acts may have occurred, the auditor shall document
the situation and pramptly notify the appropriate pobinvestigative organization
as indicated by DoD Instruction 5505.2 (reference (SS) ). Follow ng notification
of the investigators, the auditor shall notify the top official of the entity
under audit of the situation, unless advised otherw se by investigators orit IS
obviously inappropriate (e.g., top off icial involved) .

7. The method of reporting the audit results wll vary depending upon

| ndi vi dual circumstances. Audit matters dealing with f raud or irregularities
shal| be covered in a separate witten audit report if this would facilitate the
timely issuance of an overall report on other aspects of the audit. The opinion
of legal counsel should be obtained on the reporting method chosen.

8. The bpoD audit organi zations shall encourage direct contact between their
field personnel and Personnel of the applicable crimnal investiPative or gani -
zation concerning referrals of suspected or potential f rawd disclosed during
audits. The audit organization's fraud monitor nust be kept apprised of

referrals in order to track the status of fraud investigations resulting fran
audit referrals.
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9. Should the applicable crimnal investigative organization decide not to
Investigate a fraud referral fram auditors, nor refer the allegations el sewhere
for investigation (in cases where the allegations are considered to be of |esser
significance, for exanple), the audit organizations, upon notification by the
crimnal investigative organization, should then evaluate the matter for other
di sposition. Procedures tor referring allegations of this type were required to
be established by individual DoD Components as called for in paragraph E 2. f. of
reference (ss). Audit organizations shall make disposition of the allegation in
accordance with their Component's procedures.

10. Appropriate audit support of crimnal investigations is authorized under
DoD Directive 7600.2 (reference (k)) , and is encouraged to the greatest extent
possible within legal limtations, availability of resources, and the guidelines
set forth in enclosure 2. Further, ba internal audit organizations are strongly
encouraged to work with their crimnal investigative counterpart organizations to
exchange information on situations discovered during audits where, although no
fraud may be suspected, Wweaknesses in controls and procedures could lead to
I ncidents of fraud.

E.  FRAUD INDICATORS AND CHARACTERISTICS

1. Fraud enoaupasses the entire array of illegal acts and irregularities,
and i s characterized by intentional deception or manipulation wth adverse
effects. Fraud can be perpetrated for the benefit of, or to the detriment of,
the organization, Agency, or activity and can be carried out by a person or

rsons outside as well as inside the entity. In sane instances involving civil
raud, f raud can be alleged Where the negligence of an individual is so gross as
to amount t0 I nplied knowledge of the wongful ness of the act.

2. The key to prevention and detection of fraud and illegal acts is a
recognition of conditions that allow these practices to go undetected. As such,
the auditor has the responsibility for being aware of fraud indicators. Several
sources are available for information on f rawd and indicators of fraud. Sane of
these sources are listed in enclosure 1 to this chapter. The following war ni ng
signal s were devel oped by the Americanlnstitute of Certified Public Accountants
to assist auditors in identifying the possible existence of fraud:

| ~a. Problems encountered in performance of an exam nation, such as delay
situations or evasive or unreasonable responses to audit inquiries.

b Difficulty in obtaining audit evidence for unusual or unexplained
entries, incomplete or M SSing documentation and aut horizations, and alteration
of documents and accounts.

c. Inadequate controls over cash accounts or credit cards.

_ d.  Unexplained f actuations in nmaterial account bal ances, physi cal
inventory variances, and inventory tucnover rates.

e. Wdely dispersed |ocations acconmpanied by highly decentralized
managenment and inadequate reporting systens.

f. Known continuing weaknesses in internal controls over access to
computer equipment Or el ectronic data entry devices.
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F. PREVENTION AND DETECTION

~ 1. The principal mechanismfor the prevention and detection of fraud and
I11egal acts is a strong system of accounting and admnistrative internal
controls. Deterrence or prevention is primarily the responsibility of the

managenent of the organization, program activify, or function undér audit.
The aB Crcular A-12Z3 (reference (v)) states that agency heads are responsible

for establishing and maintaining systems of internal control that conformto
standards prescribed by the Comptroller General .

2. Internal auditors are responsible for examning and evaluating the
adequacy and ef f activeness of managenent’s actions in deterring or preventing
fraud, including appropriate internal control systens. Auditors should assess
the ef f activeness of the systemto safeguard resources against waste, |oss, or
msuse. They shall test and eval uate managenent’s applicable fraud deterrent
mechani sns and nmake appropriate recommendations i f weaknesses exist.

3. The internal auditor’s responsibilities are further extended in the
detection of fraud and illegal acts. on audit assignnents, the internal
auditor’s responsibilities are to:

a. Maintain sufficient knowledge Of the characteristics of fraud,
techni ques used to comit fraud, and the types of f rauwd associated with the
activities being audited. Such knowledge IS necessary for the auditor to be
reasonably effective in detern1n|n? the adequacy of controls to [imt or
di scourage opportunities to comit fraud or illegal acts, and in evaluating
evidence that these acts mght have been comitted. The sources of information
on fraud and f rawd indicators discussed in section E., above, and listed in
enclosure 1 can reinforce the awditor's know edge and skills. The peD internal
audi t organizations should work closely with investigative organizations to
devel op additional information on the characteristics of f rauwd and fraud
Indicators and share it wth other pad internal audit organizations.

| b. Be alert for situations or transactions that could indicate fraud and
I11egal acts. This is especially true when performng audits of such sensitive
areas as pay, procurement, cash managenent, property disposal, nonappropriated
funds, canrnissaries, or inventories. In exercising due professional care,

auditors should be alert to the possibilities of Intentional wrongdoing,
conflicts of interest, and * conditions and activities where irregularities
are most |ikely to occur. Accordingly, internal auitors need to satisfy

thensel ves that a system of checks and bal ances is in place that wl| disclose
any irregularities and inproprieties that would have a material inpact on
operations orfinancial reporting. In discussing the auditor’s responsibility
to detect errors and irregularities, the American Institute of Certified Public
Account ants (aicen) has stated that “... the auditor should exercise . . . the proper
degree of professional skepticism to achieve reasonable assurance that material
errors or irregularities wll be detected. " For additional guidance on related
responsibilities, auditors should refer to amcea Statenments on Awditing Standards
No. 53 (“The Auditors Responsibility to Detect and Report Errors and _
Irreqularities” ) , No. 54 (“Illegal acts by Qients”) , and No. 55 (“Consideration
of the Internal Control Structure in a Financial Statement Audit”) .
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c. \Where assessnent of compliance With |laws and regulations is required
as part of the audit objectives, auditors should design audit steps and Pro-
cedures to provide reasonabl e assurance of detecting irregularities or illegal
acts that could significantly affect the audit objectives. This requires the

auditor t0 assess, for each compliance requirement, the risk that irregularities
and illegal acts could occur.

d. Be alert to the opportunities for potential perpetrators to comit
f ravd or illegal acts. The poD Directive 7600.2 (reference (k)) requires that
each audit include an evaluation of the adequacy and ef f activeness of the system
of internal and admnistrative controls (internal controls) applicable to the
organi zation, program activity, or function under audit.

e. Include specific audit Steps designed to provide reasonable assurance
of detecting frawd for those programs or functions that have a high vulnerability
to fraud or a past history of fraud, or where initial audit survey has identified
particul ar weaknesses in internal controls that could allow fraudulent acts to
occur. In addition to expanding audit steps, audit managers shoul d al so consider
assi gning nore experienced persomel and increasing the amount of audit super -
vision where conditions warrant.

f. Where evidence exists that indicates f raud or illegal acts m ght

have been committed, and such acts could significantly affect the audit results,
internal auditors shall performextended tests and procedures to obtain
addi tional evidence sufficient to determne whether:

(1) me initial suspicions of frawd were true;

(2) The eﬁtent to which the acts significantly affect the audit
results;

(3) Operations, programs, or functions have been adversely affected:

(4) e appropriate investigative organization should be alerted to
a possible need for an investigation;

(5) Internal controls need additional strengthening; and
(6) Any further action appears necessary.

Auditors shoul d, however, exercise due professional care and use caution so
as not to extend tests to the point of jeopardizin? potential investigations
b% legal authorities. Due care would include consulting |egal counsel and

the applicable investigative organizations, as appropriate, to determne the
actions and procedures to f ohmor to avoid. |If, after extending the audit
steps and procedures, the internal auditors cannot confirmtheir suspicions of
fraud, they shoul d discuss the situation with the appropriate investigative
organi zation to determne whether or not to pursue the situation.

g. Document the situation or particular transaction when the initial
review « extended audit indicates possible fraud or other crimnal acts and
pramptly notify the appropriate pop Investigative organization in accordance wth
poD Directive 7600.2 (reference (k) ) . Formal witten notification is required
for all fraud referrals and will normally have been preceded by infornal
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di scussions with investigative personnel. At the same tinme, the auditors shall

notify the top official of the audited entity, unless that official is believed

to be a party to, or inplicated in, the inproper acts or unless the auditors are
advised to the contrary by the investigative organization.

h. complete the eval uation of the systemof internal controls and
the audit, if possible, so as not to interfere wth or hanper any related
investigation. The advice of the investigative activity should be obtained in
determning how to camplete the eval uation and report the results in a manner
that will not compromise an investigation. The auditors should not accuse the
affected parties of suspected fraud or discuss the potential fraud with the
subject in any manner that would be pre judicial to an investigation. Legal
counsel and the advice of investigators should also be sought on how to discuss
the situation with the aff ected parties and obtain confirmtion of the facts.

4 Internal auditors cannot be expected to have know edge equivalent to an
| nvestigator whose responsibility is detecting f rawd and other illegal acts.
Al'so, an audit made in conformance with the provisions outlined in this chaﬁter
wi |l not necessarily guarantee the discovery of all fraud or illegal acts that
m ght have been committed. However, If the audit was nmade in accordance Wth
this cn?pter, the auditor will have fulfilled the professional responsibilities
expect ed.

G  REPORTING

1. The nethod of reporting audit results to appropriate managenent officials
shal | be guided by the situation and individual circunstances surrounding any
suspected or potential f raud disclosed through awdit. A separate aud it report on
the evaluation of the internal controls related to the matter referred to the
| nvestigative agency shall be used, if necessary, to avoid delays in issuing the
overal | audit report. This also permts release of the overall report to the
public wthout compromising an investigation or |egal proceeding.

2. A separate report is not necessary when the matter can be effectively
discussed in the regular report of audit, and no undue delay wll result from
holding the audit report open until the f raud referral has been resolved. The
auditors shal| not release to the public reports containing information on
suspected f raudulent acts, orreports with references that such acts were omtted
from reports, wthout first consulting wth appropriate |egal counsel, since this
rel ease could interfere wth legal processes, subject the inplicated individuals
to undue publicity, or subject the auitor to potential |egal action.

H  TRAINI NG

1. The problem of fraud in the Department of Defense has received w despread
attention in recent years, and as the budget increases, the potential and the
attractiveness of committing fraud also increase. Therefore, it i S incumbent
uEpn Internal auditors to nmaintain and even enhance their detection abilities and
skills in order to more effectively address these problems.

2. The b internal audit organizations shall provide traLnin? for their
audit staffs consistent with pop auditing standards on professional proficiency

and continuing education. Specific fraud-related training should focus on
detecting, preventing, and reporting f raud and illegal acts. The key to any
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successful. training programis the recognition of the indicators of fraud.

ChaPter 4 of this manual suggests ﬁui delines for training audit staffs in areas
of fraud awareness and working wth investigators.

|, DOD HOTLINE

1. Under pad Directive 7050.1 (reference (tt) ), all substantive allegations
of fraud and m snmanagenent received by the pop Hotline normally will be exam ned
by qualif ied auditors, inspectors, or Investigators. Accordingly, each Do
internal audit organization shall maintain procedures and controls to ensure that
due professional care and organizational independence are observed, and that

impartial and objective examnations are made for all referred Hotline
allegations.

2. Each internal audit organization shall control, process, and exam ne
prarptly al | al | egations received and shal |l expedite processing those Hotline
al l egations that are time-sensitive. Necessary controls shall be maintained to

protect, to the maximm extent, the identity of all pob Hotline users who request
anonym ty.

3. Audit working papers and files on Hotline reviews shall generally be
retained for at |east 3 years after an audit Is completed before being di sposed
of under applicable DoD or agency regulations. Reports shall be sutmitted in
accordance with subsection F. 3 of paD Directive 7050.1 (reference (tt).

J. RerATIons W TH DOD CRI M NAL INVESTIGATIVE ORGANIZATIONS

1. Cose cooperation between auditors and investigators is critical to
successful investigation and prosecution of fraud. Once the auditor finds
I ndications of potential fraud, the organizational f rauwd monitor shall be
notified and contact should be made wth representatives of the appropriate Do
| nvestigative organization.

2. As discussed in paragraph F. 3. f. above, after developing sufficient
f rad indicators, the auditor shall formally refer the matter to the appropriate
| nvestigative organization. The po audit or?ani zation should subsequent |
follow up to keep track of the disposition of the fraud referral. Under the
provisions of Joint Policy Menorandum Number 2 (reference (xr) ) , DoD Crimnal
I nvestigative organizations are required to assist the audit organizations by
provi ding periodic status on referrals made f ran auditors.

3. The poo audit organizations should respond tinely when investigative
orPam zations reqlg_est audit assistance in performng formal investigations.
Rel'ated aud it working papers should be provided to the investigative organization

If required. Guidelines for audit support of f raud investigations are outlined
In Enclosure 2.

4. Mbst DD investigative organizations periodically conduct “crime
prevention surveys” to identify admnistrative, physical, or internal control
weaknesses that allow the conmssion of fraud or illegal acts. The beb audit
organi zations should request that they be placed on distribution for such survey
reports, and consider the results of the reports in scheduling auits.
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5. Internal audit organizations are urged to participate with investigative
organi zations in joint reviews of programs and operations highly susceptible to
fraudul ent activities. At a minimm, auwditors shoul d contact their investigative
counterparts in the survey or planning stage of an audit to discuss the suscepti-
bility of a particular area to frad and ascertain whether there are any ongoing
or completed | nvestigations of the area that would be of interest to the auditor.

6. Internal audit organizations are encouraged to assist crimnal investi-
gative organizations by providing information they nmay cane across during their
audits ( informat ion referrals) that could alert investigators to weaknesses in
internal controls and to procedures that could create conditions conducive to
f raud, even though no f rawd may actually be suspected. One technique for doing
this is to highlight findings from audit reports and provide these under a oover
menorandumto the 1nvestigative organization. This suggested procedure i s con
sidered to be a more effective way of actually bringing specific weaknesses to
the attention of investigators than by merely relying on the routine di stribution
of audit reports to the investigative organizations.

K-~ ADDI Tl ONAL GUIDANCE

The General Accounting Of ice (GAQ) has published a panphlet, dated Decenber
1989, entitled “Assessing Campliance W th Afpl|pable Laws and Regul ations, ”
(reference (w) ) that provides additional guidelines for inplementing Government
Auditing Standards (reference (c) ) related to fraud and illegal acts. The guide
was prepared t0 help the GAO staff inplenment the strengthened requirenment for
detecti ng noncampliance. The provisions of the guide are equal |y applicable toO
the work of poD internal. auditors in eval uating noncompliance and designing audit
steps to detect instances of fraud, abuse, and illegal acts.
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Encl osure 1

SELECTED SOURCES OF INFORMATION
ON FRAUD AND FRAUD INDICATORS

“I'ndicators of rFraud in Department of Defense Procurenent,”
|G pop 4075. |-H Office of the Inspector CGeneral, b, June 1987.

“Fraud Awareness Letter, " Of ice of the Inspector General, Dal), published
quarterly.

"Comon Violations of the United States Code in Econmmic Crime
Investigations, " U S. Crimnal Investigation Comand, Novenmber 15, 1983.

“Manual for Fraud Investigations (NIs-6) ,“ Naval I|nvestigative Service,
Cct ober 1983.

“Fraud Indicators Handbook, " U S. Marine Corps, June 27, 1983.

"Indicators Handbook, " Air Force audit, I nspection and Investigative Council,
June 4, 1986.

“Crinme Prevention Survey Technical Quidelines Handbook,” Defense Logistics
Agency, October 1983.

“Fraud Indications | n AAFES (perations ,“ Headquarters, Arny, Air Force
Exchange Service, Safety and Security Division, 1981

"Developing Fraud Awareness in Minagenent |,
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DaD 7600.7-M
Encl osure 2

GUIDELINES FOR AUDI T suppoRT OF FRAUD | NVESTI GATI ONS

1. Introduction

a. The poD crimnal investigative organizations frequently request support
f ran paD audit organizations. Audit support to crimnal investigations as
authorized by paragraph F. 6a. of b Directive 7600.2 (reference (k)), and
encouraged by the provisions of this chapter, furthers significant DoD interests.
Such support facilitates the identification of information and evidence needed
for the effective accomplistment and coordination of crimnal, civil, admnistra-
tive, and contractual remedies. Audit _suPport may include the provision of audit
advice; the transmssion of results or intormation obtained during separate,
cooperative r Or coordinated audit a?tivitv initiated by the audit organization;
or on |OCCaS| on, the assignment Of auditors t0 a teaminvestigating a suspected
irregularity.

b. Fran time to tinme questions have arisen concerning various aspects of the
relationship created by an auditor's cooperation/coordination wth, or assignnent
to, an investigative team. The purpose of this enclosure iS to provide general
gui del ines regarding the most frequently encountered issues cpncern|nﬁ audi t
support of investigations and, in particular, to address the issues that arise
as a result of an auditor’s assigment to an investigative team Additional
gui del ines are contained in I6, bab, Handbook 1GH 7600.2 (reference (w)), that
may be useful in those instances where the internal auditor is involved with
exam ning contractor records and f rawd i s suspected.

2. Requests for Audit Support

a. The DoD audit organizations shoul d require all requests for audit support
f ran a crimnal investigative agency to be in witing. When the request stens
fromn a prior referral made by the audit organization, the request should be
directed to the same organization initiating the fraud referral for which the
investigation is being undertaken. \Wen no fraud referral was involved in
Initiating the investigation, the request for audit support should be directed to
the ped auwdit organi zation that has primary audit cognizance, underbod Directive
7600.2 (reference (k) ), for the organization, activity, contract, or contractor
under investigation. The b internal audit organizations, in consultation with
the investigative organization, should fornulate a [ist of the audit tasks needed
to support the investigation.

b. The list of audit tasks should be updated and amended f ran time to tine
depending on investigative developments, or as the audit organization deeins
necessary to properly f ulf il its mssion or functions.

c. When a bad audit orgiani zation elects to conduct an audit after a request
for support by a Db crimnal investigative organization, steps to accemplish the
requested tasks should be included in the audit program and the audit shoul d

be conducted in cooperation with the requesting organization. A final decision
on how the audit results will be reported rests with the awdit organization,

al though it should defer to any request to wthhold reporting if It would
interfere wth the investigative/ judicial process.
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3. Selection and Assignment of Audit Personnel to Investigative Teans

a. Cccasions wll arise when it wll| become nec_essar?/ to assign an auditor
to act as a menber of an investigative team Selection of an auditor. in this
Si tuat ionis a mtter for determnation by the respective audit organization.
Audit officials making the selection should take into account such factors as a
specific name request by the investigative or prosecutive organization; future
anticipated assigments of the potential selectee(s); special skills or work
experience that may be required as a menber of the investigative team prof es
sional credentials of the possible selectee(s) (Certified Public Accountant ,
Certified Internal Auditor, Certified Information Systens Awditor, Certified
Fraud Examner, etc. ); and the desires of potential selectees to serve on the
investigative effort.

b. Any disagreenents between the audit and investigative organizations
regarding the need for audit support or which auditors Wi || be assigned to an
i nvestigative teamshall be referred to the head of the internal audit activity.
Every effort shall be made to find a mutually acceptable sol ution wthout
conprom sing required audit independence. |f such a solution canmot be found,
the matter should be elevated through the chain of comand to the IG DoD, for a
decision. \Were the disagreenent exists between an internal review elenent and
an investigative activity of the same Component, the nmatter need not be referred
to the |G DaD, but should be resolved within the Component. Generally, requests
for audit support should be handled by the audit organization of the Component
requesting the assistance.

4, Role Oof the Auditor on the |nvestigative Team

a. The auditor shall not performclerical or other nonprofessional services
on behalf of the investigators. The investigative organization has the respon
sibility for arranging for adequate clerical resources. Audit resources should
be conserved whenever possible. The auditor should request clerical support
when certain procedures can be organi zed and performed by nonawditors under the
?eneral supervision of the auditor. An exanple would be the examination of a

Iarge volure Of documents for indications of erasures, whiteouts, or ot her
al terations.

b. The auditor shal| not undertake duties that are traditionally the role
of the crimnal investigator.

c. To the extent that informtion obtained by auditors is not a matter
occurring before a grand jury, and thus covered by Rule 6 (e) of the Federal
Rules of Crimnal Procedure on grand jury secrecy, the information may be shared

for both audit and investigation purposes. (Paragraph 8 contains additional
gui dance on grand jury proceedings. )

5. HandlingDocumentary EVi dence

a. The ped audit organizations, in the performance of their official
responsibilities, are |ikely to accumulate audit working papers that would be of
use to bod crimnal investigative organizations. Such working papers shoul d be
made available for inspection and copying by the investigative organization upon
request. Working papers generated as part of an investigative assist shoul d
normal |y be turned over to the investigative team
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'b. The DoD audit organizations may occasionally obtain, in connection with
their off icial duties, custody and control of original docunents, including
contractor records , that reflect indicators of fraud or other unlawful activity.
When an audit oraanization becames aware of potential fraud or other unlawf ul
activity, it should immediately notify the applicable crimnal investigative
agency in order that appropriate measures can be taken for the Governnent to
maintain custody and control of the documents that may be needed as evidence In
subsequent Crim nal proceedings.

6. Notice to an Auditee and Response t 0 | nquiries

a. The decision on whether to informan auditee that an audit is being
conducted | N connection orcoordination wth a crimnal investigation is the
responsibility of the cognizant investigative agency in consultation with the
Departnent of Justice prosecutor as necessary.

b. Auditors who are assigned to a crimnal investigative teamwll not, in
anY way, cover up the fact that.they are working with a crimnal investigative
effort If they are asked specifically what they are doing.

7. Obtaini ng Necessary Records

- a. PRecords and information needed to conduct an audit in support of an

I nvestigation can be obtained by various means including, but not Llimited to,
the access-t-records clause of a contract, voluntary disclosure by the audi tee,
I nspector General subpoena (in the case of nonfederal records) , search warrant,
and grand jury subpoena.

b. An auditor assigned to an investigation wll not use his position to gain
access to information or documents unless that information would normally be
available to the audit organization in perfornming its mssion. [If the i'nvesti-
gation requires docunents that are not available under that audit organization's
existing 